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Preface

Humanity is now going through difficult times to fight the Covid-19 pandemic.
Simultaneously, in these difficult times of physical separation, we can also realize
how much digital society technology helps us cope with many difficulties that bring
us this time. This book aims to provide readers with up-to-date knowledge on how
to make these technologies smarter. We focus on selected research challenges for
intelligent digital society and state-of-the-art methods how to face them.

The book’s subtitle suggests that a core concept that the reader can study from
various points of view in particular chapters is the knowledge. The knowledge that
can help us intelligently face different digital society challenges (Part I of this
book); the knowledge extracted from available big data employing intelligent
analysis techniques (Part II). For efficient processing and analysis of data, there is a
strong need for smart data and information modeling techniques (Part III).

This book was created within the context of the project entitled Knowledge-
based Approaches for Intelligent Analysis of Big Data supported by the Slovak
Research and Development Agency as project no. APVV-16-0213.

The process of preparation of this book had four phases. In the first one,
potential authors could submit a one-page abstract of the proposed chapter in line
with the main topics described in the call for chapters proposals. We received
altogether 15 extended abstracts, all of them fitting pretty well into the book’s
theme. We afterward invited the authors to prepare their full chapter manuscripts,
resulting in 14 chapter manuscripts submissions. In the next phase, two to three
reviewers carefully reviewed each of the submitted chapter manuscripts. Based on
the reviews, we accepted nine chapters. In the last phase, authors of accepted
chapters prepared the final versions of their manuscripts, carefully incorporating the
reviewers’ suggestions. We are proud to present to you the result of this strict and
demanding book preparation process.

We divided the content of the book into three parts, each one consisting of three
chapters:
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I. Digital Intelligence: Selected Research Challenges
II. Intelligent Analysis of Big Data
III. Data and Information Modelling

Part I presents selected challenges toward digital intelligence society. As the first
challenge, the authors K. Machova et al. describe various forms of antisocial
behavior in the online environment (mostly on social media), especially the creation
and spreading of false information and using abusive language. Moreover, they also
present intelligent approaches on how to cope with this challenge. The second
chapter in this part of the book, written by 1. Cik et al., focuses on five research
challenges in advanced computer vision, where convolutional neural networks can
help cope with these challenges intelligently. The last challenge presented by
P. Blazek et al. is the combination of human intelligence with the power of
machines to facilitate workloads or enable the mobility of their users.

Part II focuses on intelligent data analysis, as one of the pillars for the digital
intelligence society. P. Bednar et al. present in their chapter two main types of
knowledge-based approaches to data analysis. One of them is semantic modeling of
data analytics processes, which can efficiently cover the explicit form of back-
ground knowledge. The second one is typical for medical applications, where a
principal amount of background knowledge tends to stay tacit. In such a situation,
human-in-the-loop approach is a way how to perform data analysis intelligently.
V. Rozinajova et al. focus on intelligent analysis of data streams, particularly on
two frequent data mining tasks, prediction and optimization. They provide an
excellent summarization of their research work’s selected outcomes, verified in the
power engineering area in solving tasks of smart grid optimization. D. Andre§i¢
et al. dive deeper into astronomical time series data analysis. They present an
original approach that includes artificial neural networks enhanced by an evolu-
tionary algorithm to find and learn the best performing classification model for pre-
processed light curves.

Part III picks up some important data and information modeling challenges and
solutions. V. Jirkovsky et al. present one of the key concepts of Industry 4.0, the
seamless integration of various information resources providing a ubiquitous
knowledge management system. L. Antoni et al. describe the computational
methods for the generation of attribute implications in formal concept analysis and
illustrate the process of attribute exploration for special types of object-attributes
tables. Moreover, they proposed an own test for measuring pupils’ computational
thinking in several consecutive stages and collected data from pupils’ national
testing in Slovakia. M. Kvet and K. Matiasko cope in their chapter with one
particular problem of database optimization. They propose an extension of the join
operation method if the foreign key index is not present.
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Abstract. While digital space is a place where users communicate increasingly,
the recent threat of COVID-19 infection even more emphasised the necessity of
effective and well-organised online environment. Therefore, it is nowadays, more
whenever in the past, important to deal with various unhealthy phenomena, that
prohibit effective communication and knowledge sharing in the digital space.
Undesired user behaviour and user-generated content in the online environment
(mostly on social media) can have various forms, probably, the most harmful is
the creation and spreading of false information (e.g., fake news) and using abu-
sive language (e.g. hate speech). While a notable amount of research effort has
been already dedicated to reducing and mitigating the negative consequences of
such phenomena, a number of additional challenges and open problems remain
unsolved. In this book chapter, at first, we provide a summary of existing research
works, challenges and open problems. Consequently, we introduce our research
results addressing false information and abusive language. Our approaches are
based on intelligent and knowledge-based methods, mainly machine learning,
natural language processing, and semi-automatic approaches. Besides the detec-
tion of undesired content, we present also less studied approaches to identify users,
who contribute or spread such content. Our approaches are also complemented
by the methods that are specific for computational social science and humanities
as hyperlink network analysis, conceptual analysis, and interviews. Finally, we

© The Editor(s) (if applicable) and The Author(s), under exclusive license
to Springer Nature Switzerland AG 2021
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present some of our applications for monitoring and mitigating such undesired
content and behaviour.

Keywords: False information - Abusive language - Digital space - Text
processing - Machine learning

1 Introduction

Internet is a place where users communicate and express their thoughts. While most
users tend to accept social norms in digital communication, others engage in undesired
behaviour (misbehaviour or even anti-social behaviour), which negatively affects the rest
of the community and its goals. Such malign behaviour in the online environment (mostly
on social media) can have various forms, probably, the most harmful is the creation and
spreading of false information and using abusive language. False information, which
can be either spread accidentally (i.e., misinformation) or deliberately to deceive (i.e.,
disinformation), can be further categorised into more specific types, such as fake news,
fake reviews, rumours, or hoaxes. Similarly, we distinguish different types of abusive
language, such as hate speech, trolling, cyberbullying, profanity and in some cases, also
sexting.

The negative consequences of such undesired online content on society are not neg-
ligible, particularly when a new coronavirus causing COVID-19 is threatening humans
that shift their communication to digital space. Since some forms of regulation are in
demand, computer-science research in connection with information science and psychol-
ogy focuses on the development of characterisation, detection and mitigation methods
and solutions. Among these, the detection task is being studied the most.

In this book chapter, we will at first define the terms and categorisation of con-
cepts related to false information and abusive language. We will summarise solutions,
challenges, and open problems, that characterise the state-of-the-art research on the
characterisation, detection, and mitigation tasks. Consequently, we will present our con-
tribution to this area by describing various approaches addressing these challenges and
open problems.

Our main contributions are as follows:

e We provide an overview of previous research efforts and identify challenges and open
problems that point out to future directions in the research focused on characterisation,
detection and mitigation of false information and abusive language.

e We describe our research results while addressing such challenges and open problems.

e Finally, we provide a multidisciplinary perspective — while taking computer science as
the primary point of view, we supplement it with our results from information science
and psychology.

2 False Information

2.1 Definitions and Categorisation

In this chapter, we are mostly dealing with two of the most widespread forms of false
information: fake news and fake reviews.
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The concept of fake news is a neologism, often used to refer to a fictive message or
disinformation [27] that are intentionally and veritably false and could mislead readers
[3]. In practice, fake news is, however, a biased and widely-used term, often describing
any false stories spreading on social media. Many authors therefore limit the definition
of fake news to false news articles in the media, e.g. [27, 66]. In our conceptual analysis
[39], we tended to adopt the latter definition, as computer science research often uses
another term for false or mixed information on social media — rumours. Zubiaga [90]
utilise the term rumours to denote items of information that are unverified at the time of
posting. This definition is too general and does not help to determine, which posts on
social media can be considered fake news and which rumours. Traditionally, rumours are
characterised by the propagation of unauthorised messages that are of universal interest
and are disseminated diffusely in social networks [9].

Due to the ambiguous utilisation of the term fake news and their overlap with some
definitions of rumours, we differentiated the terms according to the production and
distribution [39]. Fake news was distinguished as disinformation that was deliberately
produced on the media by its author and rumours as misinformation that were distributed
by users via social media. This is very important to discern as producers and distributors
of false information have different intents. Producers create fake news either for profit,
power or irresponsible reporting. Distributors (sometimes called also “useful idiots”
[75]) are usually unaware of sharing false information. Their intents vary from the lack
of knowledge or ignorance to the quest to socialise.

The fake news can be created and distributed on traditional media, partisan media or
social networking sites. According to Fletcher [24], partisan media have a significantly
lower number of readers and time spent on the web than traditional media. The impact
of fake news, however, increased significantly with social networking sites. Any social
network account can create professionally looking posts, which are spread quickly and
for free [80]. Fake news distributed by Facebook have five times higher interaction than
news from traditional media [50]. Spreading is affected by influencers much more than
the quality or truth of the information.

Many users are ravished by emotions when sharing, as fake news often involve sensa-
tional headlines touching the basic emotions like fear, anger or surprise. If a misleading
information comes from multiple sources in a similar period, it is not difficult to believe
that it is serious information. The lack of information literacy also contributes to the
quick spread of false information. Most social networks users do not dedicate enough
time and space to confront the source of information and give them only a quick look.
Another reason why users do not verify the truth of information is that the information
is already enjoyed by thousands of users, and their sharing is perceived as some kind of
recommendation or filter.

The producers of fake reviews have similar goals and methods as the producers of
fake news, although the definitions and scope of news and reviews are different. Fake
reviews can be defined as opinions on products or services that have been made to look
valuable or genuine, often to deceive or mislead users. Lappas [48] perceives writing
fake reviews as a form of attack, performed to purposefully harm or boost the reputation
of an item (company, product, or person). The intents of fake news and reviews producers
are similar — to make a profit, whereas in the case of fake news the intent is mixed with
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a need for power and/or ignorance [39]. The goals of both are to influence the opinions
of recipients, and this could be a reason why these unethical activities are also called
opinion spamming. Nevertheless, the term opinion spamming is mostly used for fake
reviewers.

The repetition of lies or one-sided truths is called propaganda in politics, and the same
applies for propagation in marketing. Both fake news and fake reviews are far beyond
the ethical border. In both fields, tools like forged documentaries, planted evidence,
staged media spectacles, and PR articles/content farms can be spotted [38]. Besides
that, Sorgatz [75] designates other methods for describing discussion manipulation in
the communities used in unethical marketing as well as for shifting public opinion in
politics. Flooding the discussions with numerous comments of fake accounts to spread
mass confusion and create the illusion of widespread support of a product or political
party is called astroturfing and can be spotted in some campaigns. These fake accounts -
sock puppets promote their ideology, create fake reviews and involve in the discussions.
We classify both astroturfing and sockpuppeting in the anti-social behaviour, explained
further in the Sect. 3.1.

2.2 State-of-the-Art Solutions, Challenges, and Open Problems

Fake News. The necessity for detection of false information in digital space signif-
icantly increased in the last years. We can witness growth in many research papers
focused on (semi-)automatic detection of fake news, that employ a wide scale of different
approaches — mostly based on machine learning. At the highest level, these approaches
can be categorised according to the input data, which are considered during the extraction.

Probably the largest body of research derives for the purpose of the detection a
number of content-based features, mostly describing text, while multimedia is used in
the lesser extent (such as a number of words, a number of references, sentiment of the
text, or various text representations). These approaches rely on an assumption, that style
of fake news is different from true news. However, this kind of approaches has some
drawbacks — features of style do not reflect the real veracity of the presented content, the
predictions are difficult to explain, and finally, producers of fake news can quite easily
mimic characteristics of true news and thus deceive trained detection models. At the
same time, this group of approaches are widely applicable on different types of fake
news (even coming from various sources, that were not covered by the training data)
and do not require any domain-specific knowledgebases.

Another group of approaches analyses contextual features (such as information about
the article’s source, author or attached discussion). In comparison with content-based
features, such contextual data cannot be influenced by the false information producer
so easily. Thus they may provide useful supplementary information (contextual features
are usually used in combination with content-based ones).

Some approaches focus specifically on spreading of fake news (such as a speed of
spreading on social networks, spreading paths). Such spreading information has been
confirmed to be a valuable feature that distinguishes between true and fake news. At the
same time, it is usually difficult to obtain such data as they are available mostly only on
social networking sites and not publicly available.
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Finally, some authors aim to detect fake news more precisely (not only according to
style or spreading characteristics), and thus they apply some kind of existing knowledge-
bases and perform some sort of fact-checking of articles’ content against prior verified
knowledge. Such approaches may provide a detection with a higher precision and also a
better explainability, however, they are fundamentally dependent on the extent of avail-
able knowledgebases and, moreover, mapping articles’ content to the existing knowledge
is a challenging task.

From the second perspective, existing approaches can be distinguished by the type
of machine learning algorithms employed for the purpose of detection. At first, there are
some approaches based on traditional machine learning models. For example, the work
[88] is devoted to research the realistic mechanism of the fake news propagation. They
tracked large databases of fake news and truth news from two different cultures — Japan
and China. Spreading of fake news was monitored at early stages of propagation, e.g.
five hours after the first posting. They declared that the information propagation at early
stages offers novel features for the early detection of fake news. The novel features were
set on the base of identifying topological properties of social networks. Another interest-
ing result is that there are real differences in the propagation of fake news and true news.
Another traditional approach to fake news detection based on machine learning methods
is a work presented in [29]. It uses a vector representation of text data, TF-IDF weight-
ing scheme and PCFG (Probabilistic Context-Free Grammars). The following machine
learning methods were tested for use in solving the problem of recognition of fake news:
Support Vector Machines, Stochastic Gradient, Random Forests and Naive Bayes. The
best model was learned by Stochastic Gradient (the highest Accuracy = 0.687), while
the baseline was a Naive Bayes model (Accuracy = 0.679).

Besides traditional machine learning models, deep learning methods have also been
used to detect fake news. Several studies are focused on training a fake news classifier
which would be able to detect the fake news solely based on the content of the article
using NLP [6, 30]. Textual features represent the information extracted from the actual
content of the article, which mostly includes the actual text of the article and its title.

While some of the deep learning models rely solely on the text when classifying the
fake news, several approaches combine the content with the other contextual features.
Linguistic features can be enhanced with multimedia content contained in the article [82].
Zhang in [87] presents the deep diffusive network based on Recurrent Neural Networks
(RNN) and Gated recurrent unit (GRU) complemented by regularisation techniques.
Authors use information related to the subject and also the author of a news article.
More papers suggest that incorporation of integrated linguistic, syntactic, and semantic
information about the articles could be beneficial, e.g., in [68] authors also used the data
about the source of the article and response the article gets. More recently, a combination
of textual entailment was used to improve the deep learning models. Authors in [70]
presented such a system based on a combination of statistical machine learning and deep
learning, which gained superior performance when compared to original approaches. An
interesting approach to tackle the problem of obtaining a correctly annotated data was
presented in [63]. Authors used crowdsourcing to collect the human-labelled data from
seven different domains, and then compared the performance of various deep learning
models when using original and human-labelled data. When using the social networks
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to spread the fake news, very important is also to study, how they are being propagated
through the network. Long-Short Term Memory (LSTM) model was presented in [85]
to represent the path, how a message spread.

Fake Reviews. The second problem, fake reviews identification is usually based on the
machine learning methods used for training of prediction models. For example, work
[47] presents algorithm REV?2 based on Bayes classifier. The approach uses the following
independent metrics: the credibility of an author, reliability of evaluation and quality of
a product. The best testing result was promising (Precision = 0.846). The REV2 was
employed in the detection system Flipkarte [47].

Another interesting question connected with the fake reviews’ recognition is follow-
ing. Is it necessary to process whole text of the reviews, or is it sufficient to process
just the headlines of these reviews? The results obtained in [54] confirm that the models
learned from the whole body of texts of reviews are more precise than those learned
only from headlines. Another result was that Random Forest models were the best when
learned from bodies of reviews (Accuracy = 0.983) and Naive Bayes models were best
on the headlines data (Accuracy = 0.812).

The work [35] is also focused on the detection of fake reviews using a text anal-
ysis approach based on n-gram models and machine learning techniques. It compares
six different classification techniques, namely, K-Nearest Neighbours (KNN), Logis-
tic Regression, linear Support Vector Machine (SVM), Decision Trees and Stochastic
Gradient Descent. To reduce the size of the lexical profile of texts, two methods were
used: TF and TF-IDF weightings. The highest accuracy was achieved using the SVM
algorithm and the lowest using the KNN algorithm. The paper [19] solved the problem
of fake reviews uncovering using Naive Bayes classifier and Random Forest. The exper-
iments showed that the Random Forest model achieved better results than the Naive
Bayes classifier.

Authors of the work [16] studied an effectivity of a performance of the classifica-
tion methods for fake reviews filtering when they are used in real-world scenarios that
require online learning. Their datasets were from various domains as a trip advising,
a recommendation of hotels, or an evaluation of restaurants. They used Bernoulli and
Multinomial Naive Bayes, KNN, Decision Trees, Random Forests and SVM. The best
results were achieved by the SVM model (F1 measure = 0.899).

Challenges and Open Problems. The detection of fake news is accompanied with
many challenges and open issues. At first, while some studies already analysed the
characteristics of fake news (and how they differ from true news), there is a plenty room
for additional especially large-scale studies that will focus on describing and under-
standing their characteristics and thus providing valuable input for feature engineering
process performed as a part of detection methods. Despite the first approaches based on
deep learning, a huge potential of such approaches (already demonstrated on many dif-
ferent NLP tasks) is still not completely revealed. Also, most of the existing approaches
focus on the detection of individual pieces of content, while the research on detection of
users who are possible producers or susceptible to share fake news is lacking. Last but
not least, the advance in fake news detection is hampered by the absence of large well-
annotated benchmark datasets — the existing datasets are labelled manually by human
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experts and very small (and thus unsuitable for learning some advanced models, such
as deep learning ones) or labelled by some kind of simplified heuristic (e.g., the verac-
ity of articles is determined by the reliability of source), what provides us with a large
dataset but the labels may contain a lot of noise. This challenge could be addressed by
appropriate interdisciplinary cooperation with the professionals from social sciences and
humanities. For example, we identified professionals from the library and information
science as suitable experts for labelling fake news articles within the preparation of our
medical misinformation dataset.

Similarly, the detection of fake reviews poses several challenges and open problems.
In general, fake reviews detection is dominantly solved by traditional machine learning
approaches, e.g. SVM. There is a lack of annotated datasets with reliable identifica-
tion of fake reviews. Similarly, as in the case of fake news, this is partially addressed by
incorporating heuristic information, e.g. considering marginal opinions to be fake. How-
ever, even such datasets are often insufficient in terms of size. Deep learning approaches
necessitate much large text corpora to fully leverage the potential of neural network. As a
result of lacking large benchmark datasets, only a few approaches to fake news detection
employ deep learning. The potential of state-of-the-art techniques (e.g. contextualised
language models, transfer learning) in similar tasks are yet to be explored.

In the following subsections, we will present how we addressed some of these
challenges and open problems as a part of our previous or ongoing work.

2.3 Characterisation of Fake News by Their Hyperlink Network

As mentioned above, there is a considerable room for research aimed at the charac-
terisation of fake news. Specifically, we recognized an underestimation of the role of
hyperlinks in fake news detection. Paradoxically, the quality of the links (resources) tra-
ditionally serves: 1) as indicators of the reliability of the research and also 2) as the input
to website spam detection employed by some search engines. One of the mechanisms of
the spam detection - Trust Rank is based on the premise that good websites seldom link
to bad websites, and bad websites often link to good websites in an effort to increase
the score in the hub. Trust Rank operates on the principle of selection of a small set
of seed pages to be evaluated by an expert. When the reliable seed pages are manually
identified, a crawl extending outward from the seed set seeks out similarly reliable and
trustworthy pages [34]. The logic works oppositely as well, the closer a site is to spam
resources, the more likely it is to be spam. Krishnan and Rashmi [46] call this opposite
indicator Anti-Trust Rank.

The aim of our research [39] was to identify whether this linking principle is valid
also for the fake news. A method of hyperlink network analysis was utilised to anal-
yse the inbound and outbound hyperlinks of partisan news media (also labelled as fake
news media by our local database). The dataset involved the hyperlinks of eighteen most
popular mainstream news media and fifteen most popular partisan news media in Slo-
vakia and Czech Republic. More than 171 million of domains of inbound and outbound
hyperlinks of selected online news media were collected with Ahrefs tool!, analysed
and visualised with GephiZ. Ahrefs is a crawler, the original purpose of which is to

1 https://ahrefs.com/.
2 https://gephi.org/.
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serve search marketing professionals. It collects, processes and stores data, consisting
of hyperlinks, keywords and user behaviour. AhrefsBot is also mentioned as the second
most active crawler on the Internet after Googlebot [86]. Gephi is an open-source soft-
ware for visualisation and exploration of graphs and networks, applicable also for link
analysis. Thanks to Gephi visualizations, the networks of directed hyperlinks from and
to the online news media and the importance of some nodes, based on the automatic
calculation of the sum of hyperlinks were obtained.

We concluded that there are some differences between the linking patterns of both
types of media. The most significant one is that mainstream media rarely link to parti-
san media with dofollow attribute. There is also a little number of hyperlinks between
mainstream media of different ownership, partisan media link to established mainstream
media more often. We also identified some similarities between the links of mainstream
and partisan news media. The vast majority of hyperlinks in both types of media is
formed by directories or recommended articles from the same domain. Nevertheless,
we confirmed the principle of Anti-Trust Rank and the role of hyperlinks for fake news
detection. One of the possibilities for fake news detection could be manually and pro-
fessionally selected blacklists of fake news media that would serve as seeds for other
fake news media identification.

2.4 Detection of Fake News with Deep Learning

Deep learning has become one of the most popular approaches in machine learning in
many fields during recent years. Especially in natural language processing (NLP) or
computer vision, deep learning models have shown excellent results and proved to be
very useful to tackle the problems from those domains.

In the past, many of the NLP problems were solved using traditional machine learn-
ing models. Many of these approaches faced issues related to very high-dimensionality
of linguistic information. More recently, with the utilisation of more advanced repre-
sentations such as word embeddings, neural networks gained popularity in NLP tasks
thanks to the excellent results when compared to traditional machine learning models.
Deep learning models have brought significant improvements over the n-grams model
language. Such models can extract features on their hidden layers and learn the repre-
sentations with high accuracy. These models can capture both semantic and syntactic
patterns.

Many researchers have been using the popular deep learning methods such as Con-
volutional Neural Networks (CNN), Recurrent Neural Networks (RNN) or Long-Short
Term Memory (LSTM). Especially RNN and LSTM models are popular when apply-
ing on the sequential data, as the model supports to memorise the results of previous
computations and use that information in the current computation. This makes recur-
rent networks very well equipped to capture the context dependencies and makes them
particularly useful in natural language processing because it helps to gain a deeper under-
standing of a language. Deep neural networks are also known for a fact that the larger the
dataset is available for training, the better is the quality of extracted features. On the other
hand, one of the significant drawbacks in certain types of such deep learning models
could be the cost of computational resources needed to train these models. Training time
increases dramatically, mostly due to the size of the datasets used to train such models.
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Used Methods. Convolutional neural networks (CNN) are one of the deep neural net-
works which gained popularity in 2012, thanks to ImageNet [20]. However, they orig-
inated long before, in 1989, when they were first introduced to the world by computer
scientist Yann LeCun in his work Generalisation and network design strategies [49].
CNNs can recognise and analyse not only images or video but have achieved success
in NLP tasks or time sequence processing. During training, the individual layers are
created as different degrees of abstraction of input data. Filter weights are initially ini-
tialised randomly. Gradually, the lower layers reveal low-level features, and the higher
ones create more complex concepts. CNN topology is defined by three types of layers: a
convolutional layer, a pooling layer, and a fully connected layer. A set of filters (kernel)
represents the convolutional layer. The neuron’s activation on the convolutional layer is
calculated by moving the filter sequentially in the horizontal and vertical directions. The
mathematical formula of the function:

SG.j) = (K xD)(i.j)y=Y_ Y Im,mK(i—m,j—n), (1)

where K is the kernel, i.e., filter, and I is a digital image [31]. In the NLP tasks, usually
one-dimensional convolutional neural networks (1D CNN) are used. An example of 1D
CNN is depicted in Fig. 1.

Fig. 1. One-dimensional convolutional process. Input data on the left, the filter in the middle, and
the convolution output on the right.

Other types of deep neural networks are recurrent neural networks (RNN). RNNs
are an excellent tool for NLP. Unlike standard neural networks, RNNs uses the word as
an input, not the whole sample. RNN provides flexibility when working with the text of
different lengths. RNN treats each word of the sentence as a separate input at time ¢, in
addition to which it takes into account the activation value at time r — /. A special type of
RNN is Long Short-Term Memory (LSTM). LSTM has a complex structure of individual
neurons and represents a way to deal with the vanishing gradient problem (see Fig. 2.
The first figure shows the standard recurrent neural network and the vanishing gradient
problem, which results in the loss of context. In contrast, the second figure shows the
preservation of information and context in LSTM [32]). Using LSTM in any sequential
task will ensure that long-term information and context is maintained.

The LSTM [37] network consists of memory blocks that are connected to layers
instead of neurons. Each block contains gateways that manage the state and output of
the block to regulate the information flow. Gateways can learn which data in a sequence
is relevant and needs to be preserved. Thus, only relevant information will be included
in the predictions.
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Fig. 2. The first figure shows the standard recurrent neural network and the vanishing gradient
problem, which results in the loss of context. In contrast, the second figure shows the preservation
of information and context in LSTM [32].

A special type of LSTM is Bidirectional Recurrent Neural Network (BiRNN), which
can use context in both directions along the input sequence. BiIRNNs consists of two
separate hidden layers, one used for the positive time direction (forward states) while the
other one for negative time direction (backward states). Both hidden layers are connected
to the same output layer, allowing it to access each point’s past and the future context in
the sequence [72].

LSTM networks and their bidirectional variants BILSTM are popular because they
can learn how and when to forget certain information and also when not to use gateways
in their architecture. The advantages of a one-way LSTM network are higher learning
speed and better results.

Models and Evaluation. In the paper [45], we pointed out the use of CNN and LSTM
neural networks to detect political Fake News, using a binary classification approach.
We performed the experiments on a dataset from the Kaggle competition®. In these
experiments, our primary motivation was to explore the size of the text needed to train
such models. We used the entire full-texts of the news texts and compared the models
trained using only the titles of political news articles. In both cases, we used the standard
pre-processing of the text corpus: word tokenisation, the transformation of the text to
lower case, removing punctuation, removing tokens that are not alphabetic, removing
stop words. We used the word2vec implementation [55] to create word embeddings.

In the experiments, we compared the accuracy, precision, recall, and F1 score of the
models. When solving fake news detection task, it is essential to train the models capable
of recognising all fake news samples; therefore, we focused on the recall of the models.
At the same time, as the training time of the neural network models can be significant, we
wanted to determine whether the use of the architectures is also time-efficient; therefore,
the training time was used as well.

The CNN used for text classification is depicted on Fig. 3. The input embeddings
are connected to 1D convolutional layers with multiple filter widths and feature maps
connected to the max-over-time pooling layer, which is connected to a fully connected
layer with dropout and sigmoid function.

The LSTM model includes a layer of embeddings, LSTM (4), fully connected layer
with 100 units and activation function ReLu, and fully connected layer with a sig-
moid activation function. We used three regularisation layers — a dropout, and Adam
optimisation [44]. The results of these experiments are shown in Table 1 and Table 2.

3 Dataset available on https://www.kaggle.com/c/fake-news.
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Fig. 3. Convolutional neural network for text classification.

Table 1. Results on the full-text data.

DL Accuracy | Precision | Recall | F1 score | Time
algorithm
CNN 0.975 0.969 0.981 |0.975 82s

LSTM 0.919 0.908 0.932 10.920 906 s

Table 2. Results on the title texts.

DL Accuracy | Precision | Recall |F1 score | Time
algorithm
CNN 0.934 0.909 0.981 |0.933 3s

LSTM 0.913 0.847 1.000 |0.917 25s

The results proved that the models trained on full-text data achieved better results as
the models trained using only title text. However, the training of models on short texts
could be significant in real-world tasks, when using much larger training data or when
the deployed models must be updated frequently to adjust to incoming data.

2.5 Detection of Users Susceptible to Spread Fake News

The detection of fake news has been extensively researched in many domains. Usually,
researchers are interested in a classification task of the news or their sources (in the mean
of the publisher’s media). In our research, we focus on the user, who is spreading the
fake news on social networks. In other words, we explore the characteristics of social
connections and fake news spreading. We believe that by identification of the fake news
“spreaders” we will be able to mitigate the problem of misinformation on the social
networks.
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As the major source of information used, is the social network itself, we can identify
a potential user at the beginning of his activity. Our research is based on the idea of
homophily. Users connected within a social network (analogy to real life) are more
likely to share common opinions on numerous topics (e.g., politics). From psychology,
it is appealing for us when our beliefs are supported by other people. On the contrary,
when an opposite opinion is presented, it may result in stress and pressure for many
people.

Used Methods. The community detection in the networks is a widely researched topic.
Often a graph of the connections is used to extract useful information. Louvain algorithm
[11] uses a bottom-up hierarchical clustering measuring a relative edge density (higher is
better) with respect to the group density (lower is better). The label propagation algorithm
iteratively investigates the label of the neighbours, and the voting is applied. Another
example of community detection is the usage of triangles of connections. Despite the
more advanced methods that have been proposed as neural networks, thanks to the use
of graph principles, standard approaches are still competitive.

An essential characteristic of a user in a social network is a centrality. Some users
are influencing others, and vice versa. One of the most obvious metrics is the degree
of centrality, which counts the user’s connections. A more sophisticated approach is
the betweenness centrality which uses the shortest paths. As the identification of the
network “hubs” is an interesting problem, many other approaches have been used, e.g.,
PageRank.

To address these issues, we proposed a user model considering user’s social context.
The proposed user model consists of the following attributes:

No. of followers

No. of followees

The ratio of followers and followees and vice versa
The label of community a user belongs to

Quantile of user followers and followings

Degree of centrality

Binary label if a user is a centroid

No. of fake users followed by a user

Moreover, to these social context attributes, we utilised also the content of news, which
user likes. For these, we store average values for:

e Text length
e No. of words in the title

e The average length of words in title and body

e No. of special symbols used in text

e No. of authors

This model is next used as an input to the standard classification task. In this way, we
can identify users who are more likely to be fake news spreaders.
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Models and Evaluation. To evaluate the proposed approach, we used the FakeNewsNet
— BuzzFeed* dataset, which provides the user follower type of connections. Each user
was labelled as a fake or a regular user, and the proposed user model was created. We
found out that users tend to share only fake or true news. Moreover, we found out that
the homophily effect is not as strong as we expected. This resulted in poor performance
when only social context attributes were used (F1 = 0.56). On the contrary, when we
also used the text attributes, the results were improved significantly (F1 = 0.99).

Based on the results, we can conclude that the social context of user can be used
for fake user detection, but this is highly domain dependant. Each social network has a
different characteristic, which can be utilised for fake news detection improvement.

2.6 Detection of Fake Reviews

Used Methods. We have used the following three methods for building prediction mod-
els for the fake review detection: Polynomial Naive Bayes, Random Forest, and Support
Vector Machine. These methods were selected on the base of related works. Other rea-
sons were that the Naive Bayes is often used as a baseline for experiments; the Random
Forest is usually precise because it represents ensamble learning where the final decision
is created by voting among many decisions of decorrelated trees, and Support Vector
Machine is very precise because it forms the widest margin between examples of different
classes.

Naive Bayes is a probabilistic classifier based on Bayes’ theorem and independence
assumption between features. The algorithm was widely studied in the 1950s. For n
observations — features xi, ... X, the conditional probability for any class y; can be
expressed as below.

P(yj/x1.....xa) = BP(y;) [ [ P(xi/)) 2)

i=1

This model is called the Naive Bayes classifier. Naive Bayes is often applied as a baseline
for text classifying; however, its performance is reported to be outperformed by Support
Vector Machines (SVM) [60]. SVM separates the sample space into two or more classes
with the widest margin possible. The technique is originally a linear classifier; however, it
can relatively efficiently perform non-linear classification by using a kernel. Continuing
to complete the solution creating the widest margin between samples, it was observed
that only the nearest points to the separating street determine its width. They are called
support vectors. The objective is to maximise the width of the street, which is known as
the primary problem of Support Vector Machines [7].

Random Forest [13] represents ensamble learning. It builds a set of de-correlated
decision trees. It averages results of the set of decision trees to the final decision about
class. The classification result is determined by voting. To ensure the condition that
individual tree models must be independent, the random forest technique uses a random
selection of attributes for each tree generation. We have selected Random Forest for
the following advantages. Since the decision trees in the forest are independent, it is

4 https://www.kaggle.com/mdepak/fakenewsnet.
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suitable and easier to generate them in parallel. The random selection of a training set
for training of each decision tree enables to validate (to test) it on data, which was not
used for training. It facilitates validation. This approach is fast and accurate - so it has
been used very often in recent years.

Models and Evaluation. The data were obtained from Amazon’. The dataset was cre-
ated by 1 689 188 reviews from 192 403 customers on 63 011 products. The data from
“Office Products” were used for training (53 258 reviews). The data pre-processing
contained following steps: removing unsuitable symbols and unnecessary gaps, con-
version to lowercase and deletion of punctuation, removal of “stop words”, lemmatisa-
tion, tokenisation, creation of the document term matrix (DTM) using “Bag of words”
representation, TF-IDF weighting scheme and word embeddings (Word2vec).

The input of the training consisted of tests of posts from dataset described above.
Using a confusion matrix, following indicators of binary classification were quantified:
Accuracy, Precision, Recall and F1 rate. The Table 3. ML models efficiency on data from
Amazon (1 689 188 reviews on 63 011 products). shows the results of the effectivity of
models learned by the selected machine learning methods. From the tested methods, the
model learned using SVM achieved the best results.

Table 3. ML models efficiency on data from Amazon (1 689 188 reviews on 63 011 products).

ML Accuracy | Precision | Recall | F1
algorithm rate
Naive 0.557 0.704 0.667 |0.685
Bayes

Random 0.658 0.703 0912 |0.794
Forest

SVM 0.696 0.714 0.965 | 0.821

3 Abusive Language

3.1 Definitions and Categorisation

The progress in information communication technologies and internet connection acces-
sibility enables new social environment with many social interactions which can be
desirable, as well as undesirable, e.g. in the form of an abusive language. This may
include anti-social internet behaviour which violates norms or values of society or a
specific social group [52] and differs from civil behaviour in online communities [18].
However, many substantial inconsistencies and substitutions can be found in commonly
used terminology.

3 http://jmcauley.ucsd.edu/data/amazon/.
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Abusive language in the form of anti-social behaviour is part of the national lan-
guage and provide a regular source of confronting and disturbing stories [65]. There are
hundreds of definitions of such behaviour; therefore, it is quite difficult to find the exact
meaning of this phenomenon [15] and is even a more significant challenge to do so in
the online environment. In social sciences, anti-social behaviour is characterised as non-
conformity, disregard, or unwillingness to adhere to rules and obligations imposed by
society or social organisations [69]. Bacon et al. [5] states, such behaviour may include
criminal acts that violate specific laws, as well as behaviour which is not illegal but
contradict the social values and norms. Similarly, Ma [53] considers internet anti-social
behaviour to be a part of social behaviour and distinguishes its forms, such as carrying
out illegal activities, bullying others, cheating others, or illegal gambling. In an online
environment, such a behaviour can be encouraged by dissociative anonymity and other
factors of toxic disinhibition [78]. Even though anti-social behaviour is often consid-
ered to be the opposite of prosocial, some authors conclude they are not necessarily two
poles of one dimension, but rather two separate dimensions and people can show any
combination of both [21, 79]. Spreading rumours or sexting can serve as examples of
this combination. This information is spread during the prosocial behaviour, but at the
same time, the content is potentially hurtful for the reputation of the victim.

In general, the term cyberaggression is used for a behaviour which is intentional and
aimed at harming other or others through electronic devices and perceived as aversive by
the victim e.g. [8, 71]. One of the most studied topics in this area remains cyberbullying
as a particular form of anti-social behaviour, perpetrated by a group or an individual,
using electronic devices, which is characterized by intentionality to hurt, repetitiveness,
and an imbalance of power [21, 73]. It affects social image, dignity or reputation of the
victim. Willard [84] distinguishes several forms of cyberbullying, such as denigration,
masquerade or impersonation, outing, bluejacking, happy slapping etc.

The term cyberbullying is sometimes confused with trolling e.g. [22], but the targets,
methods and intents of these cyber aggressors differ [10]. Trolling can be defined as
deceptive, destructive behaviour that violates the standards of the online community in
which the troll operates e.g. [14, 36]. The main difference between the two terms is
that trolling is an act, not targeted to a specific victim [17]. Trolls usually pretend to be
legitimate participants in the conversation in an effort to gain the trust of other members
of the online community. Later, trolls deliberately engage in upsetting the members
of the community for their own amusement by sending malicious messages, posting
aggressive arguments and provocative comments in public debates. Trolling strategies
differ from individual to coordinated and from short-term to strategical long term acts.
In the literature, two specific forms of trolling are mentioned: 1) flaming as an impulsive,
aggressive verbal explosion, leading to a violent and “fiery” exchange of views and 2)
griefing, which is similar to “malicious” behaviour especially in online games, including
mutual communication of individual players [81].

Whereas trolling and its forms are usually seen as deviant or unethical behaviour,
cyberhate is already classified as cybercrime. Cyberhate is clearly defined as the spread
of hate speech (e.g. racist and xenophobic) to divide individuals in online communities
based on various topics, such as political and religious beliefs, ethnic origin, sexual
orientation, etc. [42].
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Whether unethical or criminal behaviour, any act of creating and spreading manipu-
lative, false or malicious information with an intent to deceive or hurt users is considered
as anti-social behaviour. Anti-social behaviour as an act is challenging to detect or mit-
igate with computer science methods; therefore, we rather focus on the term abusive
language as an analysable unit of this kind of behaviour.

3.2 State-of-the-Art Solutions, Challenges, and Open Problems

In contrast to false information detection tasks, where the main objective is to typically
distinguish between two classes of textual content using binary classification approaches
(e.g., real vs. fake news), abusive language detection usually involves the identification
of different toxic or abusive language types. From the data analytical point of view, the
problem can be considered as a multi-class classification task. In this case, the problem
of unbalanced data is a common issue, as the frequency of occurrence of the different
toxicity types may vary. Social networks present an essential source of conversational
user data and can be used to train the models able to detect different types of abusive
language appearing in discussions.

Besides traditional machine learning models, deep learning models are commonly
used to identify the abusive language. Multiple topologies of CNN models were explored
to find the most suitable model when handling with cyberbullying presentin Tweets [2, 4].
Besides tweets, other data sources can be utilised to train the cyberbullying detectors.
Authors in [1] used transfer learning within different datasets of conversational data
(e.g. Wikipedia, Twitter) and then compared the performance of deep learning models.
Multiple deep networks were successfully used in hate speech detection as well [64],
including deep learning ensembles [89]. Also, in this case, data augmentation proved to
be useful when complementing the deep learning model [67]

When monitoring social networks, an interesting aspect would be tracking the tem-
poral aspects of toxicity in the comments. In [28], CNN model is proposed to detect the
toxic tweets. Authors use hashtags related to toxic tweets and are also able to monitor
the toxicity trend over time. Several previous works approached toxicity detection as the
binary classification problem. But deep learning models are also used in more complex,
ensemble approaches. In [40] an ensemble model consisting of CNN, Bi-LSTM and
GRU is presented, which determines whether the text is toxic or not in the first step
and then classifies the toxic comments into a more specific category representing the
particular type of the toxicity.

One of the main challenges related to abusive language [77] is how to propose models
that can not only classify benign and abusive language, but also perform a reliable
distinction between various types of abusive language (e.g., hate speech vs. trolling).
Also, an abusive language is very dynamic and can change significantly in time — the
most of existing approaches cannot address such concept drifts sufficiently. Similarly,
as in the case of false information, also the field of abusive language suffers from the
lack of suitable large annotated datasets. There are several reasons for their absence,
including copyright issues and difficult and subjective annotation process.

Remaining open problems [77] include multi-aspect detection (e.g., classification
of hate speech target groups), multi-lingual and low-resource detection (e.g., for minor
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languages), detection utilizing contextual information or interpretable and explainable
detection models.

3.3 Detection of Abusive Language with Deep Learning

In this section, we describe the use of deep neural networks models for the multi-label
multi-class classification of comments toxicity in user conversational data. We mostly
focused on the pre-processing of the textual content of the comments and the different
ways of creating word embeddings.

Models and Evaluation. The dataset consists of comments from Wikipedia - an inter-
net encyclopaedia with open content. This dataset was published as part of the Kaggle
Competition - Toxic Comment Classification Challenge®, which aimed to classify com-
ments into the classes representing a specific type of toxicity: foxic, severe toxic, obscene,
thread, insult, and identity hate.

Usually, the user-created conversational content, such as comments, often contains
non-standard text, e.g. certain abbreviations, slang expressions, incomplete words, typos,
etc. Standard text pre-processing methods could remove most of such content from
the text. In this case (when solving such a specific type of task), the removal of this
information can lead to the loss of essential traits crucial in the process of extracting
features. Therefore, we decided to compare the deep learning models in terms of whether
we use the standard pre-processing in them or not. Article [56] points to the same issue.

We performed experiments in which the text was classically pre-processed, as men-
tioned in the detection of fake news (Sect. 2.4), and in the second phase, we created only
word tokens. We also compared word2vec [55], GloVe [62], and FastText [12] word
embeddings. Each of the pre-trained word vectors has dimension of 300. The architec-
ture consisted of a bi-directional LSTM network, a convolution layer, a sum of global
max pooling, and a global average pooling layer, followed by a feedforward neural
network that classifies examples into six classes. The results are shown in Table 4.

Table 4. Summary of the best results of neural networks in the detection of anti-social behaviour
using multi-label classification. Marking 1, e.g. GloVe1 represents a model without pre-processing,
labelled 2 with standard pre-processing. The training time was the same for all models - 4167 s.

Accuracy | Loss | Precision | Recall | F1 score
GloVe 1 0.983 0.044 1 0.80 0.72 |0.76
GloVe 2 0.982 0.047 | 0.79 0.71 |0.75
Word2vec 1 | 0.983 0.052|0.82 0.68 |0.74
Word2vec 2 | 0.982 0.049 1 0.82 0.65 0.73
FastText1 | 0.983 0.045 1 0.82 0.70 |0.76
FastText 2 0.982 0.052|0.83 0.65 |0.73

6 Dataset available on www.kaggle.com/c/jigsaw-toxic-comment-classification-challenge.
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Models trained without the use of standard pre-processing were, on average, better
than models trained with pre-processed texts. We confirmed the claims from the study
[56] that in the fields such as abusive language detection in social media discussions, it
is not appropriate to perform standard text pre-processing. Pre-processed data thus lose
their individuality and specificity; therefore, models may achieve worse performance.
It is clear from the experiments that the use of different embedding does not have a
significant effect, although based on recall metric, GloVel seems to be the best option.

4 Application for Web Content Credibility Assessment

With the growing number of websites, the amount and variety of information available to
the end-users increase enormously. The existence of inappropriate, misleading, or even
deceptive web content may have severe consequences for people who increasingly rely
on the Internet as the source of information on topics such as health, politics, or economy.
In this section, we present our work focused on the automatic information extraction of
properties affecting the credibility of the web articles. Firstly, we identify and extract
several properties focusing on the article content (content-based), webpage structure
(web-based), and rank (social-based) of the web site, where the article is published. We
designed and implemented a web application that measures selected properties of texts
published on the Internet. We have created a web browser extension that communicates
with our application so the article can be evaluated while browsing the web. We evaluated
our system on a small data sample of articles on selected topics from sources with
different credibility.

4.1 Related Work

Much of previous credibility research has focused on understanding the factors that
influence web content credibility ratings. This is not surprising, given that understanding
the concept of “credibility” is not so easy and has many possible interpretations among
researchers. Fogg conducted extensive studies to determine what factors people use
to assess credibility [25, 26]. In practice, it was found that the appearance and first
impression of the website had the most significant impact on the users’ evaluation of
content credibility.

[25] lists as many as 26 factors that affect credibility judgments. These factors were
the result of the MAIN (Modality, Agency, Interactivity, Navigability) model. However,
the model itself was the result of a theoretical analysis rather than empirical studies, like
in [43] or [58]. With that number of factors listed in the MAIN model, the difficulty in
selecting those relevant to the assessment of credibility also increases.

One of the most important areas where the credibility of web content is crucial is
medicine. There are non-profit organisations, such as the Health on Net Foundation’ or
Quackwatch?®, that evaluate the reliability of medical websites. They do this by manually
browsing the page to see if it meets certain conditions (such as quoting references, signing

7 https://www.hon.ch/en/.
8 https://quackwatch.org/.
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articles by experts, etc.). However, this task is very challenging, not to mention the rapid
growth of medical data on the web. Therefore, great efforts are being made to develop
a system that would predict the credibility of web content without human intervention -
automatically. [74] used controlled learning methods to predict the reliability of health-
related websites.

[58] first identified a set of attributes affecting the trustworthiness of the web content
and then used these attributes to predict the trustworthiness of new sites. They tested
several machine learning algorithms (SVM, decision trees and Naive Bayes) where
they initially considered up to 37 properties, but afterwards, they selected a subset of
22 of them achieving a higher accuracy of the classification task. These metrics were
divided into 2 main categories, content-based, which were extracted from the page text
and design, as well as social-based, which reflect the popularity of the website and the
structure of the web links.

4.2 Methodology and Features Extraction

In our work, we focused primarily on the credibility of common websites, especially
pages that publish news in the form of articles. Our goal was to find important features
that affect web content credibility with the possibility to measure them automatically
and visualise them in a suitable and useful way to the reader directly in his/her web
browser when reading the article.

Based on previous research summed up above, we opted for metrics that come from
three major categories — content-based, web-based, and social-based. Because each of
the categories focuses on a different aspect, we gather more heterogeneous information
that can later help us analyse the text (see Table 5. Web article properties (features)
measured by our application).

Content-Based Features. We extract some easy to get basic properties from the content
of the article, e.g. the number of words, the number of sentences, etc.). We also find out
the number of personal sentences (i.e. sentences that contain characters like: ?, !, “),
difficult words (i.e. words with 4 or more syllables) and look for the occurrence of typical
conspirator labels (like illuminates, chemtrails etc.) in the text. According to the analysis
of manipulative techniques on selected Czech portals [33], labelling occurred in 18% of
cases.

Similarly, as [58], we also perform sentiment analysis at the document level. The
aim is to decide whether the article has an overall positive, negative or neutral sentiment.

One of the factors in assessing the quality of a text is its readability. This text property
is defined as the reader’s ability to understand a given text [51]. We measure this property
via several readability indexes® (the last group of content-based features in Table 5. Web
article properties (features) measured by our application).

Web-Based Features. Information about web links can be a suitable identifier that
signals a lot about the credibility of a website [58]. For example, reliable pages often
have a more complex structure and contain more links (internal and external) than simple
pages, which can be created in minutes with untrusted content. The credibility of a given

9 https://readabilityformulas.com/.
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Table 5. Web article properties (features) measured by our application.

Category Features

Content-based | Number of characters

Number of words

Number of sentences

Number of personal sentences

Number of difficult words
Labelling

Article sentiment polarity

The Flesch Reading Ease

Simple Measure of Gobbledygook

Coleman-Liau Index

Automated Readability Index

Flesch—Kincaid grade level

Linsear Write Formula

Gunning’s Fog index

Web-structure | Number of all web links

Number of internal web links

Number of External web links

Broken links

Alexa Sites Linking in

Contact link provided

Privacy link provided

Domain

Social-based | Alexa Rank

Alexa Rank in Slovakia
Google PageRank

Conspiracy index based on konspiratori.sk

website is also affected by the presence of a privacy link (i.e. the link to a web page
describing privacy policy of given website) and a contact link [74]. Previous studies have
also shown [25, 26] that websites that are often unavailable or have many broken links
are considered less trusted by users.

Another metric, suggesting a possibly credible website is the number of incoming
links. Since the primary goal of the link should be directing users to the best possible
information, it is presumed that a website will not link to sites that are less popular
or untrustworthy. Instead, its purpose is to direct them to popular websites - because a
popular website usually is the one, which has a good reputation and can be trusted [57].
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The number of links is one of the most important factors when optimising a website for
search engines. Therefore, we need to carefully consider this metric as decisive, because
it is sometimes misused by search engine optimisation experts, utilising various forms of
link building and non-ethical (black hat) SEO methods as, e.g. buying links for business
purposes.

The context and quality of the incoming links together with their number is a more
reliable indicator of website credibility. This is also a principle of Trust Rank and Anti-
Trust Rank, mentioned above. However, the score of TrustRank or Anti-TrustRank
is publicly unavailable., What is known is that TrustRank’s reliability of a website
diminishes with increased distance between the site and the seed set.

Social-Based Features From the category of social-based metrics, we focused on
observing the rankings of website popularity worldwide, but also in Slovakia. A web-
site’s popularity can be a good indicator of its credibility [58]. Alexa rank expresses the
degree of popularity of a particular website. With the help of the Alexa service, we can
determine not only the global rank of a given website but also the rank in individual
countries (in our case, e.g. we analysed articles from Slovak web sites only).

Another good indicator of web page credibility is PageRank [58, 74]. This metric
provides information about the relative importance of a website and has been used
successfully to improve web search performance. It uses the structure of web links to
calculate the quality rating (PageRank) of individual web pages [59].

Due to the fact that we focus directly on Slovak web content, we also find out
whether the given web page is in a database with not serious, misleading or propaganda
content. This information is contained in a public database!?, in which the members
of the commission evaluate all web sites suggested by users for inspection. The result
of this initiative is an index of the site, which will be the average of the votes of the
members of the commission who took part in the evaluation. The index ranges from O
to 10. Web sites with an index of 6 or more are considered as non-credible pages.

4.3 Preliminary Results

Dataset. To perform this experiment, we created a dataset using our application. It
ensured the analysis of individual articles by measuring selected features. The dataset
consists of 54 articles published on the Internet with 27 measured properties. The articles
come from 34 unique domains, where 31 are Slovak, and the remaining 3 are Czech.
These internet media were selected based on a public database of websites from the
konspiratori.sk initiative. Based on the data from this database, we determined whether
it is credible or non-credible medium.

Published articles were selected based on the topic they discussed. We selected 4
topics for which we found the same number of credible as well as non-credible articles.
Article topics (in parentheses is the number of articles):

e Etiology of Covid-19 virus, coronavirus as a weapon? (12);
e Migration, in particular events in relation to the Turkish border (16);

10 https://www.konspiratori.sk/.
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e Results of the 2020 parliamentary elections in Slovakia (14);
e Reports from the economic sphere (12).

Data-Preparation. Once we had the data collected, it was necessary to pre-process
the data for further analysis. Three attributes contained missing values. We replaced
the missing values in broken_links metric with the average value. For ranking metrics
—Alexa_rank, Alexa_rank_in_SVK, we choose the maximum of the given column as the
most suitable alternative to the NA values. As these are mainly untrustworthy websites,
we believe that they are visited much less, so they are less popular. One of the next steps
in the pre-processing was to derive the target attribute, label, from the conspiracy_list
metric. The target attribute can have the following values:

e 0 —non-credible (conspiracy list value greater than 6);
e | —credible (conspiracy list value less than or equal to 6).

Data Understanding. We analysed the statistical characteristics of our data, including
various visualisations. Especially useful were boxplot visualisations, where we looked
for differences between the two target classes in the analysed features. The differences
are interesting, especially for the web-based and social-based features.

The number of all links within the homepage but also the number of all backlinks
to the given website is many times greater in the class of credible articles. On average,
credible media has 3.22 times more links within a page (num_all_links), 3.23 times
more backlinks (Alexa_sites_linking_in) and 3.66 times more links to another domain
(external_links) than non-credible media. See the respective boxplots for two of these
features in Fig. 4.
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Fig. 4. Comparison of the number of all links and backlinks by the target value.

Social-based metrics also differed significantly in terms of the target attribute. The
Alexa_rank_in_SVK metric had an average value of 55 (55th place in the given ranking)
in the credible media, while the non-credible pages were around 294th place. The average
placement of credible media in the Alexa rank was 45,861th place, while for the non-
credible media it was up to 910,748th place (the scale of the y-axis in Fig. 5 is divided
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by 10°). The average values of Google_PageRank were also higher for trusted media
(5.9 - credible compared to 3.7 for non-credible).
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Fig. 5. Comparison of social properties to the target attribute.

Statistical Analysis. Aset of statistical analysis methods was used for evaluation.
Graphs and descriptive characteristics indicated that there was a significant difference
between the observed groups in web-based and social-based features with respect to the
target classes of credible and non-credible web articles. Proper statistical tests have been
used to verify findings from the data understanding phase statistically.

We used the Chi-square test for categorical attributes and the two-way Wilcoxon test
for numeric attributes to test their dependence on the target attribute (with significance
level alpha set on 0.05). We also looked at the relationship of attributes with the help of
correlation analysis; the Kendall correlation coefficient was chosen.

Evaluation. We found out that there is a statistically significant difference
between the averages of the two groups (credible and non-credible articles)
in the Google_PageRank, Alexa_sites_linking_in, Alexa_rank_in_SVK, Alexa_rank,
num_all_links, internal_links, extrernal_links and broken_links attributes. Based on the
results of this test, we can state that these attributes depend on the target attribute.

Six attributes had an absolute value of the correlation coefficient (to the target)
greater than 0.5. Positive correlation has been observed for Google_PageRank (0.71),
Alexa_sites_linking_in (0.64), num_all_links (0.59), and internal_links (0.51). Negative
correlation has been evidenced for Alexa_rank_in_SVK (-0.68) and Alexa_rank (-0.6).

We also looked at the relationship between selected attributes with each other. The
Google_PageRank attribute is relatively strongly correlated with other attributes. A sim-
ilar situation is with the second strongest attribute - Alexa_rank_in_SVK. Based on these
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results, we conclude that the Google_PageRank attribute has the most significant impact
on the target attribute.

To verify the dependence of categorical attributes on the target, we used the Chi-
square test. Four nominal attributes were tested with a significance level alpha set on
0.05. From the nominal attributes, only the policy_link attribute had a p-value = 0.029, so
we can reject the null hypothesis and accept the alternative one, i.e. there is a dependence
of this attribute on the target.

5 Discussion and Conclusions

Nowadays we are facing and able to trace the coordinated actions of people or bots that
deliberately create and spread disinformation or hate speech that distorts trust, which
is a basis for our coexistence in peace. These actions are motivated by political as well
as financial goals and need to be addressed. This information war cannot be addressed
by computer science alone. All parts of society need to be involved in this process,
particularly: governmental and non-governmental organisations — to monitor the threats
and take actions on a national and international level, teachers — to teach information
literacy and critical thinking, and journalists — to report about the news in the highest
level of objectivity. It can be argued that every good intention can be misused, e.g. by an
authoritarian political regime, but today, we have a democracy that can be defended only
with a coordinated action against disinformation and hate. Because it is disinformation
and propaganda that are the weapons of authoritarian regimes.

Many legal institutions and governments recognised the severity of these threats (e.g.,
European Union) and prevention and elimination of false information and abusive lan-
guage already became a responsibility of platform/website owners. The extensive amount
of user-generated content, however, prohibit to rely only on manual force (human mod-
erators). Therefore, there is a high demand for the proposal of various (semi-)automatic
solutions that will assist or even completely replace manual detection that is a goal of
computer science.

Such a goal is, nevertheless, still far to be achieved as current solutions (mostly
based on supervised machine learning) can perform quite well, but their performance
still provides plenty of room for improvement. In addition, labelling any information
as false information or abusive language, either manually or (semi)-automatically, is
somehow limited, simplistic, and relative. Philosophy has been questioning the existence
of objective truth for decades. For example, Alfred North Whitehead [83] is famous for
his statement: “There are no whole truths. All truths are half-truths. It is trying to treat
them as whole truths that plays the devil”. Also, a pragmatic philosopher, Feynmann
[23] adds, that “We never are definitely right, we can only be sure we are wrong.” The
aim of these statements is to warn us, that every today’s knowledge does not have to
be confirmed by tomorrow’s experiment. Also, William James [41] notes that people
construct their truths based on their thinking that is socially, culturally and historically
biased and that we can only come closer to the real truth, but never will reach it (“The true
is only the expedient in our way of thinking, just as the ‘right’ is only the expedient in our
way of behaving”). The perception of the world is indeed subjective and, in this sense,
we cannot talk about objective truth (and not on the Internet at all). Various opinions or
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rumours are common products of communication and as such, should not be in any way
limited, as free speech is a cornerstone of democracy.

In this chapter, based on analyses of current research, we identified several open prob-
lems characterising computer-science approaches focused on fake news, fake reviews,
hate speech and other types of abusive language. Consequently, we introduced some of
our approaches addressing such open problems, which we proposed and evaluated as
a part of our research projects dedicated to characterisation, detection, and mitigation
of undesired users’ behaviour in online space. In order to deploy the proposed methods
and make their results available for end users, we proposed a browser plugin for auto-
matic website credibility analysis. In addition, to reveal a high demand on appropriate
datasets, we started to develop an universal and scalable platform Monant for monitor-
ing and detection of false information and abusive language in the digital space [76].
Recently, we introduced an end-to-end system that uses a claim-based approach (claims
being manually fact-checked by human experts), which utilizes information retrieval
and machine learning techniques to detect medical misinformation [61].

In the future work, we plan to continue in the research of some additional more
advanced approaches that will address some open problems that still remain unsolved —
such a problem of the absence of large precisely annotated datasets. From this point
of view, employment of active learning or semi-supervised learning seems promis-
ing. Finally focusing on some state-of-the-art solutions, such as deep learning or
meta-learning, can result in other valuable contributions.
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Abstract. Convolutional neural networks are the state-of-the-art app-
roach for advanced computer vision tasks, as they offer capabilities
beyond straightforward application for image processing. This review
provides an introduction to five areas where convolutional neural net-
works are a core topic of research: 2D and 3D object classification, image
segmentation, few-shot learning, reinforcement learning and explainabil-
ity of neural networks. Each section provides an introduction to the
research topic, identifies the main research questions, and lists modern
solutions to these problems.
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1 Introduction

Methods of artificial intelligence, and machine learning in particular, have found
their application in various fields of scientific research but also everyday appli-
cations. Humanity produces an unparalleled amount of data, and this trend will
only speed up as we enter the era of big data, Internet of Things, and Industry
4.0. The immense success of machine learning models and applications is pri-
marily due to the ability of deep learning (DL) methods to process data and
transform it so it can be used for prediction tasks. Although simple feed-forward
neural networks (FNNs) can process numerical data, they are unable to con-
sider spatial information, which limits their use, since a large proportion of data
is either visual, or can be represented as images. This results in poor support
for spatial invariance, meaning that neural networks would perform poorly on
inputs that are different from those in the training set.
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The concept of convolutional neural networks (CNNs) dates back to the
1980s. Compared to other computer vision methods, they can be trained fully
autonomously and require little pre-processing of images which makes them
highly applicable for various machine learning tasks. It was only with the intro-
duction of graphics processing units (GPUs) for training CNNs that we saw an
explosion of use due to a speed-up in training time through parallelization.

In this chapter, we look at a number of application fields and describe the
state of the art, open issues, and future challenges for research involving convo-
lutional neural networks. The rest of the chapter is structured as follows:

— Section 2 introduces convolutional neural networks.

— In Sect. 3 we look at the application of CNNs for object detection, the most
common problem solved using convolution.

— Section 4 presents an overview of CNNs for segmentation, or the division of
images into regions.

— Section 5 describes how CNNs can be used in reinforcement learning.

— In Sect. 6 we turn our attention to how we can train CNNs using methods of
few-shot learning in cases where a large amount of data is not available.

— Section 7 deals with an emerging issue with the use of CNNs, namely the
problem of explainability and interpretability.

— Section 8 concludes the chapter.

2 Convolutional Neural Networks

FNNs use general matrix multiplication to propagate signal from input to out-
put. CNNs are neural networks that use convolution instead of general matrix
multiplication in at least one of their layers [1, chap 2.].

The idea of sharing weights was first proposed by Fukushima [2], LeCun et al.
[3] modified the idea and used convolution for sharing weights in LeNet. CNNs
came to prominence with [4], when their GPU implementation and architecture
won the object recognition challenge in 2012 on the Imagenet dataset.

A typical CNN for image classification takes grid input with 3 dimensions
height x width X n, where n is usually the number of color channels. The input
is then convolved by multiple convolution filters (kernels, masks) with a certain
stride. Stride is the step by which the kernel is moved. This produces a feature
map whose resolution depends on the parameters of convolution, number of ker-
nels, stride and size of the input image. The feature map is then transformed
through an activation function - often rectifier, sigmoid or tanh. Then, the acti-
vated input is downsampled by the application of pooling. The output of pooling
connects to the next convolutional layer. We apply this process multiple times.
Finally, the output of successive convolution layers is passed to fully connected
layers for classification.

Using convolution yields important results [1, chap 9.]:

— Sparse interaction — accomplished by making the kernel smaller than the
input. This sparseness allows us to detect features that occupy fractions of
the input.
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— Parameter sharing — refers to the application of a kernel to each element in
convolution (pixel in the image), in contrast with fully connected neural net-
works, where every weight maps to exactly one output. This sharing further
reduces the computational costs of CNNs.

— Equivariance to translation — deterministic weight sharing of convolution
results in the same translation in both the input and output feature maps.
An object moves in a 2D grid the same way than its feature map does.

3 2D/3D Object Classification

CNN-based models are often used in the cognitive science literature as an app-
roach to modeling the behavior of neural systems that perform complex cognitive
operations like reasoning and classification.

In computer vision, CNNs have been demonstrated as an interesting tech-
nique for making predictions and they have been used to predict the distribution
of information about a particular object.

The following subsections present the most commonly used CNN techniques
for classification of 2D and 3D images.

3.1 2D Classification

In 1998 Yann LeCun et al. [3] presented the first convolutional neural network
called LeNet (see architecture on Fig. 1). The work was dedicated to identifying
handwritten digits for zip code recognition in the postal service.
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Fig. 1. Architecture of LeNet-5 [3].

After that in 2012, the winners of ImageNet Large-Scale visual Recognition
challenge [5] proposed a convolutional model for classification. It achieved a top
5 test error rate of 15.4% with the next best entry achieving an error of 26.2%
[4]. In their architecture, the authors used the Rectified Linear Unit Function
(ReLU) [6] for the nonlinearity functions which led to a decrease in training time
compared to the conventional tanh function. They also used data augmentation
techniques that consisted of image translations, horizontal reflections, and patch
extractions, and implemented dropout layers in order to solve the problem of
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overfitting. They trained the model using batch stochastic gradient descent, with
specific values for momentum and weight decay.

In 2014, Inception was introduced by Google. The model used deep convo-
lutional neural network architecture [7]. they used inceptions which allowed the
use of a convolution layer, size of kernel, type of pooling and concatenate all the
outputs and let the network learn better.

In the same year, a model from the University of Oxford was proposed by
Simonyan et al. [8]. This model achieved 92.7% top-5 test accuracy on the Ima-
geNet dataset. It was one of the famous models submitted to ILSVRC-2014. It
makes the improvement over AlexNet [4] by replacing large kernel-sized filters
(11 and 5 in the first and second convolutional layer, respectively) with multiple
3 x 3 kernel-sized filters one after another (Fig.2).

224 x224 x3 224 x224 x64

112 x 112 x 128

56|x 56 x 256
28 x 28 x 512

7x7x512

14 x 14 x 512 1x1x 4096 1 x 1 x 1000

=) convolution+RelLU
{) max pooling
fully nected+RelLU
softmax

Fig. 2. The architecture of VGG16 [8].

3.2 3D Classification

Most research on classification utilized 2D static images or 2D dynamic videos.
Recently, 3D static or dynamic data has received increasing attention due to
its explicit representation of geometric structures and their inherent capacity
to handle facial pose and illumination variations. Similar to the 2D images, 3D
modality can also be represented in static space and dynamic space.

— Point Cloud based classification
Xu et al. [9] proposed SpiderCNN, an extension of convolutional operations
from regular grids to irregular point sets which can be embedded after param-
eterizing convolutional filters. These filters are designed to capture the local
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geometric information and Taylor polynomial. SpiderCNN extracts semantic
deep features, since it inherits the multi-scale hierarchical architecture from
classical CNNs.
Li et al. [10] addressed the problem of desertion of shape information caused
by the irregular and unordered point clouds, thus the authors proposed
PointCNN, a generalized CNN for leveraging spatially-local correlation from
data represented as a point cloud.

— Multi-view Images based classification
Su et al. [11] proposed a multi-view CNN for 3D shape recognition from a
collection of rendered views on 2D images. The architecture (see Fig. 3) offers
better recognition performance since it combines information from multiple
views of a 3D shape into a compact descriptor.
Shi et al. [12] proposed DeepPano, which is a rotation invariant deep rep-
resentation for 3D shape classification. It reconstructs cylinder projection
(panoramic view) from 3D shapes, then features are learnt using a deep CNN.
Their architecture outperformed other methods by a large margin.

— Volumetric-based classification
Maturana et al. [13] proposed VoxNet, a voxel-based classification architec-
ture that uses volumic occupancy grids from LiDAR and RGBD as an input
after, they integrate the volumetric representation with a supervised 3D Con-
volutional Neural Network (3D CNN)
Wang et al. [14] presented a CNN-based architecture using sparsed octree
representation of 3D shapes as well as local orientation of the shape that
helps to compact storage as well as fast computation.
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Fig. 3. Multi-view CNN for 3D shape recognition (illustrated using the 1lst camera
setup). At test time a 3D shape is rendered from 12 different views and is passed
through CNN1 to extract view based features. These are then pooled across views and
passed through CNN2 to obtain a compact shape descriptor [11].
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4 Image Segmentation

Segmentation is a crucial step in image processing tasks. It aims to divide an
image into regions with specific properties. Pedestrian localization [15], medical
image analysis ([16,17]), scene understanding for autonomous driving [18] are
just a few examples where DL-based segmentation is a building block for a
higher abstraction system. There are three types of segmentation:

Semantic segmentation — assigns a class label to each pixel from a list of
available classes that usually represent different types of objects e.g. background,
human. Since we are assigning a value to each pixel, we refer to semantic seg-
mentation as dense prediction.

Instance segmentation — assigns a new class for each occurrence of an
object e.g. car, 1st human, 2nd human. It does not assign class labels to each
pixel.

Panoptic segmentation [19] — combines semantic and instance segmenta-
tion. Every pixel in the image has a class label, while every occurrence of an
object is distinguished.

4.1 Semantic Segmentation

We can perform semantic segmentation with CNNs with minor modifications.
CNNs are a state-of-the-art solution for complex segmentation tasks. Typical
recognition networks such as AlexNet [4], VGGNet [8] or ResNets [20] map
input with defined resolution to a vector, which represents an affinity to a certain
class. Fully convolutional networks (FCNs) can process an input of any size and
produce the corresponding resampled output. The loss function is then composed
as a sum over spatial dimensions. Networks designed in this way can be trained
end-to-end for pixelwise prediction with the backpropagation algorithm using
stochastic gradient descent.

Long et al. [21] modified existing recognition architectures to FCN by remov-
ing fully connected layers. Due to the pooling layers, the resolution of an output is
much lower than the input image. Deconvolutional layers upsample this coarse
output [22]. This process is called ‘Shift and stitch’. Specifically, the output
layer is connected to the various depth of feature maps (shift) and stitched by
deconvolution to the output (stitch). FCNs entirely consist of a layer with three
dimensions of h X w X d, where h and w are spatial dimensions and d is either
the color or the feature channel. FCNs build on equivariance to the transla-
tion of their components — convolution, pooling, activation function — and work
with a local input region. Standard FCNs contain only skip connection from
the contractive path to recover spatial information lost during downsampling.
[23] extended FCN by addition of short skip connections, that are similar to
ones used in residual networks. This approach yielded a significant improvement
in gradient backpropagation. The authors reported that short skip connections
allow for faster convergence when training deep models.

Ronnenberger et al. [24] developed U-Net for precise segmentation in biomed-
ical imaging (see Fig. 4). The proposed architecture builds on top of FCNs [21].
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The main idea behind FCNs is the supplementation of contraction layers with
expansive layers to localize high-level spatial features of an image. Similarly, U-
Net propagates information through a contractive and expansive path, with skip
connection for fine resolution. The main shortcoming of the FCN architecture
is the size of the training image corpus required to build a robust and precise
model. U-Net incorporates several modifications to deal with shortcomings of
FCNs. After down-scaling, the network propagates information at a sufficient
bandwidth to pass complex information to higher resolution layers. This compo-
sition does not require any fully connected layers and only uses non-zero padded
convolution. U-net and its 3D versions [24-26] calculate the error for each pixel
as weighted cross-entropy.
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Fig. 4. The U-Net architecture that contains two paths contractive — left, expansive —
right, forming a typical U-shape [24]

4.2 Instance Segmentation

Following the success of CNNs in image classification and object detection,
another approach performing segmentation was developed - instance segmen-
tation. It builds on top of object detection networks such as Fast R-CNN [27],
that use a sliding window to detect objects in an image. Feature extraction
is commonly performed by ResNets or VGG, referred to as a backbone of the
architecture. The output of this CNN is shared between building blocks across
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the segmentation architecture. Specifically, Faster R-CNN [28] contains a Region
Proposal Network (RPN) which directly uses a shared output of CNN for propos-
ing the region of interest (ROI) that contains the recognizable object. The output
of the RPN is then forwarded to the ROI pooling layer, which by performing
successive pooling selects the regions for the fully connected layers. These fully
connected layers then output the class label and the bounding box. Mask R-CNN
[29] (Fig.5) adds a binary mask for each rectangle of interest that refines the
bounding box of an object, therefore performs instance segmentation. YOLACT
[30] achieves real-time instance segmentation through parallel computation of a
set of prototype masks and predicting per instance mask coefficients. The final
mask is generated as a linear combination of the prototype mask and mask
coefficients.

Fig.5. Mask R-CNN with typical two-stage architecture - ROI proposal and ROI
refinement [29]

These two-stage approaches are a state-of-the-art approach to instance seg-
mentation. The foundations of dense mask predictions (one-stage instance seg-
mentation) are presented in [31]. They formalize the task as 4D Tensor predic-
tion and with their CNN TensorMask demonstrate results comparable to Mask
R-CNN.

4.3 Advanced Modifications for Feature Extraction

Jegou et al. [32] extended the idea behind DenseNets [33] to perform semantic
segmentation. They achieved state-of-the-art results on benchmark datasets such
as CamVid and Gatech, without pretraining and post-processing. Furthermore,
due to its architecture, their model contains fewer parameters than the following
models on benchmark tests.

Chen et al. [34] developed CUMedVision, a deep contextual network that
leverages multilevel contextual information from the deep hierarchical structure
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to achieve better segmentation performance. To further improve the robustness
against vanishing gradients and strengthen the capability of the backpropaga-
tion of gradient flow, they incorporate auxiliary classifiers in the architecture
of their deep neural network. They outperformed the state-of-the-art solution
on the benchmark dataset 2012 ISBI segmentation challenge of neuronal struc-
tures. The architectures DeepLab v1-v3 [35,36] use dilated/atrous convolutions
to enlarge the field of view of filters to incorporate a larger context. Atrous
convolution is an efficient mechanism to control the field of view within a layer
with accurate localization of pixels and spatial context. For post-processing, they
use fully-connected Conditional Random Field (CRF). CRF overcomes limita-
tions of previous models as it can handle arbitrarily large neighborhoods while
preserving fast inference times [37].

5 Reinforcement Learning

Reinforcement learning (RL) [38] is a machine learning approach in which knowl-
edge is not gained from a dataset, but from experience. Formally, RL can be
described as an interaction between an agent and an environment. The agent
has a goal that it wants to accomplish through selecting actions that might
cause the environment to change its state. RL methods then use this change
as an indicator for the agent to determine how suitable the selected action was
given the agent’s goal. The indicator is also expressed as a numerical reward,
defined by the reward function, a mathematical function mapping state changes
to numerical rewards. The higher the reward, the more appropriate the action
selected. Throughout training, the agent tries to maximize its cumulative reward
over the course of the interaction.

In reinforcement learning, choosing the proper reward function and state
representation is crucial to the success of training. While there are a number of
guidelines for defining useful reward functions, state representation remained a
large problem, since basic reinforcement learning algorithms work well only with
discrete state spaces. An application of deep learning in reinforcement learning
led to RL algorithms that are able to deal with continuous state spaces [39], while
introducing convolutional neural networks enables the derivation of suitable state
representations.

5.1 Reinforcement Learning in Computer Games

One of the first and best-known instances of convolutional neural networks being
used in a combination with RL was Deep Q-network (DQN) [39]. It was success-
fully trained to play Atari 2600 games (including Breakout) directly from frames
that would be displayed on screen.

The input image is converted from RGB to grayscale to reduce dimension-
ality, and cropped so the resulting image covers only the rough playing area.
Since it is impossible to infer direction and speed from a single static image,
four consecutive images are stacked to form the input to the network. The input
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(84 x 84 x 4) is processed by two convolutional layers (16 8 x 8 filters with a stride
of 4 and 32 4 x4 with a stride of 2 respectively), each followed by a rectifier and a
final hidden fully-connected layer with 256 neurons. The output ranges between
4 and 18 neurons based on the game played and represents the expected value
of executing one of the available actions in the given environment state (Fig.6).
It is important to note that the convolutional layers play no role in the action
selection process, they only transform the state representation.

Conv. layer 1 Conv. layer 2 FCL1 FCL2

@ Az

CQ(Spaw)

8x8x16 filter ' 4x4x32 filter -

stride 4 stride 2 D/ ~ Q(st.an)
20x20x16 9x9x32 256 up to 18

Fig. 6. Deep Q network topology used in playing Atari games. Each of the two con-
volutional layers is followed by a rectifier. The network outputs the predicted Q-value
for each valid action. Based on [39].

Optimization algorithms assume the data is uniformly and independently
distributed, which might not hold true in the case of RL. To address this problem,
samples obtained from a sequence of actions are stored in a buffer. The buffer
— called replay memory — stores the agent’s experiences pooled over multiple
episodes and transformed into fixed-length representation. This allows for the
use of randomly sampled past experiences for mini-batch learning. Afterwards,
the network can be trained in a supervised manner.

By adding an LSTM layer [40] and creating a Deep Recurrent Q-network
(DRQN) [41], we can avoid frame stacking. This approach has been successfully
applied in 3D first-person shooters, such as Doom [42] (based on the VizDoom
platform [43]).

Rather than using the actual image output (that would be shown to the
player), some board-game algorithms, such as AlphaGo [44], form their own
visual representation of the board.

5.2 Reinforcement Learning for Object Detection

A combination of reinforcement learning and CNNs can also be used for object
localization as shown in [45]. While standard CNNs first look at smaller sections
of an image to detect objects, this approach does not represent the way humans
do it. Tree-structured reinforcement learning (Tree-RL) first considers the entire
image on which objects should be detected, and then makes a sequence of deci-
sions to detect multiple objects, taking into account their interdependence. The
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RL agent in this method has two actions at its disposal: it can either trans-
late the current search window, or it can scale it to a different size. This way
the agent learns multiple near-optimal policies that enable it to better cover
objects with a great variety. The effectiveness of the method was validated on
the PASCAL VOC 2007 and 2012 datasets where it achieved comparable results
to state-of-the-art detection systems.

Another research topic in computer vision where reinforcement learning and
convolutional neural networks show promising potential is point cloud parsing,
i.e. recognizing objects from 3D data. Lui et al. [46] present a method that
utilizes a 3D CNN, a deep Q-network (DQN) and a residual recurrent neural
network (RRNN) to achieve good performance on point cloud semantic parsing.
Similarly to Tree-RL, this method also models the way humans recognize objects,
in that it provides an eye window to enable the CNN to recognize an object from
the point cloud. While the CNN is responsible for learning basic object features
(such as shape, color, and context of the points), the DQN adjusts the size and
position of the eye window. The two networks cooperate to determine the size
and position of the eye window most suitable to object detection, and finally the
RRNN provides the classification result.

5.3 Reinforcement Learning in Robotics

RL algorithms usually require a large number of interactions to achieve high
performance, which in turn is only possible with environments that are easy to
model, but neither is available in real-life scenarios. This problem arises primarily
in robotics applications, where reinforcement learning has been proven to be a
promising approach. Robots are often used in environments that are hard to
model, or they have to work with or close to humans, which makes it critical for
the learning agent not to make mistakes during learning.

The problem was addressed in [47] where simulations were used to train a
primary policy and then the robot adapted to a real-world environment using
reinforcement learning. The goal of the robot was to reach a target position, the
steps to which were learned in simulation. A CNN was used for object detection,
that is to track the target object, providing input to the reinforcement learning
agent. The approach was tested in experimental setups, where the robot accu-
rately located and reached the target position. The method is highly flexible and
can be adapted to various simple tasks that are to be carried out in dynamic
environments.

Manipulation is a task often addressed in robotics, and the newest research
utilizes reinforcement learning to enable the robot to learn the proper behavior
from scratch. However, the robot must observe its environment in a way that
provides the necessary information for it to achieve its goal. CNNs can provide
this information, as it was shown in [48]. The authors of the paper trained a
robot that combined two standard actions, pushing and grasping, which are
usually studied in isolation. The robot used deep reinforcement learning to learn
both pushing and grasping policies and to use them in combination to achieve
its goals. Input to the network were visual observations, which were processed
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using convolution, and the output of the network were the expected Q-values
representing the utility of the individual actions.

6 Few-Shot Learning

Although recent CNN based methods have achieved tremendous success in multi-
ple domains within supervised learning settings, the performance of these meth-
ods deteriorates drastically in the absence of densely available labels, unlike for
humans who can generalize incrementally to novel classes by observing only
a few examples [49]. Although many large and diverse labeled datasets exist,
there are situations in which only a limited amount of “samples per concept”
is available, causing the dilemma of recognizing common patterns particularly
laborious. When only a limited amount of data is available, training a function
able to generalize becomes much harder. In fact, rather than finding meaningful
patterns related to the task, a function’s expressive capacity can end up being
used to model certain traits of the data that have limited or no causal relation-
ship with the desired output. This phenomenon is commonly called overfitting.
Few-shot learning tries to solve these problems.

Few-Shot Learning (FSL) is, therefore, a type of machine learning prob-
lem, where the available experience contains only a limited number of examples
with (weakly) supervised information for the target task. A particular example
of few-shot learning is few-shot classification. It is a N-shot K-way classification
problem, where NN is the number of labeled samples per class, and K is the num-
ber of classes to classify among. Therefore our training data contains I = NK
examples [50]. However, this paradigm applies to any problems i.e. few-shot
regression [51], few-shot object-detection [52-55], few-shot segmentation [56-59],
and few-shot reinforcement learning (Meta Reinforcement Learning) [60-63].

Zero-shot learning (ZSL) is a variant of few-shot learning problem where
no training data is available for some of the classes. Most ZSL algorithms use
some connection between the available information and the unseen classes. In
ZSL, there are some labeled training instances in the feature space. The classes
covered by these training instances are referred to as seen classes [64]. In the
feature space, there are also some unlabeled testing instances, which belong to
another set of classes. These classes are referred to as unseen classes. ZSL tech-
niques are still in their infancy and are a relatively active topic in research. The
ZSL setting can be tackled by solving related sub-problems, e.g. learning inter-
mediate attribute classifiers [65] and learning a mixture of seen class proportions
[66-68], or by a direct approach, e.g. compatibility learning frameworks [69-72].

Multiple methods can be used to solve this FSL/ZSL setting. Such methods
are data augmentation or hallucinations [73-77], and meta learning [78,79].

6.1 Hallucination-Based Methods

Neural networks suffer from over-fitting and catastrophic forgetting when trained
with a limited amount of data. A natural way to solve this problem is to use data
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augmentation. However, standard data augmentation such as rotation, image
translations, horizontal reflections, produces only limited plausible alternative
data. Hallucination-based methods use a hallucinator to generate new samples.
The hallucinator is generally a generative model. It takes a single example and
produces other examples in different poses, different background or different
surrounding [74]. Antoniou et al. [73] and Gao et al. [75] designed a generative
model to do data augmentation. It takes data from a source domain and learns
to take any data item and generate other within-class data items.

6.2 Meta-Learning

Meta-learning was introduced as a framework to address the few-shot learning
setting [80]. Unlike the conventional machine learning approach, meta-learning
is performed on a set of tasks. Each task has its own training and test set.
The key concept is to use a variety of similar few-shot tasks to learn how
to adapt a base-learner to a new task for which only a few labeled samples
are available. Those tasks may include potential unseen tasks. In other words,
the meta-learning framework learns how to learn given a set of training tasks
and evaluates itself using a set of test tasks. This is mainly motivated by the
human ability to leverage prior experiences when tackling a new task. There
are three common approaches to meta-learning: metric-based, model-based, and
optimization-based. In this review, we only focus on metric-based meta-learning
algorithms.

Metric Learning or metric based meta-learning algorithms are mainly similar
to nearest neighbor algorithms and/or kernel density estimation. Fundamentally,
they learn a distance function over objects. Therefore, they automatically con-
struct task-specific distance metrics from (weakly) supervised data. The learned
distance metric is afterward used to perform various tasks e.g. k-nearest neigh-
bors classification, clustering, information retrieval.

Fig. 7. Prototypical Network in few-shot learning [81].
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Prototypical Network (ProtoNet) was first introduced by Snell et al. [81].
It learns class prototypes from a high-level description of data. Those data can
be labeled data or natural language description. In other words, this network
learns a metric space in which classification can be performed by computing
distances to prototype representations of each class [81]. The intuition behind
this method is that there exists an embedding space in which samples from
each class cluster around a single prototypical representation which is sim-
ply the mean of the individual samples (Fig. 7). Although multiple distance
metrics can be used with Prototypical Network, squared Euclidean distance
is currently known to work best.

However, the Prototypical Network performs poorly when the support set has
high variance. Mukaiyama et al. [82] combined ProtoNet with local Fisher dis-
criminant analysis to reduce the local within-class covariance and increase the
local between-class covariance of the support set.

Siamese Neural Network (SNN) was first introduced in 1995 by Bromley
et al. [83]. Later Koch et al. [84] decided to use it for one-shot classification.
Primarily, as shown in Fig. 8, it takes two separate examples as inputs instead
of just one. Each of these is mapped from a high-dimensional input space to
a low-dimensional space by an encoder network. Most of the time, a CNN
is used as an encoder of the network. The two encoder networks are ‘twins’
because they share the same weights and learn the same function. These
two networks are then joined by a layer that measures the distance (e.g. the
Euclidean distance, the cosine) between the two samples in the embedding
space. The network is therefore trained to minimize this distance for similar
samples and to amplify it for disparate samples. In other words, it learns
feature embedding so that the distances capture the semantic similarity.
By including this distance layer, it is possible to optimize the properties of the
embedding space directly instead of optimizing for classification accuracy.
SNN can also be trained using the triplet loss function [85,86]. This loss
function operates on 3 inputs: the anchor which is an arbitrary data point, a
positive sample that belongs to the same class as the anchor, and a negative
sample that belongs to a different class from the anchor. It optimizes the
embedding space such that data points with the same identity are closer
to each other than those with different identities [87]. When using this loss
function, the network is called Triplet Network [88]. Therefore it is based on
two pairwise comparisons. After training, the system can take two examples
and verify whether they are from the same class or not (Fig. 9). This is done by
thresholding the distance learned in the embedding space. Triplet Networks
are mainly used for person reidentification or face verification.

Matching Networks were introduced by Vinyals et al. [89]. It is an end
to end differentiable nearest neighbor. This method embeds a high dimen-
sional sample into a low dimensional space, then performs a generalized form
of nearest-neighbors classification. As shown in Fig. 10, Matching Networks
compute similarities between the embeddings of each support example and
the query example. However, this has some disadvantages: the algorithm is
not robust to data imbalance; if there are more support examples for some
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classes than others (i.e., we have departed from the N-way-K-shot scenario),
the ones with more frequent training data may dominate.

Relation Networks proposed by Sung et al. [90] also learn a metric for
comparison of the embeddings. Similarly to prototypical networks, the rela-
tion network averages the embeddings of each class in the support set to
form a single prototype. Each prototype is then concatenated with the query
embedding and passed to a relation module. This is a trainable non-linear
operator, generally CNN, that produces a similarity score between 0 and 1
where 1 indicates that the query example belongs to this class prototype.
This approach can be trained end-to-end.
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Fig. 10. Architecture of Matching Networks [89].

7 Explainability

In our everyday life we are witnessing a fast widespread adoption of artificial
intelligence. This can lead to shift towards a more algorithmic society [91]. CNNs
outperformed other approaches in many visual tasks. However, the interpretation
of CNNs is still a challenge and it became an area of interest in the research
community. Deep neural networks (DNNs) are highly complex and nonlinear
functions, so it is difficult to understand which features or aspects of the input
data affect the decisions of the DNNs or how a particular classification occurs.
Solutions based on CNNs are found in almost every domain, such as the army,
healthcare, security, sports, etc. The lack of transparency is one of the critical
issues in implementing solutions in real-world problems where a mistake can be
costly.

In this section we present the most important explainable artificial intelli-
gence (XAI) goals that were also mentioned by Arrieta et al. [92] and the traits
of an explanation defined by Xie et al. [93]:

— Causality — finding causality among data variables is a common goal for
explainability. Some authors argue that explainable models might simplify
the task of finding connections that could be tested further for a stronger
causal link among the involved variables [94,95].

— Fairness — from a social point of view, explainability can be considered as the
ability to reach and ensure fairness in machine learning models. An explain-
able ML model implies a clear visualization of the relations affecting a result
and also providing for fairness or ethical analysis of the model [96,97] and
highlighting bias in the data [98,99]. Explainability should be considered as
a tool to avoid the unfair or unethical use of the algorithm’s outputs.

— Accessibility — several authors argue for explainability as the property that
allows end-users to get more involved in the process of improving and devel-
oping a certain ML model [100,101].
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— Trustworthiness — trustworthy neural networks are neural nets whose
decision-making process has no need for validation. Several authors define
trustworthiness as a main goal of an XAI model [102,103]. A prediction with
high probability does not assure its trustworthiness, as shown in recent adver-
sarial studies [104-106].

— Confidence — for a neural network from which reliability is expected, confi-
dence should be always assessed. Stability is a must-have feature when draw-
ing interpretations from a certain model as stated in [107,108]. Models that
are not stable can not produce trustworthy interpretations.

— Safety — DNNs that may have an impact on human life, wealth, or soci-
etal policy should be safe. A safe DNN should: (i) consistently perform as
expected; (ii) given impulse from its input, guard against decisions that can
negatively affect the user or society; (iii) exhibit high reliability under both
standard and extraordinary operating circumstances; (iv) provide feedback
to a user about how operating conditions affect its decisions [93].

— Ethics — A DNN behaves ethically if its decisions and decision-making process
does not break a code of ethical policies defined by the user. The correct way
to decide if a DNN is acting ethically is a topic for discussion [93].

Human cognitive skills prefer the understanding of visual data over other
kinds of models, that is why reaching explainability for CNNs is simpler. Current
research papers on understanding CNNs can be divided into two categories: 1)
Those that try to explain the decision process by mapping back the output in
the input space to see which parts of the input were decisive for the output;
and 2) those that try to examine inside the network and understand how the
intermediate layers see the external world, not significantly correlated to any
specific input, but in common [92]. Adding insights into the decision making
process of classifiers is one of the key elements in interpretable Al.

Based on the review [93] there are several types of explainable methods: (i)
visualization methods; (ii) distillation methods; (iii) intrinsic methods. In this
review we focus only on visualization approaches. Visualization methods display
an explanation by highlighting, via a scientific visualization, features of an input
that strongly influence the output of a CNN.

7.1 Backpropagation-Based Methods

Backpropagation-based methods are able to visualize feature relevance based on
the volume of gradient passed through network layers during network training.

Discovering the right image representations is a critical problem in computer
vision. Deconvolution was for the first time defined by Zeiler et al. [109] as an
algorithm to learn image features in an unsupervised manner. They presented
a hierarchical model that learns image decompositions via alternating layers of
convolutional sparse coding and max pooling. Experiments were done with nat-
ural images from the Caltech-101 and Caltech-256 datasets. The model captures
image features, such as low-level edges, mid-level edge junctions, high-level object
parts and complete objects. Zeiler et al. [22] introduced a way to visualize indi-
vidual features at each layer in the neural network model. This method is also
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considered to be a perturbation method. By using this visualization technique,
it is possible to see the evolution of the features during the training process
and to detect potential issues. To visualize these strongest activations in the
input image, the same authors used the occlusion sensitivity approach to create
a saliency map, which consists of iteratively forwarding the same image through
the network occluding a different area at a time.

Transparency and trustworthiness of CNN models is supported by visualiza-
tion of the Gradient-weighted Class Activation Mapping [110] technique which
uses the gradients of any target concept, moving into the final convolutional
layer to produce a coarse localization map, highlighting the important areas in
the image for predicting the concept. Grand-CAM also improves interpretability
and faithfulness to the original model.

To improve the quality of the mapping on the input space in [111] the
authors recommended simplifying both the CNN architecture and the visualiza-
tion method. Zhou et al. [111] included a global average pooling layer between the
last convolutional layer of the CNN and the fully-connected layer that predicts
the object class. With this simple structural change of the CNN, the authors
built a class activation map that helps classify the image regions that were espe-
cially important for a specific object class by projecting back the weights of the
output layer on the convolutional feature maps.

The LRP (Layer-Wise Relevance Propagation) technique was first used for
natural language processing in [112]. Arras et al. [113] tried to describe the
predictions of CNNS on a topic categorization task by highlighting the words
which were decisive for a specific prediction. Word deleting methods were used
in the experimental part. The results showed that LRP outperformed sensitivity
analysis.

An approach for computing importance scores in a multi-layer neural net-
work called DeepLIFT (Deep Learning Important FeaTures) was introduced by
Shrikumar et al. [114]. Their technique compares the activation of a node to the
reference activation and assigns the score according to the difference. DeepLIFT
decomposes the output prediction of a neural network on a specific input by
backpropagating the contributions of all neurons in the network to every feature
of the input.

7.2 Perturbation-Based Methods

Perturbation-based methods compute input feature importance by changing or
removing the input feature. After this they compare the difference in network
output between the original and adjusted ones. Perturbation methods can esti-
mate the marginal relevance of each feature with regards to how a network
responds to a particular input.

Via visualization of the decision process in neural network we can reach higher
interpretability and afterwards trustworthiness. It can accelerate the adoption of
black-box classifiers. Zintgraf et al. [115] proposed a technique whose output is a
visualization of how the neural network responds to a specific input in order to
explain a particular classification made by the network. By removing information
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from the image and evaluating the effect of this it was possible to highlight parts
of the input image that support the decision of a neural network for or against
a certain class. Experiments were done on natural images (ImageNet data), as
well as medical images (MRI brain scans).

8 Conclusion

In this chapter, we described CNNs and their application in various fields of
research. In Sects. 3 and 4 we reviewed how CNNs can be used for object detec-
tion in 2D and 3D data, and for image segmentation. We presented in Sect.b
how the addition of convolution to deep reinforcement learning methods can
solve the problem of state representation.

While CNNs have a wider range of application than simple feed-forward neu-
ral networks, especially with regards to processing spatial data, their application
is also limited. We looked at two problems usually associated with CNNs. First,
we described in Sect. 6 how a lack of training data can make it hard to apply con-
volutional neural networks, and how few-shot learning can address this problem.
In Sect. 7, we looked at the explainability and interpretability of convolutional
neural networks, which is a highly desirable feature as deep learning is applied
in more complex domains.

Convolutional neural networks are a well-researched topic in machine learning
due to their high performance and versatility. They revolutionized computer
vision, and have found their application potential in almost all domains. Due to
their ability to discern spatial information, they widened the range of data that
is processible by machine learning algorithms. However, as they are applied in
more and more complex tasks, their inherent limitations are becoming apparent,
and there is a need to combine them with other methods of artificial intelligence
to overcome these weaknesses.
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Abstract. Exoskeletons are electromechanical systems whose main purpose is
to facilitate the workload or to enable the mobility of their users. They com-
bine human intelligence and machine power to strengthen both - thus adding
machine power to people and giving machines human intelligence. Unlike robots,
the exoskeleton is controlled by a human operator in an architecture called man-
in-the-loop. In this architecture, the human operator not only issues commands
to the exoskeleton but also receives feedback from it. This feedback can come
from the exoskeleton itself or the environment. Besides, exoskeletons can assist a
person in making decisions by performing complex calculations and other types
of data manipulation in real-time.

This chapter introduces an example of the solution of the environmental aware-
ness subsystem of the exoskeleton design for people with lower-body disabilities,
including its design, implementation and results of practical tests.

Keywords: Exoskeleton - Environment awareness - Man-in-the-loop

1 Introduction

In the middle of the 20th century, scientists realized the limited possibilities of artificial
intelligence at that time for its use in robotics. Therefore, it was not until the end of the
same century that some researchers suggested solving this problem through the involve-
ment of human intelligence. They gave rise to the concept of so-called “humachine”
systems and defined a specific method of their construction [1]. A typical representative
of this concept - an exoskeletal system - is a structure that creates a pair of man and
machine and sets up their relationship in an intelligent human-centred system.

The historical development of exoskeletons can be divided into three main phases.
In the first phase, exoskeletal systems were usually one of three types. The first type
represents a remote-controlled arm for telerobotics [2, 3].

These systems can be used in situations that are dangerous to humans, such as
chemical disasters, bomb deactivation or work in the space. These systems can also be
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used in situations that require extraordinary strength or precision that one is not capable
of. Initially, these systems had to be connected to a stationary structure for safe use. Only
later, when these exoskeletons became light enough, they could be attached directly to
the user himself.

The second type of exoskeletons in the first developmental phase are systems for
accurate measurement of the position of individual fingers [4, 5]. These systems can be
used as an alternative interface to other motion digitizing devices for the film or gaming
industry.

The third type are rehabilitation devices, such as gloves for people with limited hand
control [6], or orthosis medical aids for people with disabilities similar to those that will
be the subject of this chapter.

The second development phase brought force feedback to exoskeleton systems using
haptic technology [7] or force reflection [8]. These technologies give the user a sense of
touch that helps with the operation of the exoskeleton. Controlling the exoskeleton system
with this function is more like using an extension of our body instead of controlling
something with which we have no complete connection.

The current development of the third phase is focused on new exoskeletons with very
specific purposes and high integration of new technologies. Along with force feedback,
this high integration also includes data fusion and data transformation, which provides
the user with useful data and helps him make decisions based on calculations that would
take him a long time. Other new technologies include three degrees of joint freedom,
micro actuators, Hall sensors, and motion tracking.

Exoskeletons have great potential to change our lives, whether by improving our
capabilities or restoring our abilities after a serious injury, whether in industry, the
military or healthcare. Nevertheless, they still have a long way to go and many problems
will need to be solved before they become a regular part of our daily lives. One of these
problems, and probably the most important, is to ensure the safety of their operators and
other people around them. Exoskeletons must be able to protect their operators not only
from the negative consequences of interacting with the environment but also from their
own mistakes.

This chapter introduces the solution of the environmental awareness subsystem of
the exoskeleton intended for people with lower-body disabilities, including its design,
implementation and the results of practical tests.

2 Exoskeletons

Exoskeletons are mechanical devices designed to help or improve the abilities of their
users. They combine human intelligence and machine power to strengthen both - to
strengthen human power and machine intelligence. Ultimately, this symbiosis is designed
to serve a person and facilitate or enable him to fulfil his tasks. Exoskeletons became
popular in the late 20th century in highly developed countries such as the United States,
Japan and Germany. This has been made possible by developments in mechanical, elec-
trical and software engineering and the biological and materials sciences. They can be
used in many areas such as industry, military, healthcare, entertainment and others [9].

Unlike robotic systems, where the whole system is controlled autonomously - for
example by artificial intelligence or utilizing a deterministic program - the exoskeleton



Obstacle Awareness Subsystem for Higher Exoskeleton Safety 61

is controlled in part or in full by a human operator. We say that exoskeletons use a man-
in-the-loop architecture. In this architecture, the human operator not only controls the
exoskeleton but also receives feedback from it. This creates a loop in which the operator
enters exoskeleton commands, the exoskeleton executes them and gives the operator
feedback. The information in this feedback can come either from the exoskeleton itself
or from the affected environment. Besides, exoskeletons can help the operator with
decision-making by performing complex calculations, data fusion, and/or other types of
data processing that would be difficult or impossible for the human operator in real-time.

Fig. 1. Mina v2 exoskeleton from the Institute for Human & Machine Cognition (IHMC)

Mina v2 (Fig. 1) is an exoskeleton designed for people with lower body motor
problems. Its goal is to allow them to walk again with the support of crutches. This is
the third successive exoskeleton created by a group of robotics, exoskeletons and human
robotic interdependence on IHMC after Mina v1 [10] and NASA X1 exoskeleton [11].
Its design is also influenced by the development of the Hopper exoskeleton, primarily
intended as an exercise device for use by astronauts during their long-term space missions
[12].

The mechanical construction of Mina is based on an original design using an assem-
bly composed of carbon parts. It includes six electric drives built into this structure -
two for hip movement, two for knee movement and two for ankle movement. Fastening
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straps are located on various parts of the structure to fix the pilot’s legs and body to the
exoskeleton, which ensure the pilot’s safety during movement. Most of the control elec-
tronics, including the battery, is housed in a backpack. The whole exoskeleton weighs
approximately 34 kg. Mina v2 is designed specifically for one particular pilot and should
not be used by anyone with different body proportions. In its current form, it serves as
a prototype for future universal versions, which will be adjustable for different pilots.

The actuators are custom linear linkage actuators. They have been designed in the
group of robotics, exoskeletons and human robotic interdependencies and include fea-
tures such as a frameless electric motor, integrated electronics, an integrated motor
amplifier and a controller for distributed control at a common level. Thanks to the Allied
Motion HS02303 motors, they can produce a torque of 110 Nm and a speed of 9 rad/s,
without load. These motors operate at the peak current of 20 A.

For computations, Mina v2 uses COM Express Type 6 computer from ADLINK
Technology Inc. With a custom Ubuntu kernel. The controlling software is written in
Java using the POSIX real-time threads. EtherCAT is used for communication between
the computer and the actuators. The battery, used to power the exoskeleton, is 48V,
480Wh lithium-ion battery for electric bicycles. When fully charged, this battery can
supply power to most of the components for 2.5 h of regular use.

The pilot controls the Mina v2 exoskeleton via the Raspberry Pi3 microcomputer with
a screen, a thumb joystick, and an index finger button, all mounted on the right crutch.
The entire interface runs on its own battery and communicates with the exoskeleton on
the TPC/IP over the Ethernet cable or Wi-Fi. The pilot chooses what action he wants to
take — such as the whole step forward or sat down, and performs it by pressing the index
finger button.

3 Obstacle Detection

Upright walking is one of our daily activities that do not require too much effort. Thanks
to our nervous system this process is highly automated and does not take all our attention.
However, this does not apply to pilots of exoskeletons with lower body impairments. For
them, walking requires their full attention and physical effort. The following subchapters
will describe this problem in more detail and the reasons supporting the implementation
of an obstacle awareness system that should solve this problem will be discussed.

People who can walk independently have full control over this process. They can
control the muscles of the legs (actuators) and also receive the feeling of touch and
information about the position of their limbs (sensors). Sight is also an important sense,
giving the nervous system visual information about the path ahead. Exoskeletons like
Mina and other similar exoskeletons are intended for people who are not able to control
the muscles and have no feeling in the legs, but not for people with visual impairments.
This may raise the question of why we should create a vision-like exoskeleton sensor
subsystem if it is a fully functional "subsystem" that the pilot can provide.

The problem is how to integrate visual perceptions with muscle control and tactile
sensation. In people without lower body involvement, this integration occurs in the
central nervous system, especially in the brain [13]. This integration is very important
for many reasons, such as automating movement, maintaining balance, making quick
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decisions or preventing tripping. Unfortunately, this type of integration is not possible
in the brain of an exoskeleton operator. In this case, we have to work with two different
integration centres - the operator’s brain and the exoskeleton software. This raises several
issues that need to be addressed to increase the synergy and practicality of the whole
facility.

3.1 Design

How and whether the exoskeleton will move is decided by its pilot. Therefore, if there
is an obstacle on the way, we can simply leave the decision to stop and change direction
to the pilot. Nevertheless, we have learned from history that the human factor is the
main cause of problems in modern systems, which have a higher level of automation,
but some decisions are still dependent on users [14]. The obstacle awareness system was
therefore also designed as a safety subsystem to ensure the safety of the pilot.

Through this subsystem, the pilot will be informed of the detected obstacles and
of the exoskeleton’s decision to prevent further forward movement if an obstacle is
dangerously close. This will provide feedback to the pilot, which will increase synergy
and ensure that the pilot feels more comfortable and knows what is happening and why.
For this purpose, we can theoretically use any of the five basic senses: sight, hearing,
smell, taste and touch. Of course, in case of touch, we cannot use those parts of the body
that are affected by the pilot’s disability.

3.2 Implementation

The Mina v2 exoskeleton described above was used for the practical implementation of
the obstacle awareness subsystem. One of the main requirements for the development
of this subsystem was the ability to easily and quickly remove a prototype from the
exoskeleton if needed. On the other hand, there was a requirement that the possible
integration of the resulting solution into the exoskeleton be as simple as possible. For
this reason, additional hardware and software components were used to develop the
subsystem. These components and their functions will be described in the following
subsections.

Up?.
To meet the above requirements, a separate microcomputer was used for the LIDAR
module, detection and evaluation algorithms and ROS wrapper instead of a central
exoskeleton computer. This made it possible to quickly remove the obstacle awareness
system from the exoskeleton, if necessary, and also facilitated its development, as it was
not necessary to switch on the entire exoskeleton to test the obstacle awareness system.
Up? was chosen as the ideal microcomputer for development. This 32-bit microcom-
puter is manufactured by Intel Corporation and is similar to other microcomputers such
as Raspberry Pi or Odroid-xu4. It can have different Intel processors, such as Celeron
N3350, or Pentium N4200, operation memory up to 8 GB, storage capacity up to 128 GB,
and other customized components. It has many ports including USB 3.0, two gigabit
Ethernet ports, HDMI, and 40 pins general-purpose bus. It uses 5V DC in the 4-6 A
range for power supply. It supports operating systems such as Linux and Android, but
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it is also able to run the desktop version of Microsoft Windows 10 operating system.
The server version of Ubuntu 14.04 was chosen to work in an environment similar to
the exoskeleton itself.

Hololens and Unity.

Simple visualization of additional information in Microsoft HoloLens did not require
the use of complicated technology. There were only basic requirements - fast, simple
and wireless communication with Up2 to obtain information about obstacles, and a clear
presentation of this information on holographic displays. For this purpose, Unity was
chosen as a suitable environment [15].

Unity is a cross-platform game engine developed by Unity Technologies. It is very
popular for development - since 2018 50% of mobile games and 60% of augmented and
virtual reality projects have been developed in it. It uses C # as a scripting language and
supports more than 25 platforms such as Windows, Android, i0S, WebGL, PlayStation
4, Xbox One, Oculus Rift, SteamVR, Facebook Gameroom and more. Unity has also
been used in the film industry as well as for artificial intelligence training (DeepMind
and Alphabet Inc.).

Unity supports two-dimensional augmented reality and supports Microsoft HoloLens
and its operating system, including access to wireless communication. This allows the use
of Wi-Fi and the establishment of one-way UDP communication from Up? to Microsoft
HoloLens. The Wi-Fi router was an integral part of this network because neither the
USB Wi-Fi stick for UP? nor the Microsoft HoloLens Wi-Fi adapter can function as a
router or operate in point-to-point mode.

Depth Camera.

Another issue that needed to be addressed was how and where the depth camera (or
depth cameras) should be mounted on the exoskeleton. After evaluating the depth camera
parameters, such as size, USB port position, or viewing angle and mounting options on
the exoskeleton itself, it was decided to create a 3D printed depth camera bracket that can
be easily attached to the outside of the exoskeleton thigh. Using only one depth camera
on one thigh would cause a viewing angle problem and it would not be possible to cover
a sufficiently wide area in front of the exoskeleton. Unfortunately, the exoskeleton has
no central location ideal for connecting a single depth camera. Figure 2 shows the design
of the 3D holder and its position on the left thigh.

ROS and ROS Wrapper.

One of the requirements for the obstacle awareness system was the possible integration
into the Mina v2 control software. For this reason, the ROS wrapper was chosen as one
of the ways to access the above-mentioned depth camera. The ROS wrapper is a bridge
between many Intel RealSense and ROS products [16].

ROS stands for Robotic Operating System. It is an open-source framework for net-
work communication between heterogeneous systems [17], so its use is not limited to
robotic applications only as the name might suggest. It combines server-client and peer-
to-peer approaches in the publishing-subscribing mechanism. Each node in the network
can act as a publisher and/or as a subscriber. The publisher waits for two events, the
first one is when a subscriber subscribes for a topic that the publisher publishes. The
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Fig. 2. Location of the depth camera on the Mina v2 exoskeleton.

second one is when the publisher receives a message, that is supposed to be published.
When this occurs, the publisher sends this message over the network to all subscribers
that have previously subscribed to the topic. Moreover, each node can connect to and
disconnect from the network at any time during runtime without causing an error on any
other node.

ROS has implementations in many languages, such as Python, C++, Lisp, and more.
In addition to the network communication described above, it also provides features such
as hardware abstraction, low-level device control, implementation of commonly-used
functionality in robotics, various styles of the network communication, and package
management. One of the main features of ROS is that it is easy to integrate into existing
software but also easy to remove. Scalability is another important aspect of ROS and it
includes unit and integration tests.

To share data between stand-alone applications, we need a communication channel
between the obstacle awareness subsystem and the exoskeletons controlling software.
The simplest solution was to use the IHMC’s ROS2 implementation in Java that Mina
already uses [18]. ROS2 system is very similar to the original ROS - it is built on similar
principles, but with additional tools, with a wider range of supported devices and wit
no compatibility issues with the previous version. An Ethernet cable was used for the
physical connection between Up? and the exoskeleton. The advantage of ROS2 is that
both end elements that communicate with each other can run in the same program, in
different programs, but on the same computing unit, or different computing units with
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TCP/IP connection between them. This will make the integration of the obstacle aware-
ness subsystem into the exoskeleton much easier and eliminate the need to reprogram
the application software in the future.

LIDAR Module.

The robotic environmental awareness module, based on the LIDAR sensor (the LIDAR
module), is a collection of classes programmed in the Robotics, Exoskeletons and
Human Robotic Interdependence group at IHMC. It provides classes of environmental
awareness, and its primary use is for the detection of obstacles and stairs [19].

The LIDAR module loads point cloud collection that represents the environment,
that the depth camera is focused on. This point cloud is then cached with other point
clouds. If each item in this collection also includes the position and the view vector of
the depth camera, the module can create an accurate 3D representation of the real world
from multiple entries. This can be used to 3D scan an object from multiple angles or
to create a 360° representation of the environment. An octree is then created from all
items in the buffer. The Octree is a tree-like structure where each node is composed of
multiple points of point clouds that are relatively close to each other [20]. This grouping
of nodes reduces the size of the original collection and allows the normal vectors to be
calculated. Finally, the octree is used for planar region segmentation, creating a collection
of planar regions. Each planar region is defined by a plane, a bounding concave hull and
a normal vector. This class also provides functions such as detecting intersections with
other planar regions, applying transformations and evaluating the position of a point
relative to a planar region.

Both processes are parameterized so that the user can adapt the use of this model
to the specific case. The module is primarily designed to work with data from LIDAR
sensors, but it can also process stereo vision point cloud or any other form of a point
cloud. An important component of this module are classes that support the creation and
use of datasets. Last but not least, it includes a graphical interface that helps to visualize
the entire scene.

4 Results

Due to the flow of information in the obstacle awareness system, most of its parts cannot
be tested separately, but only in combination with others. The following paragraphs will
show the results by the component of the entire system.

4.1 Testing the Depth Camera

The first thing for testing was the depth camera, more specifically its precision. Because,
in the obstacle awareness system, we need the maximum precision we can get, it is
important to know the limits of the camera itself.

There are a lot of different settings that allow its user to tweak the depth cameras
results in the slightest detail of its functioning. There is a possibility to use a calibra-
tion software that creates and tweaks settings based on the specific environment. This
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calibration tool was used to create settings in the testing environment of the obstacle
awareness system and these settings were used throughout the whole testing process.
Except for settings, an environment itself plays a very important factor that affects the
quality of output. Because the D435 depth camera is sensitive to light, the illumination
of the scene is very important [21]. Generally, insufficient light in an environment will
negatively affect precision or even does not allow any kind of detection at all. During
testing, we found out that this threshold in the D435 camera is higher compared to the
threshold in the human eye. That means that the depth camera needs more light for proper
detection than a human eye. The opposite extreme is too much light which also does
not allow proper functioning. This problem is especially problematic on shiny surfaces
where the illumination of the surface can be very strong. Even here we found out that a
human eye surpasses capabilities of the depth camera in the matter of tolerance.

4.2 Testing the LIDAR Module

Another part tested was the LIDAR module and its quality. This module is stochastic
which means that we can get different outputs for the same input. In our case, the input
comes from the depth camera that already has an error in its output, for this reason, the test
was conducted on two datasets. Both datasets were created in the same scene simulating
a staircase with the only difference in the horizontal distance between the depth camera
and the staircase. In the first dataset, the horizontal distance was approximately 0.52 m,
in the second dataset, the horizontal distance was approximately 1.37 m. Figure 3 shows
an example of output from datasets as they were processed by the LIDAR module.

Fig. 3. Visual outputs from the LIDAR module for two datasets.

Just by visual examination, it can be seen that the differences between results within
the same dataset are bigger in the second dataset. We can observe that in the first dataset
we have the same number of planes in all four runs, but in the second dataset, the number
of planes varies. Another thing we can observe is the differences in shapes of the planes
that are located in the same place in all sample pictures of that particular dataset.

To determine the significance of these differences mathematically, we picked two
variables that are important for the detection and evaluation algorithms. The first one is
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the angle between the view vector of the camera and the normal vector of the plane. The
second variable is the horizontal distance between the camera and the plane representing
the stair. In both cases, the range between the maximum and the minimum values are
within one degree. This shows the high precision of the LIDAR module. This information
can be used for better determination of the boundaries within the angle between the
camera’s view vector and the plane’s normal vectors to be considered as a possible step.

Numerical evaluation of the difference between the maximum and the minimum
values of measured distances is less than 2 cm in both datasets. This is sufficient precision
for the detection and evaluation algorithms. This also does not show any major difference
between these two datasets and their horizontal distance differences.

Based on evaluations of the angles and the horizontal distances we can deduce, that
the differences in the visual representation mentioned above are not significant in the
matter of precision in the calculations of the LIDAR module.

4.3 Testing the Up?

An important aspect of the whole obstacle awareness subsystem was its capability to
operate in real-time. Because the information flow is almost chain-like, parallelism could
not be used. On the other hand, this chain should be processed in a cycle as many times
as possible. It follows that only the slowest operation is the limiting factor of the whole
chain.

The depth camera can operate at the speed up to 90 fps. The setting in our experiments
was around 35 fps which was still sufficient. The only tasks of the Microsoft HoloLens
were to receive the information over the Wi-Fi in the form of the UDP packets and
print the information on the holographic display. Its computational capacities are more
than sufficient for these tasks to be executed in real-time. The exoskeleton itself has
enough computational power needed for its own calculations plus reserves, so it is not
the weakest part neither.

The remaining four parts (the ROS wrapper, the ROS bridge, the LIDAR module,
and the detection and evaluation algorithm) conduct their calculations on the Up? micro-
computer. These calculations can be very demanding and put a lot of pressure on the
Up?. Therefore, this test was conducted to determine, if the Up? is the weakest part in
the information flow and if so, what is the maximum speed at which the whole system
can operate.

The ROS wrapper on its own does not take much of the CPU time. Its only purpose
is to receive information from the depth camera and provide it to the ROS bridge in the
form of a publisher-subscriber relationship, therefore, the complexity is C where C is
a constant. The ROS bridges receive this data and transform them into a form that the
LIDAR module can use. This transformation is conducted on each point from a point
cloud independently on the others therefore the complexity is N where N is the number
of points.

The complexity of the LIDAR module is approximately quadratic. The exact com-
plexity is almost impossible to determine because its implementation contains a lot of
branching in code which can dramatically change its complexity. Also, which point from
the point cloud will use which branch depends on many aspects like already processed
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points, the overall structure of the scene, an order of the points, etc. Also, the fact, that the
LIDAR module is stochastic would make the complexity determination very difficult.

This fact was demonstrated in the test, in which the LIDAR module conducted
500 calculations on each of the 9 different datasets. These datasets contained point
clouds with a specific number of points ranging from 40,000 to 120,000 points. During
this test, the time needed for these calculations was measured to determine the average
time for each dataset. This test was conducted on the Up? microcomputer that was part of
this system. As was expected, with the increasing number of points, the calculation time
is also increasing. The quadratic complexity means that the calculations of the LIDAR
module on the Up? are the weakest part of the obstacle awareness system because of the
time they need and also because of the wide range of how long these calculations can
take.

The LIDAR module running on the Up? microcomputer is not capable to provide
output in real-time. This problem should be eliminated when the exoskeleton’s computer
will be used for calculations instead of the Up?. For testing purposes, this problem was
alleviated by two mechanisms. The first one was using the depth camera’s ability to set
the maximum depth. Every point beyond this maximum depth was excluded from the
point cloud and only points close enough were used for additional processing. In our
case, the maximum distance was reduced from the default 10 m to 3 m.

The second mechanism was to restrict the area in which the LIDAR module searches
for planes. This feature is called a bounding box and is defined by two 3-dimensional
points that represent a cuboid. Only points from the point cloud that are inside this cuboid
can be considered to be a part of planes, all other points are ignored. Both these measures
reduced the number of points and therefore the average time needed for calculations was
also reduced.

5 Conclusion

The subject of interest of this chapter was the design of the obstacle awareness subsystem
for the exoskeleton Mina v 2, developed in the department of Robotics, Exoskeletons, &
Human Robotic Interdependence at IHMC, Florida. Initially, a debate with members of
the exoskeleton team and members of other teams were conducted. Together, a solution
specifically for the case using a combination of already well-tested technologies were
suggested. During the following implementation, several practical issues were encoun-
tered that were solved “on the run”. When the whole system was completed and all
sub-technologies worked together as expected, development of the detection and eval-
uation algorithms followed. This led to three algorithms each with a specific purpose
and introducing several changes in the used technologies. Tests were conducted in the
physical testing environment simulating a staircase going up during which outputs of
the algorithms were compared with measurements from this environment. As a result,
functionality of a system that warns the pilot of the exoskeleton and the exoskeleton itself
about stairs in its path and provides additional information useful for safe movement
were verified.
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The obstacle awareness subsystem, as described in this chapter, is ready to be used in
similar situations in which it was tested. However, that does not mean that its development
will stop there. On the contrary, several areas can be improved and others can be newly
implemented to improve the whole system. Some of them are described in the following
paragraphs.

The next step that should be implemented as soon as possible is the integration
of the whole obstacle awareness subsystem into the exoskeleton. That means using
the exoskeleton’s computer instead of Up®. This will eliminate most issues with the
system’s ability to operate in real-time that was addressed in this chapter. This will also
save battery capacity and space in the exoskeleton’s backpack, where the Up? was placed
for testing purposes. The exoskeleton’s main computer has all the necessary peripherals
such as USB ports for the depth cameras and USB Wi-Fi stick. On the software level,
the control software of the exoskeleton is written in Java language, therefore it will be
easy to create an additional threat for the obstacle awareness subsystem and integrate it
to the exoskeleton’s control software.

Another way how to improve the real-time operability will be switching from point
clouds to depth images. A depth image is a 2-dimensional image where, instead of
the colour information, each pixel carries depth information. This data structure should
be easier to use than a point cloud which would decrease the time needed for plane
detection and increase the operation speed of the whole system. This would also mean
using different technology instead of the LIDAR module that works with depth images
instead of point clouds in a similar way. That means planes detection, their normal
vectors calculations, and recalculations into X, Y, and Z values corresponding to the
physical world. This would be a huge change that might even require a change in the
obstacle and detection algorithms themselves.

For the pilot’s comfort, big and relatively heavy Microsoft HoloLens can be replaced
with a smaller and lighter device that can provide similar functionality. Ideal candidates
are smart glasses like Focals 2.0 from North Inc. or Vuzix Blade smart glasses from
Vizux corporation. From all the features that Microsoft HoloLens offers only holographic
display for 2D rendering and Wi-Fi adapter were used. Both smart glasses mentioned
above have the same or similar features.

Because none of the tests of the obstacle and awareness systems was conducted
in the situation of going the staircase down, testing this scenario should follow. This
also requires changes in the detection and evaluation algorithms for this special case.
Currently, the third algorithm just detects a closes stair (both up and down) and return
its distance towards the exoskeleton. Not yet addressed issue is that when going the
stair down the camera is unable to “see” the beginning (end) of this stair because it is
hidden behind current stair or floor. A new safety measure that might be implemented to
increase the pilot’s safety is the calculation of the surface of the following stair to make
sure, that the step is wide and long enough. This task should be simple considering the
provided information from the LIDAR module.
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Abstract. One of the most fundamental phenomena heavily influencing the digi-
tal society is Big Data. It is crucial not only to collect and analyze vast amounts of
data but do it in an intelligent way. We believe that in order to do so, there needs to
be a suitable interplay between the knowledge already known in the given appli-
cation domain (background knowledge) and the knowledge inductively gained
from data utilizing various data analysis techniques. We call it a knowledge-based
approach to data analysis or intelligent data analysis. In this chapter, we will
focus on two main types of the knowledge-based approach to data analysis. We
start with the introduction of the semantic modelling of data analytics processes,
which can efficiently cover an explicit form of background knowledge. The main
focus here will be on the conceptualization of domain knowledge shared between
the domain expert and data scientist and modelling of data mining workflows in
order to achieve reproducibility and reusability. The second situation is typical
for medical application, where the prevalent amount of background knowledge
tends to stay tacit. In such a situation, the human-in-the-loop approach is a way
how to perform data analysis intelligently. For both of these types of knowledge-
based data analysis, specific case studies are presented to show how intelligent
data analysis works in practice.

Keywords: Data analysis - Big data - Knowledge-based approach

1 Introduction

Recently, important breakthroughs in science or industry were achieved by applying data
analytics methods on large datasets. The data analysis process is interactive and iterative
and requires cooperation between the data scientists and domain experts. Additionally,
implementation of the data analysis processes requires complex infrastructure with many
technologies and software/hardware dependencies, which can have an impact on the final
results of the analysis. The complexity of the data analysis processes can be tackled by
means of knowledge-based approaches.

Knowledge in the context of data analysis has an important role both, at the input of
the data analytical process, often called background knowledge, which is, e.g. knowl-
edge about the application domain, but also the knowledge about the data mining process
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itself, both from the procedural as well as the technical side. This knowledge may have
an explicit form (procedural and technical aspects and partially also about application
domain) as well as tacit form (application domain knowledge). Knowledge at the out-
put of the data analytical process is expected to be valid, new and potentially useful.
It predominantly has an explicit form of, e.g. a suitable machine learning model. In
this chapter, we focus on the input part of the data analytical processes, where knowl-
edge can have both dominantly explicit form in applications like process industry or
network intrusion detection. However, there are application domains, like, e.g. medical
applications, where input knowledge is dominantly of tacit nature. Whereas for explicit
knowledge semantic modelling approach may help to cope with the complexity problem,
for tacit knowledge a suitable involvement of domain expert in particular phases of the
data analytical process is needed (so-called human-in-the-loop concept).

Semantic modelling of particular aspects of data analytical processes is a crucial
aspect of intelligent data analytics from two main reasons. Firstly, it enables to (at
least partially) automatize the analytic processes of rapidly increasing amounts of data
available in growing number of application domains. Secondly, it makes it easier for
people to set the fundamental constraints and requirements on data analysis tasks and
their results as well as understand the knowledge discovered in such tasks. Both reasons
lead to increased intelligence of (big) data analytics achieving better efficiency of data
analytic processes on one hand side and better understandability and increased trust in
knowledge discovered by these data analytic processes on the other hand side.

The rest of the chapter is structured as follows. The second section provides an
introduction and state of the art in data analytics and semantic modelling of data analytical
processes. In the third section, we present an original semantic framework for modelling
of data analytical processes. Section four presents two particular case studies where our
semantic framework has successfully been applied.

Section five presents the human-in-the-loop approach first methodologically and
then on the selected medical experimental scenarios implemented in strong cooperation
with domain experts to present the second type of knowledge-based approach to data
analysis. Chapter six concludes with a summary of the main findings and suggestions
for open research problems in the intelligent data analytics domain.

2 Semantic Modelling of Data Analytics Processes

2.1 The Data Analytics Processes

The process of data analytics can be described by the standard methodologies such as
Cross-Industry Standard Process for Data Mining (CRISP-DM) [1] or Sample, Explore,
Modify, Model, and Assess (SEMMA), which breaks the process of data analysis into
six major steps (see Fig. 1):

Problem (Business) Understanding. This initial phase focuses on understanding the
objectives and requirements of the data analysis from a business perspective, i.e. how
the production process can be optimized by data analytics methods. During this phase,
the domain experts in cooperation with the data scientists analyze the overall production
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process and its steps (production segments) and specify which key-performance indica-
tors will be optimized. This knowledge is then converted into the data analysis problem
definition (e.g. classification, regression, anomaly detection, etc.) by data scientists.

Data Understanding. The data understanding phase starts with an initial data collection
and proceeds with activities in order to get familiar with the data, to identify data quality
problems, to discover first insights into the data, or to detect interesting subsets to form
hypotheses for hidden information. During this phase, data scientists with the cooperation
of domain experts will select and describe the subset of relevant data required to achieve
optimization objectives specified in the phase of Problem understanding. The part of a
data description is also the identification of the already known dependencies between
the data and Key Performance Indicators (KPIs).

Data
[Understanding

v

Data
Preparation

Deployment /r ¢

Modeling

Business
[Understanding

!

Data

Evaluation /

Fig. 1. CRISP-DM methodology.

Data Preparation. The data preparation phase covers all activities to construct the final
dataset (data that will be fed into the modelling tool(s)) from the initial raw data. Data
preparation tasks are likely to be performed multiple times, and not in any prescribed
order. Tasks include table, record, and attribute selection as well as transformation and
cleaning of data for modelling tools. In order to collect initial raw data from the domain
environment, data scientists have to cooperate with the domain I'T-specialists responsible
for the setup of the data integration components.

Modelling. In this phase, various data modelling techniques (such as decision trees,
neural networks, logistic or linear regression models, etc.) are selected and applied, and
their parameters are calibrated to optimal values. Typically, there are several techniques
for the same data analysis problem type. Some techniques have specific requirements on
the form of data. Therefore, stepping back to the Data preparation phase is often needed.
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The result of this phase is the set of data analytics models (i.e. predictive functions) that
appears to have high quality from a data analysis perspective. This quality is usually
evaluated by applying the model to the independent testing data set not used during
the building of the model and computing the evaluation statistics such as classification
accuracy (number of tested records with the correctly predicted value by the model/total
number of records in the testing dataset) etc.

Evaluation. Before proceeding to final deployment of the model, it is essential to more
thoroughly evaluate the model, and review the steps executed to construct the model,
to be sure it properly achieves the business objectives. Within this phase, the quality
of the models evaluated on the testing dataset is projected into the business-oriented
key-performance indicators specified in the Problem understanding phase. For example,
during the Problem understanding phase, domain experts estimated that if some defect
in the product can be detected beforehand during the production process, it is possible to
save a specified amount of waste materials. During the Modelling phase, data scientists
built a predictive function and estimated its classification accuracy to 98%. During the
Evaluation phase, the models (predictive functions) are evaluated by computing the
impact of the predictive model to the specified key-performance indicators from the
evaluation statistics. At the end of this phase, a decision on the use of the data analysis
results should be reached.

Deployment. During the Deployment phase, the predictive function is packed, exported
from the development platform and deployed in the production site environment. An
important part of the Deployment phase is also the specification of the monitoring and
maintenance of the model in the production conditions.

The sequence of the phases is not strict, and moving back and forth between different
phases is always required. Note that the process of data analysis is generic and can be
used in various domains. The presented division follows the CRISP-DM standard, which
describes the basic structure of the process. In the other standards, some new phases can
be introduced, or phase can be renamed, merged with other phase or excluded. New
standards such as ASUM and TDSP integrate presented structure with the principle of
the agile software development and extends the data-analytical process to the whole life
cycle of the software components which integrate deployed data-analytical models.

2.2 Semantic Modelling of Data Analytical Processes

The successful implementation of the data-analytical processes requires effective
communication between the domain experts and data scientists.

The most knowledge and communication-intensive phases are mainly Problem
understanding and Data understanding phases where the data scientists need to under-
stand the overall goal of the data analysis, and which data are available. In opposite,
during the Evaluation phase, the domain experts need to communicate with the data
scientists in order to understand the results of the data analysis and evaluate the impact
of the data-analytical models.

This requires formalization of the business or research goals in the form of the
measurable KPIs. Subsequently, the goals are transformed into the tasks of the data
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analysis by the data scientist who will also map domain-specific KPIs to the technical
quality indicators, which can be estimated for the data-analytical models. Another part
of the shared domain knowledge is the information about the available data elements
and known relations between them. This can include known relations between the input
data and the target value (i.e. prediction) or any dependency between multiple inputs.
Similarly, for the KPIs, the data dependency can be only partial or indirect.

In the current practice, the communication between the domain experts and data
scientists is documented mostly in the textual non-structured or semi-structured doc-
umentation. The documentation in natural language causes all problems related to the
terminological heterogeneity and ambiguity, which leads to inefficient communication
where many domain concepts have to be redefined multiple times. Another disadvan-
tage is that the textual description of relations between the data elements or between the
KPIs and technical indicators is not machine-readable, so it is not possible to automa-
tize the common data-analytical tasks and evaluation of the results. This can also cause
subsequent problems with the reproducibility of the results.

Formalization of the data analytical process in machine-readable format can also be
used for the automation of the process. Typically, data scientists implement data pre-
processing, modelling and validation phases as the set of scripts in the programming
language such as R or Python and dedicated set of libraries. These software develop-
ment tasks are very resource consuming and error-prone. On the other side, most of the
operations over data are determined by the type of data and algorithm used for data pro-
cessing. When these constraints are formally described, it is possible to use automatic
reasoning to infer which algorithm is suitable for the specified task, how to evaluate the
output model, and from the description of input data and algorithm to infer which data
pre-processing operations are needed in order to prepare data for the specific algorithm.
Such automation can substantially reduce the manual effort of the data scientist who
can concentrate on the phase of data and problem understanding, which is the most
domain-specific and knowledge critical.

2.3 Technologies for the Semantic Description of Data-Analytical Processes

Although the data analysis methodologies are general and can be applied in various
application domains, they are not fully formalized. In order to support reusability and
automation of the data analysis processes, the various machine-interpretable formalisms
were proposed for workflow modelling. The formalisms can be divided into general
formalisms for the process and workflow modelling and formalisms specific to the data
analysis processes.

General standards for process modelling include the Unified Modelling Language
(UML) activity diagrams or Business Process Model and Notation (BPMN) models.
BPMN was initially designed as the graphical notation for modelling and exchanging of
business processes where activities can be performed automatically by some software
components or manually by humans. The graphical notation was later extended with
the specification of the execution semantics, and the models can be directly interpreted
by workflow engines which can coordinate human and machine activities. Besides the
established industrial standards, many workflow engines implement their proprietary
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formalisms and domain-specific languages, but the main problem with the proprietary
implementations is the interoperability and ambiguity in the execution semantics.

Data analysis formalisms include standards for exchanging of predictive models such
as XML-based Predictive Model Markup Language (PMML) or more general Portable
Format for Analytics (PFA). The data analysis formalisms are oriented towards the inter-
operability and deployment of the data analysis model into the operating conditions or
for validation. The formalisms include constructs for the description of the input and
output data (i.e. predictions), transformation functions (i.e. functions for data normaliza-
tion, filtering, record and attribute selection, etc.) required for the pre-processing of the
inputs/outputs and scoring/application functions of the data analysis models (i.e. neural
networks, decision trees/rules, linear or logistic regression etc.) with the encoding of
their parameters.

Multiple semantical models formalized in the form of the ontologies were proposed
for the description of the data-analytical processes. The base model is OntoDM ontology
[2], which is internally divided into three modules. The first module is dealing with the
representation of the input and output data, and it is based on the ISO norm for the
description of data types (atomic or compound). The second module defines concepts
for the description of data sets, data-analytical tasks (i.e. classification, clustering, etc.),
data-mining algorithms and the outputs of the analysis in the form of the generic models.
The third module combines the previous concepts for the top-level description of the
whole process according to the CRISP-DM methodology.

An essential part of the OntoDM ontology is the specification of the constraints,
which must be fulfilled by the final data-analytical models. The constraints are spec-
ified for the input data (i.e. types of the attributes, missing or extreme values, etc.),
the complexity/interpretability of the models (e.g. produced models have to be in the
form of rules with the limited number of condition terms etc.) and for the performance
of the models (e.g. minimum precision estimated on the testing dataset or using the
cross-validation).

Other proposed ontologies further extend the definition of some OntoDM concepts.
The DMOP ontology [3] is focused on the detailed description of the data mining algo-
rithms, including the description of their internal structure and principles, such as the
description of the numerical optimization or regularization methods. The DMWF ontol-
ogy [4] defines dataflow operators, which can be applied for data pre-processing, mod-
elling, and evaluation. Each operator is described by the set of required inputs and outputs
and by the pre- and post-conditions. The pre- and post-conditions are specified as logi-
cal expressions in SWRL language, which allows using of automatic reasoning for the
composition of the data-analytical workflows.

Another generic proposal which extends OntoDM ontology is Expose [5]. The
Expose ontology extends the phases of CRISP-DM process for the generic descrip-
tion of scientific experiments in order to achieve reproducibility and reusability of the
results. Besides the conceptualization, Expose also provides the XML based language
for the publication and exchange of the experiment descriptions in a machine-readable
format.

The conceptualization of the described semantic models is based on the description
of programming interfaces of existing software tools such as R or Python scikit-learn
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environment. Another relevant technology is the standardized formats for the exchange
of data-analytical models, such as PMML XML based standard, PFA format based on
JSON notation or ONNX standard focused mainly on the exchange of deep learning
models.

3 Semantic Framework for Modelling of Data-Analytical Processes

In [6] we have proposed the unified semantic framework for the modelling of the data-
analytical processes which covers all phases. The framework has a modular architecture
and can be divided into the following modules:

e Domain concepts — this module specifies concept which describes entities and their
relations from the domain in which the data analysis methods are applied.

e Key performance indicators and data elements — this module contain the concepts for
the specification of KPIs which formalize the business and research goals of the data
analysis and the concepts for the description of the input and output data elements
and data sets.

e Algorithms and data-analytical models — this module specifies concepts for the
description of data mining algorithms, their settings and concepts for the description
of the analysis results in the form of the data mining models.

e The process model for data-analytical workflows — this module contains concepts for
the description of data pre-processing operators and the composition of workflows.

The first module is designed from the perspective of the domain expert, which formal-
izes the analyzed domain using the domain concepts. The second module contains con-
cepts which are shared between the domain expert and data scientist. The last two mod-
ules are primarily used for the automatic composition of the data-analytical workflows
and the automation of the overall data-analytical process.

3.1 Doman Concepts

Concepts for the formalization of the domain-specific knowledge are specified using
the SKOS meta-model, which allows defining unique label and narrative description of
the concepts localized in multiple natural languages. Domain concepts can be arbitrary
hierarchically organized in the form of thesaurus/taxonomy using the narrower/broader
relations. It is also possible to define the poly-hierarchical schema, where one concept
can have broader parents. Besides the hierarchical relations, the concept can also be
linked using association relations. A controlled vocabulary of the domain concepts can
also be used as the classification schema for the organization of the various types of the
documents which can be part of the domain documentation, or which can be created by
the data scientists in order to document the data analytical process. SKOS taxonomy can
also be used to describe types of documents.

Besides the narrative description and conceptualization, in some domain, it is suitable
to describe and explain existing concepts in the form of diagrams, schema or other types
of the graphical notations (e.g. using the BPMN diagrams for the modelling of business
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processes). In this case, graphical elements are described semantically as the SKOS
concepts, which are linked with the corresponding concept in the domain model. This
allows implementing two-way navigation between the formalized set of semantic con-
cepts and the graphical elements in the diagram. However, the proposed framework does
not specify how these links are represented in the semantic representation or embedded
in the file format of the graphical notation.

3.2 Key Performance Indicators and Data Elements

Data elements are modelled in two levels of abstraction: logical and physical (see Fig. 2).
Logical DataElement concept describes the role, type and quantity (e.g. units of mea-
surements) of any data element related to the production step or equipment. Data element
can have an input role (for measurements or input control signals) or output role (for
diagnostic signals). Output data elements can be selected as a target attribute for the pre-
dictive function. One data element can have both roles depending on the goal of the data
analysis (i.e. control signal can be an input for the predictive maintenance or output for
the predictive control). The type of the data elements characterizes elements according
to their values and denotes continuous, ordinal, nominal, spatial or series data elements.

Dependency PhysicalDataSet

/ isComposedOf :: (1 )
/
/

isDependentOn ::

isRealizedBy :: i
DataElement PhysicalDataElement

i

Performancelndicator

Domainindicator

Technicallndicator

Fig. 2. Concepts representing data elements and Key Performance Indicators.

Physical Data Elements (concept PhysicalDataElement in Fig. 2) link logical Data
Elements to the physical representation of the data in the structured records or files.
Multiple Physical Data Elements (fields) can be grouped into one record or file and
described by PhysicalDataSet. Each Physical Data Element has a specified data type.
The data type can be primitive (e.g. byte, int, string) or complex (array, enumeration,
map or union of types).
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The concepts of Key-Performance Indicators (KPIs — Performancelndicator concept
in Fig. 2) represent metrics designed to visualize, assess and manage the performance or
impact of specific operations within the process industries. The main properties of the
KPI metrics (e.g. type and quantity) are inherited from the Logical Data Elements. The
KPIs can be grouped into KPI categories according to the classification in ISO 2240.

Besides this classification, causal relations between KPIs can be expressed by the
KPI Dependency relations, which transform one KPI to another (e.g. material or energy
savings can be converted into KPIs for the environmental impact such as level of emis-
sions). The KPI concepts are divided into the Domainlndicator, which describes target
domain-specific KPI and Technicallndicator, which describes the performance of the
data mining models and the complexity of the models. The values of Technical Indicators
are usually estimated using the testing the model on the independent test dataset. Using
the composition of KPI Dependency relations, it is possible to infer the impact of the
deployment of a predictive function on the performance of the production process, where
the performance can be evaluated from various perspectives such as material/energy
consumption, product quality, environmental impact, etc.

3.3 Algorithms and Data-Analytical Models

The basic concepts for the representation of the data mining algorithms and data ana-
Iytical models are depicted in Fig. 3. The main type for the representation of algorithms
is Algorithm class, which extends the Operator class. The Operator class represents
general operation, which transforms inputs of the given type to the requested output (i.e.

Task
isSpecifying ::
isConstraining ::
Operator Constraint
T
|
|
|
|
1
|
hasOutputType :
Algorithm PuLyp Model
hasParameter ::
. isOptimizing :: i
MetaLearningSchema AlgorithmParameter

Fig. 3. Concepts representing data mining algorithms and data-analytical models.
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in the case of the data mining algorithms, operator, which learn a data-analytical model
from the training dataset). The outputs of the algorithms are generalized data-analytical
models represented by the Model concept. Some types of the models can be directly
applied to the data (e.g. classification or regressions models), which means that the spe-
cific types of the data mining models can also be directly extended from the Operator
concept.

Besides the types of output, data mining algorithms are associated with the set of
(hyper)parameters, which must be specified by the data scientist. The data mining task is
formally defined by Task concept, which specifies the set of constraints (class Constraint)
and defines requested properties of the generated data-analytical model.

The constraints are specified using logical expressions. Constraints cover charac-
teristics of the input data (e.g. types of the data elements, the occurrence of miss-
ing/extreme values, etc.); type of the model (e.g. classification, regression, clustering,
association rules, anomaly detection, etc.); and quality or interpretability of the models
by constraining the technical indicators.

The constraints are further divided into the so-called hard constrains, which must be
strictly fulfilled; and soft constraints which should be included as the criterion for the
solution but can be relaxed and the output does not strictly fulfil all soft constraints.

3.4 The Process Model for Data Analytical Workflows

The proposed process model is suited for the annotation of existing data analytical
scripts and the automatic generation of workflows for the specified task. The goal of
the annotation of an existing script is to achieve reproducibility and reusability of the
existing workflow by formalized semantic representation. The proposed model is based
on the abstract state machine where the state is represented by the set of instances (see
Fig. 4).

The workflow (concept ProcessModel in Fig. 4) is modelled using the Nodes which
represent either the operation over the state or guarded transition. Operations (concept
Operator) modify state by adding/deleting the instances or by modification of some
instance properties. Using the guarded transitions (concept GuardedTransition), it is
possible to specify control flow constructs such as cycles, branching or parallel execution
and synchronization of the activities.

The operators are described functionally using the logical expressions, which specify
inputs, output, pre-conditions and post-conditions. Pre-conditions and post-conditions
of the operator can also be represented using the type Constraint specified for the data
mining task. The composition is then inferred by backward chaining of effects and
assumptions, where the target goal is specified as the set of Constraint for the data
mining task. Additional constraints can be inferred for the specific algorithm (e.g. when
an algorithm can process only the numerical data, etc.).

After the inferring the workflow for the specified task, each operator has specified
grounding for the specific programming language and environment. The grounding is
formalized as the template which transforms the semantic representation of the operator
into the executable commands of the script language used for the implementation and
execution of the final generated workflow. The operators can have assigned multiple
grounding, which allows to generate semantically equivalent workflow into the multiple
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ProcessModel

hasSharedVariable :: _string hasControlflow

hasWorkflow :: (1 *)

Node GuardedTransition

hasSource :: (1 1)
hasTarget :: (1 1)

hasCondition :: wsmo#LogicalExpression

Operator

haslInput :: wsmo#LogicalExpression
hasOutput :: wsmo#LogicalExpression
hasAssumption :: Constraint
hasEffect :: Constraint

withGrounding :: Grounding

ControlNode

Fig. 4. Concepts representing the overall process of the data analysis and data analytical
workflows.

target programming environments such as R or Python. In this way, the semantic model
also supports the migration of the data analytical scripts from one environment to another
one.

4 Semantic Data Analysis Case Studies

In the following sub-sections, we describe the implementations of the proposed semantic
framework for modelling of data analytical processes in two different domains - process
industries and network intrusion.

4.1 Process Industries Use Case

The primary motivation to design and develop of the cross-sectorial semantic model in
process industry domain was to provide a common communication language between
the domain experts and data scientists when solving data analytical tasks in particular
industry area [7]. When solving a data analytical task, data scientists require extensive
knowledge of the specifics related to the production processes and underlying data, as
well as a good understanding of the business objectives of the task. Such knowledge
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could be acquired from the domain experts (or other involved stakeholders). At the same
time, domain experts need to interpret the results of the data analytical models. Semantic
model in the process industry domain did not focus on some particular industrial domain
concepts, but rather to generic, common domain concepts, which would enable to design
domain models for different industrial sectors. The semantic model was then used as a
basis for a set of semantic tools [6] which allows the creation of process models for a
particular industrial domain, description of relevant data, predictive functions, specifi-
cation of KPIs using the graphical user interface. Therefore, semantic tools framework
represents a simple and effective way, how to support the communication of involved
parties and transfer, share and store the expert knowledge from domain experts and data
scientists.

Domain Concepts. For the application in the process industry domain, the cross-
sectorial domain model defines the core of the vocabulary with the main basic concepts
for the representation of the main entities in the process industry [6]. In this case, the
domain concepts cover the production process modeling. Production processes consist
of segments (corresponding to the production phases) and describe resources, equipment
and personnel required for production.

Domain concepts and their relation is depicted in Fig. 5. ProductionProcess and Pro-
ductionSegment represent the decomposition of the entire production process into partic-
ular process steps. Also, ProductionProcess can be further decomposed to sub-processes
using partOf relation, which refers to the process of the upper level in the processes
hierarchical structure. In such manner, the taxonomy of the production processes could
be created by the decomposition of the production processes to sub-processes (each of
the sub-processes could be modelled using process segments).

partOf [0..%] hasExecutionDependency [0..*]

ProductionProcess ProductionSegment

partOf [0..%]

requires [0..*]

ProductionResource

partOf [0..%]

PersonnelRole

Fig. 5. Concepts representing the overall process of the data analysis and data analytical
workflows.
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The ProductionSegment is a logical grouping of resources (represented by a Produc-
tionResource concept) required to perform a particular production process step. Produc-
tion resources are then divided into Equipment and PersonnelRole concepts specifying
what personnel is necessary to carry out a specific activity within the process and what
type of equipment is being used. Equipment covers any equipment-related entities, e.g.,
production sites and areas, production units, production lines, work, and process cells and
may enable to include other equipment (e.g., production line consisting of machines and
devices, each of them modelled separately). PersonnelRole describes any human roles
involved in the production process and describes their capabilities. Both equipment and
personnel concepts can be organized in concept hierarchies. Additionally, each Produc-
tionSegment can be annotated with the relevant data element concepts describing its
parameters and capabilities, or describing the data related to the resource (e.g., sensor
data obtained from the production machine).

Production segments are ordered into the execution workflow by hasExecutionDe-
pendency relationship. It is used to specify a condition when certain ProductionSegment
can be executed only after another ProductionSegment has been finished.

Semantic Modelling in Aluminium Production Processes. The semantic model was
used in the domain of aluminium production. Aluminium production is performed using
electrolysis in the potline. The potline consists of a set of several hundred pots where
liquid aluminium is being produced using electrolysis. The main inputs to the process are
electricity, alumina, anodes, and an electrolytic bath; each pot is equipped with anodes
and cathodes. Anodes and their quality are some of the most critical and controllable
inputs for the electrolysis.

The proposed semantic model enabled to create and define the aluminium production
process model and to specify the process taxonomy and particular production segments
within the processes.
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Fig. 6. Simplified process model of anode production.
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When using Semantic Modeler [6] as a tool built on the semantic model, simple GUI
was used to define the process segments and build the overall process workflow. The
example of a simple process model (anode production process) as depicted in Fig. 6.
Such easy-to-use interface enabled the domain experts with no prior knowledge of data
science to input the essential concepts - processes, divide them into the process segments,
annotations, etc. and therefore create a common knowledge base during the problem and
data understanding phase of the data analytical process.
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Fig. 7. Data elements of the anode production.

In a similar fashion, relations with other concepts can be specified. Domain experts
can specify the particular devices involved and their relation to the process segment (e.g.,
define the “BUSS mixer” equipment and its relation to the “Mixing” production seg-
ment). Also, a concept hierarchy for the devices can be created (e.g., define that “Mixer”
device is a “Hydraulic device” type). In a similar fashion, device parameters, e.g., input
or output data, could be specified. For example, “BUSS mixer” defines a mixer power
parameter, which is represented by a corresponding data element. Figure 7 demonstrates
the selection of a production segment and related parameters (data elements).

4.2 Network Intrusion Detection Use Case

Network intrusion detection presents a popular field of application of machine learning
and data science techniques. There is also a wide range of network intrusion datasets
publicly available, which makes the domain even more interesting and attractive. As the
domain is being widely explored from the perspective of learning methods used, it could
be interesting to improve the existing models using a knowledge-based approach. In the
following sections, we present the domain concepts of the network intrusion semantic
model. The model captures the essential concepts related to security and network attacks.
The model is then used to select the most suitable model with respect to a type of
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prediction, we would like to achieve (e.g., if we want just to detect the attacks, or
to predict the concrete attack type), or to extract the domain-specific knowledge, not
explicitly contained in the data, which could enhance the predictions.

Domain Concepts. The domain concepts in the proposed network intrusion semantic
model consist of the most important terms in the network intrusion domain. The core
structure of the domain concepts is depicted in Fig. 8.
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Fig. 8. Main concepts of the network intrusion domain model.
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The network intrusion domain model consists of these concepts:

e Connection represents each connection and consists of multiple sub-classes that define
aconcept hierarchy. Connections are further divided into Attacks representing network
attacks and the Normal, non-attack records

e Effect defines all possible consequences of individual attacks (e.g., slows down server
response, execute commands as root, etc.)

e Mechanisms represent all possible causes which could lead to particular attacks (e.g.,

poor environment sanitation, misconfiguration, etc.)

Protocol represent the types of protocols on which the connection (attack or non-

attack) is running (e.g., TCP, UDP, or ICMP)

Service represent each type of connection (e.g., http, telnet, etc....)

Severity represents the severity level of the attack, (e.g., weak, medium, and high).

Target represent possible targets of a given type of attack (e.g., user, network). Each

type of attack is aimed at a specific type of targets.
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e Model represent individual trained and serialized predictive models. Models are rep-
resented by their URI, and each model instance addresses prediction on a specified
level of Connection concept taxonomy.

The crucial part of the knowledge model is the Attacks concept taxonomy. The
taxonomy defines the types of attack and concrete attacks of the specified kind. The
taxonomy was created using data from an available dataset from the network intrusion
domain and is depicted in Fig. 9.
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Fig. 9. Main concepts of the network intrusion domain model.

Network Attack Prediction Using the Semantic Model. The semantic model was
used in hierarchical knowledge-based network intrusion detection system (IDS) pre-
sented in [8]. The ontology was implemented in OWL language; predictive models
were trained using Python data science tools (scikit-learn). As the standard data science
Python stack was used (Pandas, Numpy, scikit-learn), to communicate with the ontology,
we used the RDFlib package, which supports querying of the ontology using SPARQL
queries.

Different predictive models (and using multiple machine learning algorithms, e.g.,
Random Forests) were trained to detect the network attacks on different levels of target
attribute generalization (corresponding to Attacks taxonomy from the ontology) and
were serialized and instantiated in the ontology as instances of the Model class.

When classifying an unknown connection, hierarchical knowledge-based IDS in the
first step checks, whether a connection represents an attack or a possible threat. Therefore,
IDS need to employ a predictive model capable of separation of Connection records into
Normal and Attacks classes. IDS use a SPARQL query to retrieve the suitable predictive
model and runs a prediction. If a prediction signalizes an attack record, IDS follows
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with the prediction of the attack type. In a similar fashion, a SPARQL query retrieves
the predictive model capable of prediction of concepts on the following level of Attacks
concept hierarchy. The same steps are repeated to predict the concrete attack of a given
type.

To demonstrate the contextual, domain-specific information, IDS is able to provide
the domain-specific information which could extend the predictions, e.g., in case, when
the system is not able to predict the concrete attack. In such a scenario, the model could
reliably predict the attack type. To better specify the prediction, the system could retrieve
the predicted severity level of the attack type, which may help to determine the possible
consequences of the attack.

5 Intelligent Data Analysis in the Medical Domain

We have shown in the previous section that for technical applications like process indus-
try or network intrusion detection there is a quite significant portion of background
knowledge available in explicit form and we presented how to make use of it by means
of our semantic framework for modelling of data analytical processes. However, the sit-
uation is often quite different in some other domains like medicine, where a significant
portion of background knowledge is in tacit form.

5.1 Knowledge Extraction and Use in Medical Analysis

In the current practice, the interaction between the domain experts and data scientists
is realized through various communications channels like textual non-structured form
(emails, short messages), semi-structured documentation (reports, literature) or verbally.
Each of this channel has its advantages and disadvantages. Sometimes, it lacks the
common vocabulary to prevent possible misunderstandings and inefficient directions of
the experiments.

The collaboration between domain experts and data scientists in healthcare area
requires a lot of communication and interactions to ensure correct interpretation of the
input data, the goals definition meeting the expectations and evaluation of the obtained
results from the all relevant aspects. A summary of the main tasks of this collaboration
is depicted in Fig. 10.

In many cases, the results are represented by a set of various graphs, decision models
or tables. It is necessary to effectively narrow the search space and provide the results in
a simple, understandable and intuitive form. For this purpose, we used several combina-
tions of methods from statistical analysis, machine learning, data mining or exploratory
data analytics. Selected case studies are shortly presented below. But before showing
particular cases, let us have a more detailed look at how the background knowledge can
be captured in medical data analytical processes.

An explicit part of the knowledge can be represented similarly as previously, by
means of suitable semantic representation (domain concepts). For efficient support of
tacit knowledge available in brains of the medical experts, a suitable form of interactive
decision support system is needed.



92 P. Bednar et al.

Domain expert task:
e interpretation of the attributes and the
correlations between them

Analyst task:

e first insight into data. determination of the
intersting facts from the data mining view.
detect data quality problems

Domain expert task:
® set up hypotheses, goals from Domain expert task:
P A - ® help to deal with mistyping,
Business )‘ '( Data identify the intervals in
Analyst task: understanding/‘ understanding numeric attributes. identify
® determine the evaluation important attributes
metrics, goals from data AN o
mining view & 2 Analyst task:
Data ® consulting the possible

preprocessme, discretization with the

domain expert

Domain expert task:
e consulting with analyst about
the format of the final models

Domain expert task: i

® within the competence of the

Modelling

J

I
A
|
|

doctor 2
Analyst task:
® run experiments with chosen
e

Domain expert task:

® determination of the interesting results and their interpretation
from the medical view

Analyst task:

® interpretation of the results: determination the interesting results
from the data mining view (considering accepted metrics)

Fig. 10. CRISP-DM methodology with the human-in-the-loop concept [20].

Domain Concepts. The electronic health care records (EMR) represent a new opportu-
nity on how to improve the quality of the medical diagnostics and the overall healthcare.
But this opportunity also brings some barriers for the routine daily use of this data like
a limited scope of the collected data, lack of compatibility between different systems,
non-uniform terminology and missing connections with other sectors or databases. The
semantic representation of the EMRs is important mainly from the point of view of
digital interoperability between the various healthcare information systems. Addition-
ally, formalized medical data allow better interpretability of the clinical cases and better
reproducibility of the medical trials.

We have developed a system for the extraction of information from electronic health
records of cardiology patients [24]. There are altogether extracted 64 attributes signed
by the expert as relevant for the assessment of cardiovascular risk. Currently, a larger
project is running [25], where a much broader number of relevant information will be
collected and researched in order to contribute to early cardiovascular risk detection by
means of data analytics processes.

From the point of view of semantic formalization, the medical domain has well
established standard ontologies which include Unified Medical Language System
(UMLS), International Classification of Diseases (ICD) or Systematized Nomenclature
of Medicine Clinical Terms (SNOMED CT). Terminological ontology SNOMED-CT
is particularly suitable for the description of the data analytical tasks and the formaliza-
tion of the communication between the domain experts (clinicians) and data scientists.
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SNOMED-CT is a concept-oriented and machine-readable medical terminology used in
electronic medical records. The clinical descriptions in practice which are usually doc-
umented as the semi-structured documents, can be transformed into the SNOMED CT
concepts and descriptions. Besides the existing concepts, the SNOMED CT ontology
can be easily extended by clinicians with the new formalized terminology in order to
cover in the knowledge base whole data-analytical process.

Decision Support System. In order to mediate the interaction of domain experts pos-
sessing valuable tacit knowledge with a system based on data analytical process, the
human-in-the-loop principle [21] is very valuable. The main idea behind this concept
is that data mining algorithms can interact with agents, and based on this interaction,
optimize its behaviour. This is also known as interactive machine learning.

One of the possible approaches on how to implement this idea into the data analytical
system is to use case-based reasoning (CBR) principles. CBR is an established problem-
solving strategy which tries to adopt the solution of previous similar cases to the current
one. This is a natural and often used strategy in medical science. One particular case
study where we used these principles will be presented in subsection

5.2 Metabolic Syndrome Diagnostics

In [9-11] we used a combination of clustering and logistic regression to extract patients’
groups with similar characteristics, medical history or symptoms; with the following step
to identify the main differences between these groups to support the decision process of
the primary care doctor or specialist.

The typical analytical process starts with a common understanding between data
analysts and domain experts what are the expectations that can be transformed into
goals and success criteria. This phase follows by basic data understanding using suitable
statistical tests or data exploratory methods like histograms, correlation analysis, etc.
We extended this phase with an estimation of new, possible useful cut-off values for
selected variables through the Youden index method [12]. In comparison to the Receiver
operating characteristic curves, this method offers better results with respect to the
maximum overall correctly classified cases by maximizing the sum of sensitivity and
specificity metrics. It helped us to identify more optimal points above which the greatest
number of women with Metabolic Syndrome can be expected, with the smallest number
of false negative results. The International Diabetes Federation provided in 2005 the
definition of Metabolic Syndrome for the females such as a set of rules containing waist
circumference, hypertension, triglycerides, cholesterol, and fasting glucose. We used the
decision tree approach to confirm this definition in the dataset in parallel to extract other
simple, understandable diagnostic rules.

The prevalence of multimorbidity or multiple diseases in the same person increases
with age and is partly due to the synergistic effects that different diseases have on each
other [13]. In [10], we aimed to identify the clustering of comorbidities, cognitive, and
mental factors associated with increased risk of pre-frailty and frailty in patients older
than 60 years. For this purpose, we used the k-Means algorithm [14]. It is a type of
partitioning algorithm that uses only numerical parameters and aims to partition a set
of n objects into k clusters so that the resulting intra-cluster similarity is high, and the
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Fig. 11. Scatter plots of the three generated clusters in the Metabolic Syndrome case study.

inter-cluster similarity is low. The intra-cluster similarity is measured with the mean
value of distances between the objects in the cluster. As the initial value of k is very
important, we used the Elbow [15] and Average silhouette methods [16] but without
unambiguous results. Finally, we applied the Calinski-Harabasz index [17] and decided
to generate 3 clusters. The best R2 value indicating the low inter-cluster distance was
0.19, see Fig. 11.

The most important factors for the frailty diagnosis were identified by the logistic
regression models [18]. At first, we checked all input variables by simple correlation
analysis and variance inflation factor to prevent the multicollinearity [19].

5.3 Cardiovascular Risk Assessment

Cardiovascular diseases hold for long a leading position in statistics on the causes of
death in many countries. The global trend in the proportion of deaths from these diseases
is constantly growing. One way how to make procedures for early and precise assess-
ment of cardiovascular risk more effective is to use a decision support system to assist
cardiologists in making decisions about the severity of a patient’s condition.

We have designed and developed a decision support system based on CBR principles
and making use of data analytical process at the same time. CBR is a methodology used
to solve problems, based on previous cases with a known solution. This method is based
on the principles of human reasoning, trying to imitate a person in solving new problems,
who uses his previous experience and tries to adapt them to the current situation [22].
Solving a problem with CBR usually consists of four main phases [23]:

1. RETRIEVE - finding the most similar cases to a new problem,
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2. REUSE/ADAPT - reuse of knowledge from found cases to solve a new problem,
REVISION - review of the proposed solution,
4. RETAIN - saving parts of the solution that may be useful in the future.

w

In our approach we adopted this CBR methodology for the assessment of the car-
diovascular risk of new patients, utilizing the k-NN method for finding the most similar
patients from the history (within the RETRIEVE phase) and an original method for
reusing the information about the similar cases in order to assess the cardiovascular risk
of the new patient (within the REVISE phase). Moreover, the CBR cycle is supported
by a set of visualizations, which have been designed in tight cooperation with the target
user, a cardiologist. Based on his feedback on the first version of our system, it seems
to be very useful and promising. More details can be found in [26].

6 Conclusions

In this chapter, we have described the semantic model for the formalization of the data
analytical processes. This ontology promotes the sharing of best practices and results
within and between domain experts and data scientists, reducing both the duplication
and loss of knowledge. It is an essential step in formalizing the data analytics methods
and how they can be applied in the various domains. The described semantic model has
modular architecture divided into a domain-specific part and data analytics part. The data
analytics part specifies concepts for data representation, pre-processing, and modeling
of the predictive functions. The domain-specific part specifies the conceptualization of
the modelled domain. In the chapter, we have presented two use cases: one for the
optimization in the process industries and one for the intrusion detection systems. Both
parts are interlinked in one unified semantic framework. Besides the formal specification
of the semantic models, we also designed and implemented modelling tools that allow
collaborative semantic modelling and sharing of knowledge between domain experts and
data scientists. An essential feature of the modelling tools is that they are designed for
users without skills in semantic technology. In the future, we like to adopt the proposed
model to other domains and provide a common metamodel which will also allow the
cross-sectorial data analytical processes.
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Abstract. The huge amount of data generated on a daily basis in many areas of
our lives predetermines data science to be one of the most significant current IT
research areas. Thanks to the recent technological trends, such as internet of things
(1oT), the data streams constitute a majority of currently created data. This chapter
aims to provide one possible view on the recent trends in stream mining.

Our focus is on two frequent data mining tasks — namely the prediction and
the optimization. We have several years of experience in predictive modeling and
we would like to offer here a summarization of the selected outcomes of our
research work. The domain in which we have verified our methods, is the power
engineering area. Due to population growth and technological advancement, there
has been a huge increase of global energy demand in recent years.

The ultimate goal is to manage the energy supply in the most efficient way.
To propose smart solutions, the first step is to have a clear idea about its future
consumption and production. Then we can proceed to efficient control of the smart
grid, by involving recent trends in optimization and utilizing machine learning
approaches. Hence the second part of the chapter is devoted to our endeavors
in solving tasks of smart grid optimization. The common denominator of the
described approaches is the effort to cover various types of knowledge entering
these procedures.

Keywords: Data analysis - Big data - Stream mining - Time series - Prediction -
Optimization

1 Introduction

As we all know, the 21-st century can be characterized as a century of digital trans-
formation. Paradigms such as artificial intelligence (Al), internet of things (IoT), 5G,
high-performance computing and data analytics play a crucial role — they represent
emerging technologies, which will significantly change our lives. If we succeed to build
the technological progress on these phenomena, respecting also ethical foundations, we
will witness the formation of veritable digital intelligence society. It is based on several
pillars — however, we are convinced, that the ability to acquire and utilize knowledge will
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be the key distinguishing factor of competitiveness. This fact also implies the transition
of current economy to the knowledge-based economy.

We can consider the knowledge from several angles. From societal point of view
its engagement in decision-making process is a significant determinant of economic
growth. Our interest is much narrower: we explore the emplacement of various types of
knowledge in the processes and procedures of analyzing and processing data. In order to
streamline these processes, technical expertise about methods and algorithms is required
and knowledge about an exploding number of analytic approaches is very useful. A big
deal of this expertise is a tacit knowledge of the experts. However, the identification
and subsequent explicit representation of this type of knowledge would be of great
value. This paper presents one view on a given topic. It deals with knowledge, used in
the process of solving specific tasks of data mining. Our endeavor is to cover various
types of knowledge to provide preliminary view on its possible later formalization and
representation. The most important types of knowledge that are necessary to successfully
solve data analysis tasks are [54]:

e existing different techniques that can be applied in the data analysis process,
e metadata on the input dataset, and
e predictive models, or other types of models.

The whole process is supported by the domain knowledge of the given area.

As mentioned earlier, the goal of this chapter is to provide an insight into data
scientist’s know-how, whereby we deal with expert knowledge, as well as with domain
knowledge.

The huge amounts of data are generated daily in almost every area of our life. It is
clear, that the value which is hidden in these data can be discovered only if these data are
properly analyzed. Our focus is on processing data streams, as due to the contemporary
technologies such as IoT, the stream data constitute a majority of currently generated
data. From among many data analysis tasks, we concentrate on predictive modeling and
optimization. Our group has explored relatively many approaches to solving prediction
task. Basically, two approaches to analyze data are used: statistical methods and recently
very popular machine learning techniques. We have experience with both types, and we
aim to share our experience with them and provide the outlook on the whole area of
stream mining, stream forecasting and optimization. In our research, we have verified
the proposed methods in the domain of power engineering. Within the scope of this
chapter we have selected use cases from the domain of power engineering — also to make
feasible to discuss the incorporation of domain knowledge into the model creation, e.g.,
to include the given constraints into the solution.

In power engineering domain, the traditional grid is changing. It is no more central-
ized network, where all power customers take energy from the main source. Rather it
becomes a distributed network, where the customers will not be just consumers anymore,
but they will become prosumers, who consume and produce the energy from renewable
energy sources. To effectively use the generated energy, it is important to predict its
consumption and production as precisely as possible. Based on these predictions we can
then manage the operation of the grid. Here the optimization methods have their firm
place. Our goal is therefore to continue the research in the field of optimization methods
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to offer intelligent smart grid solutions and thus to contribute to an important problem
of energy supply.

This chapter is organized as follows: Sect. 2 provides a brief introduction to stream
mining in general, in Sect. 3 approaches to stream forecasting are reviewed and our
research in this area is mentioned, i.e., our activities towards prediction of energy con-
sumption and production. Based on these outcomes we move on to an important problem
of contemporary smart grid — an optimization of its operation. We introduce our efforts
in smart grid optimization in Sect. 4 and conclude the chapter in Sect. 5.

2 Stream Mining

The need for efficient processing of large volumes of data resulted in emergence of
the stream mining research field. The data streams have similar properties as big data:
volume, velocity, and variety. Since the data in the stream flow constantly, their volume
is essentially infinite. The individual values can come in regular intervals at various
speed in one or more simultaneous streams comprising time series. The data can come
from diverse sources and change their nature over time due to influence of miscellaneous
factors.

Unlike traditional batch mining, stream mining has several restrictions and there are
special requirements for data stream processing:

e accuracy of stream mining method should not differ significantly from the batch
mining method,

e timeliness of the stream mining method results should correspond to the interval of
data arrival and the results should be provided early enough for decision-making,

e adaptivity should be a key part of the stream mining method to cope with the evolving
data characteristics in dynamic environments.

Stream Processing and Concept Drift Problem. The learning algorithms in general
can be divided into categories based on the amount of data present in the learning
process (see Fig. 1). While in offline learning mode a whole training set is needed to
create and deploy a model, in online learning mode the data are processed sequentially,
and the model is continuously updated with the arriving data. The individual levels of
learning differ in the ability to access past data (partial memory) and the frequency of
model updates, i.e., batch-by-batch processing in incremental algorithms vs. one-by-one
processing in online algorithms [28].

L —

offline incremental . .
incremental online

(batch) with partial memory

Fig. 1. Types of learning algorithms according to [28].

The incremental and online algorithms can address the last requirement for the stream
mining methods — adaptivity, which is closely related to the concept drift problem. This
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problem manifests mainly in the predictive data mining tasks but can be also observed in
the results of descriptive tasks if repeated successively over time. “Concept drift means
that the statistical properties of the target variable, which the model is trying to predict,
change over time in unforeseen ways” [38]. There exist several types of drifts, e.g.,
abrupt (sudden), gradual, incremental, recurring, etc. [28, 38, 51]. Unfortunately, most
of these types are not yet thoroughly formally defined and examined and more studies on
their nature are required [35]. Moreover, outliers and noise in data can be easily mistaken
for concept drift.

The goal of adaptive incremental or online algorithms is to adapt to the chang-
ing data stream. Depending on the inclusion of an explicit concept drift detector in
the algorithms we differentiate active (or informed) and passive (or blind) approaches
[19, 28, 38]. Ramirez-Gallego et al. [51] identified four main approaches to efficiently
tackle the drifting streams: an active approach via concept drift detectors and three pas-
sive approaches — sliding widows, online learners, and ensemble learners. The passive
approaches adapt implicitly over time by continuous learning. The active approaches
detect the drift in data stream and react to it only if detected. Lu et al. [38] described
three main groups of drift reaction methods in active approaches: simple retraining (a
new model is retrained and replaces the obsolete model), ensemble retraining (a new
model is retrained and added to the ensemble of models) and model adjusting (a part of
the existing model is replaced).

The concept drift problem has been recognized in increasing number of areas, espe-
cially in big data community [38]. Lately, several extensive survey papers concerned
with this problem [19, 28, 38] or included it as a related issue [35, 51].

3 Stream Forecasting

As mentioned earlier, the stream mining area covers both predictive and descriptive data
mining tasks. In our research, we aimed at prediction, i.e. stream forecasting in one
particular application domain — power engineering. Prediction of power consumption
and production is a typical real-world example of learning in a dynamic and evolving
environment [19].

The process of stream forecasting consists of three steps [28]: predict, diagnose and
update (see Fig. 2). The last two steps are optional since they are part of active adaptive
approaches only. These three steps repeat continuously as new samples/batches from the
stream arrive.

stream —— —— forecast

update diagnose

Fig. 2. The stream forecasting process [28].
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Open Problems. The most emphasized open problem in the literature is the transforma-
tion and optimization of existing offline methods to online or incremental methods [24,
35]. The demand for this kind of methods originate from the ever-growing production
of data, i.e., the big data phenomenon, but also from the hardware miniaturization trend
that calls for energy efficient methods, which can work with a limited memory space
[24]. For successful utilization of offline methods in stream forecasting, the methods
require adjustments to achieve lower computational complexity and ability to adapt to
concept drifts.

A significant drop in time and memory complexity can be achieved by removal
of redundant data by their approximation [46] and creation of hybrid approaches that
combine the prediction methods with methods for transformation of raw time series
data to more efficient representations [24]. The complexity reduction and online data
pre-processing is suggested to be a mandatory step of the stream mining process [51].

The complexity reduction issue also relates to over-parametrization of mining meth-
ods and the need for parameter free data mining approaches [24]. Automated or semi-
automated parameter tuning can alleviate this problem, e.g., by utilization of optimization
algorithms. This problem is also mentioned in the context of ensemble learning where
it is referred to as a problem of self-tuning ensembles [35].

The other way to more efficient mining approaches, is development of methods that
are dynamically adaptive to varying nature of data streams, i.e., the concept drift [24]. The
concept drift problem requires research of incremental methods that can continuously
learn but also forget obsolete knowledge [46]. There is also a lack of research on effective
integration of concept drift handling techniques with machine learning methods [38]. The
research on concept drift methods is heavily affected by missing benchmarking tools,
such as uniform datasets used across papers. The datasets should come from different
real-world applications [24, 35, 38] or synthetic data generators [46] and cover various
types of concept drifts.

3.1 Power Demand Forecasting

Traditional static time series prediction methods learn the model from the batch of
data and are subsequently used without the need to persistently relearn the model. The
prediction methods can be divided into two main groups [44]:

1. statistical/stochastic methods and
2. artificial intelligence/data mining/machine learning methods.

These are often combined into ensemble models to exploit the different qualities of
multiple methods or to amplify the quality of a single method.

Statistical Methods. In general, statistical approaches model future values based on
historical data. Since the future value is not exactly determined by past values, the series
is not deterministic, and we speak about stochastic process.

The most popular statistical approach for time series prediction and popular power
demand forecasting method is called Box-Jenkins methodology [5] and its autoregressive
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(AR) and moving average (MA) models and their combinations, suchas ARMA, ARIMA
[2], ARMAX [36], ARIMAX [71], SARIMA or SARIMAX.

Another popular statistic method for time series analysis and prediction is exponen-
tial smoothing [9]. Unlike AR and MA models that consider only several past values
given by the order of the model and weight them equally, exponential smoothing consid-
ers all past values from the beginning and weights them by smoothing factors that decay
exponentially. This results to the simple model, where older values have smaller weights
than more recent ones. When the time series contains a trend, recursive application of an
exponential filter twice or three times results to double and triple exponential smooth-
ing, respectively. Exponential smoothing was successfully used to predict electricity
load consumption [61, 62]. In our research, we have extended the double exponential
smoothing with concept drift detector based on the domain knowledge — the fact that the
daily error of a good power demand forecast should not be higher than 5%. We found out
that this incremental approach can significantly save computing resources and provide
precise results even when concept drift occurs [64, 65].

Seasonal decomposition of time series by LOESS (STL) [13] decomposes time series
into trend, seasonal and remaining components. The decomposition is based on LOESS —
a nonparametric regression technique that uses local weighted regression to fit a smooth
curve through points in a sequence. STL is robust to outliers. STL was also used to
predict monthly electricity consumption [59].

The most utilized family of statistical models used for making continuous predictions
is known as regression analysis. The dependent variable is predicted based on indepen-
dent variables. They are known as regressors, exogenous or explanatory variables. In
time series analysis, time and calendar variables, such as month, day of a week or hour
of a day, are used instead of historical values. Regression models were used to make
predictions for power load consumption [11, 68].

AI Methods. The second family of models for time series analysis and prediction solve
aregression task by advanced methods of artificial intelligence. The values are modeled
based on calendar, time, selected historical data and other exogenous variables.

Artificial neural networks do not require to determine the type of function between
input and output in advance. The output predicting function is learned in the form of pat-
terns based on historical data time/calendar variables and/or exogenous variables. Neural
networks are very suitable for modeling nonlinearities in data and have a theoretically
proven ability to approximate any complex function with arbitrarily chosen accuracy.
They have been used extensively to predict electricity consumption since the late 1980s
[41]. Their great advantage is that they can naturally model the influence of various
exogenous variables on sampling values. On the contrary, the disadvantage is that they
belong to so-called black-box models, where the predictions cannot be explained. The
most used neural networks are multilayer forward neural networks [34], recurrent neural
networks [16] or, recently, deep neural networks [18].

Support vector regression (SVR) [21] is a regression version of the well-known
support vector machines (SVM). SVR searches for an appropriate line or hyperplane (in
higher dimensions) fitting the data within decision boundaries around the hyperplane in
distance given by the tolerable error. Slack variables are usually added into the model to
allow approximation in the case that all data cannot lie within the decision boundaries.
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Similar to SVM, in the non-linear case, kernel functions are used to transform the data
into higher dimensional feature space where data exhibit linearity, without increasing
the computational cost. SVR were successfully used for electricity load forecasting [40].
For stream forecasting of power demand, we have extensively studied the online variant
of SVR with one-by-one processing and forgetting ability [67].

Regression trees are predictive models based on the decision trees addressing the
classification problems. However, the output of regression tree is a continuous value.
Usually, it is calculated as an average value of items that ended up in the final leaf of the
tree during the tree training. To achieve better prediction accuracy, many strategies how
to use multiple regression tree predictors were formed. Regression trees were used for
power load forecasting in [33].

The advantages and disadvantages of both statistical and Al methods are summarized
in Table 1.

Table 1. Pros and cons of power demand forecasting methods [66].

Statistical Artificial intelligence
Pros | easy interpretability * minimum statistical or domain
» few parameters to estimate knowledge required

ability to model also non-linear
relationships between power demand
and exogenous variables (e.g., weather)

¢ better univariate models

better multivariate models

Cons | * ability to model only linear relationships | ¢ difficult interpretability

* low accuracy in longer term over-parametrization

« statistical and domain knowledge heavy computation without optimization
required

Ensemble Models. The basic idea of ensemble learning is to combine the results of
simpler (weak) classifiers or predictors, called base models, to achieve better results.
Combined weak methods should be independent of each other and their accuracy should
be better than the accuracy of a random model. The three basic approaches are:

e Bagging [7] achieves the diversity of basic models by using a bootstrap approach to
select a subset of the data on which the model is learned. Random forests [8] represent
a certain generalization of bagging. In the process of creating trees, only a randomly
selected subset of attributes is used in each division (branching) of the tree.

e Boosting approach [53] builds a set of methods sequentially, starting with one model
and gradually adding another so that a new model is created based on the errors of
the previous base models. Gradient boosting [26, 27], which can be used to optimize
any differentiable loss function, is a very popular approach used for regression.

e Stacking, unlike previous approaches, where the same types of basic models (e.g.,
regression trees) are trained, combines the predictions of two or more different basic
models (e.g., a regression tree and a support vector regression).
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Ben Taieb and Hyndman [60] used gradient boosting to predict electricity con-
sumption. They created semi-parametric additive models and used gradient boosting
to estimate the parameters of these models. Papadopoulos and Karakatsanis [48] com-
pared random forests and gradient boosting regression trees with seasonal versions of the
ARIMA and ARIMAX prediction models. Ruiz-Abellén et al. [52] compared 4 ensem-
ble methods — bagging, random forest, gradient boosting and so-called condition trees
to predict the next 48 samples. The results demonstrated the effectiveness of ensem-
ble learning approaches, especially random forests and gradient boosting. The stacking
approach, i.e. combining heterogeneous models to obtain more accurate predictions, has
been applied in [10, 20, 47]. We have also proposed an incremental ensemble learning
method based on stacking. In the design, we employed the domain knowledge that com-
prises the knowledge about strong seasonality of the data and the need to consider sudden
or gradual concept drifts. The ensemble approach was chosen for its ability to quickly
adapt to changes in the distribution of predicted variable and its potential to be more
accurate than a single method. Predictions of particular base models can be computed
in parallel in order to reduce computation time and to scale up to incoming amount of
data which makes the proposed ensemble suitable for big data streams. We selected a
wide spectrum of base models and proposed two weighting schemes for combining the
base models‘ predictions — a scheme based on median error of the base models [32] and
utilization of biologically inspired optimization algorithms for weighting [4, 31]. We
focused on studying the effects of seasonality and concept drifts.

3.2 Power Production Forecasting

The task of dynamic prediction of electricity production from renewable energy sources
(RES) is equally important as power demand forecasting and employs similar methods.
The production can be unstable, resulting in large actuations of energy, which might cause
instability of the grid. Therefore, itis necessary to predict it so that grid operators can plan
power generation or effectively regulate the grid to ensure its stability. Photovoltaic (PV)
panels obtain energy from solar radiation. Unlike PV, wind energy does not have daily
seasonal patterns, instead it depends on local meteorological effects, thermal exchange
between ground and atmosphere and general changes in weather patterns. There are
three main approaches to prediction of RES energy [1, 55, 69]:

e Statistical methods. Statistical approaches use only data from the past, which contains
information about weather and production of photovoltaic power plant. For a short
term, up to 36 h, statistical methods can prove to be a bit accurate.

e Physical methods. Physical approaches use weather forecasts and technical parame-
ters of photovoltaic power plants or wind turbines, which are necessary for calculation
of approximate electricity production.

e Ensemble methods. Hybrid approaches combine previous approaches to the ensem-
bles to improve prediction. Ensemble or hybrid methods use a combination of different
statistical and physical methods with the goal of improving the accuracy.
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Artificial intelligence methods are powerful in predicting photovoltaic power produc-
tion, but their accuracy is highly dependent on their hyperparameter setting. The hyper-
parameter setting can be done in various ways, either manually or by using algorithms
capable of finding and evaluating different hyperparameter settings, such as nature-
inspired algorithms. In our most recent research, we proposed the utilization of firefly
algorithm to optimize hyperparameters of a SVR model for PV production forecasting
[58].

4 Optimization

After a detailed research of forecasting methods, we explored other possibilities of
using prediction to increase the efficiency of processes. One of the possible ways to use
prediction is in optimization problem, where based on predicted attributes, it is possible
to create a plan for a few days ahead. For example, based on the prediction of electricity
consumption and production, we will create a plan for the use of batteries to store energy
produced by photovoltaics using optimization methods.

4.1 Optimization Process and Open Issues

The aim of the optimization process is to find the best fit result from a set of available
feasible solutions that met the conditions of the set model. It is very important to deter-
mine the correct model of the problem to be optimized based on domain knowledge. It
is necessary to create a formula that describes the real world as much as possible. By
setting the values of decision variables, it is possible to maximize or minimize objective
functions. Optimization methods are used to solve various types of problems, such as
linear, nonlinear, undifferentiated, or dynamic problems. Williamson and Shmoys [72]
describe theory and taxonomy of optimization.

The optimization with many objective functions to minimize or maximize is called
multi-objective optimization. It is very important to identify objective functions and
their constraints, set the limits and conditions correctly [15]. The main problem of
multi-objective optimization is that if there is an optimal solution for one function,
it is uncertain that it will be optimal for other functions as well. It sets this problem
especially when the goals of the objective functions are contradictory. Therefore, the
task is to find solutions that are optimal or nearly optimal for each function at once
[76]. Pareto optimality represents a solution that is a compromise between all suitable
solutions. The problem of pareto optimality is also dealt with in other works, which
describe, e.g., the conditions of optimality and the division of the set of solutions [15,
22,25].

Several open issues need to be addressed when designing a solution for multi-
objective optimization. There are several multi-objective optimization review articles
that describe currently open issues and challenges [3, 14, 39].

The current research challenges that many authors view from some aspects are:

e Real time processing and dynamics. Multi-objective optimization is computationally
demanding and therefore no real-time solution is defined for this type of optimization.
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It is also difficult to include problem dynamics into the modelling and real-time
optimization process.

e Hierarchy between objective functions. In two-level problems, when one of the objec-
tive functions is subordinate to another, its evaluation is used as a limit in the superior,
the computational complexity increases.

e High dimensionality. With many objective functions, it is difficult to evaluate the
principles of the dominance of found solutions, and therefore most solutions can be
evaluated as equally successful.

e Experimental verification. Test objective functions are used to evaluate the success of
optimization algorithms, but they do not necessarily cover real-world situations. Also,
with an increasing number of objective functions the calculation time for evaluation
of the objective functions increases [39, 63].

e Visualization. The result of evolutionary algorithms for multi-objective optimization
is a Pareto-optimal set which contains optimal solutions. To select a suitable solution,
it is possible to visualize the results, but with an increasing number of objective
functions, it is not trivial.

4.2 Optimization Methods

There are currently several approaches to address optimization. Approaches can be
divided into analytical (mathematical or exact), numerical (approximation or meta-
heuristics) and their combinations (hybrid) [12, 63]. Depending on the complexity of
the modelled optimization problem, it is necessary to decide which method to use. If the
level of complexity is low enough, it is possible to use analytic methods that guarantee
the optimum solution. However, due to the nature of large data and multiple objective
functions and with the increasing complexity of the problem, it may be better to use
metaheuristics.

Metaheuristics and their exploration and extraction mechanisms provide a reasonably
good solution at a reasonably appropriate time [17, 29]. An example of metaheuristic
approaches are biologically inspired methods, for example, neural networks, which were
created based on the functionality of the human brain, or genetic algorithms, which copy
the behavior of evolution in nature. Biologically inspired methods can be divided into
three groups: swarm intelligence, evolution-based and ecology inspired algorithms. Bou
Ezzeddine et al. [4] described these groups of biologically inspired methods in more
detail. These algorithms have been used, for example, in [6], when the mathematical
model have been proposed with the aim to optimally manage the smart polygeneration
microgrid to minimize daily operational costs and carbon dioxide emission. In the work
[45], authors formulated objective functions representing charging and discharging costs,
losses, and voltage profile.

The choice of optimization algorithm type depends also on the end user’s involvement
in the optimization process. In terms of user preferences, according to many authors [15,
22, 75], the methods are divided into four main groups:
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e Methods without knowledge of preferences. User preferences are not considered, and
we want to achieve Pareto’s optimal solution, which means a generated neutral com-
promise. This approach is mainly used when the end-user preferences are not known,
and he does not participate in the simulation process.

e Priori methods. User preferences are considered and therefore end-user requirements
are included in the simulation process. This user information is used for subsequent
scalarization of features.

e Posteriori methods. The output of the algorithm is a set of solutions from which the
end-user can choose the solution that seems to be the best one, in his opinion. Its
requirements may be included in the process, but there is no need for its preferences
to be included in the input of the algorithms.

e [nteractive methods. The end user intervenes in the process of selecting solutions
for searching in the algorithm solution space so that the selection is directed to its
preferred solution. The iteration process is repeated until the user decides to end it.

4.3 Evaluation of Optimization Methods

We can divide the evaluation of the optimization methods based on whether we evalu-
ate the success of the optimization algorithm or the achieved optimization results [22,
37,63, 74]. In terms of the success of the optimization algorithm, the result of the multi-
objective problems (MOP) should be non-dominated and as close as possible to the Pareto
optimal front, just like convergence to the global optimum in single-objective optimiza-
tion [22, 73]. The most important part of optimization is evaluation of performance of
different types of algorithms [14, 37]. The test functions, such as bi-objective Zitzler-
Deb-Thiele suite (ZDT) and scalable Deb-Thiele-Lau-mans-Zitzler suite, are used for
performance evaluation of multi-objective capabilities in approximating the Pareto front
[22]. These function tests non-convexity, multi-modality and non-uniformity of the search
space, and discontinuity. Discontinuity of solution usually cause difficulties in solving
multi-objective evolutionary algorithms. If the algorithm can solve such test functions,
there is a great possibility that it will be able to solve multi-objective problems of the real
world.

In terms of evaluating the results of optimization, the most commonly used way to
evaluate the success of optimization is to express the values of objective functions. For
example, in the domain of power engineering in the process of evaluating the results of
optimization, the following indicators can be evaluated: the amount of energy consumed
from the mains, the amount of energy consumed from the energy produced by photo-
voltaic cells, fluctuations and the connection of the curve of energy consumption from
the main network, the total price of energy consumed from the mains.

If the stream processing requirements are met, it will be possible to create an online
(stream) forecast and then create a real-time optimization plan. Some of the metaheuristic
methods can provide multiple solutions, so the decision-maker will be able to choose a
suitable solution in time.

4.4 Microgrid Optimization Problems

Microgrids must have a specific management strategy that operates distributed energy
resources, trades energy with the main grid and manages the energy load [49, 77]. A
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hierarchical control structure is used, which is formed of three layers controls. Each layer
is used to manage specific actions of the microgrid systems. The primary control layer
focuses on real-time control of the microgrid. Its main task is to keep the local voltage
and frequency at optimal levels, which is achieved using a technique called droop control
[56]. The secondary control layer operates over periods of seconds up to minutes. It aims
to compensate for larger deviations in voltage and frequency caused by changes in load
or renewable energy production. The tertiary control layer usually operates in matters
of hours or days. The main focus of this layer of control is the economic concerns and it
manages trading with main grid. This level of control typically involves the collection of
information on energy prices, weather forecasts, renewable energy production forecasts
and energy load forecasts. Based on these forecasts, a plan for grid trading and generator
management is created. This plan is mostly created with economical goal in mind, but it
could be even more complex multi-objective one. The schedule can range usually around
24 h.

We assume that the problems of the real world need to be modelled by several specific
objective functions that can be optimized. Efficient management of energy consumption,
electricity production and storage are a possibility to spend less money on electricity
and produce a more accurate amount of energy. There are three main categories that can
benefit from optimization in power engineering:

e Microgrid planning/microgrid sizing. We can determine the optimal architecture (i.e.,
the number and type of correct components) due to its expected size and environment
with the aim to produce the expected amount of energy consumption.

e Microgrid operation. We can adjust the optimal amount of energy produced to the
expected consumption and in order to achieve the lowest possible cost.

e Microgrid control. We can optimize models describing network status to increase
network reliability (i.e., planning, implementation and monitoring of activities of
electricity producers).

The application of domain knowledge in the process of prediction and optimization
can have a positive impact on more efficient energy management. For example, in case
we have knowledge of what kind of electricity consumption it is, we can determine
the start-up time of the appliance or limit the amount of consumption when creating a
recommendation for the end consumer. Several grid components and their integration
are described by many authors [43, 49]. An example of grid components that we should
consider when creating a model are:

e clectric appliances:

— fixed — we cannot manipulate the consumption, e.g., security system,

— flexible — we can manipulate the consumption to optimize the smart grid, there are
appliances whose consumption we can limit (e.g., air conditioning or lighting) and
those whose consumption we can move (e.g., washing machine, dishwasher),
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e distributed energy resources (DER):

— controllable — we can turn off and on demand or set the power level (e.g., diesel
generator),

— uncontrollable — we cannot control power level, e.g., renewable energy sources
(such as solar collectors and wind turbines),

e devices useful for energy storage, e.g., energy storage systems with batteries.

Based on the knowledge of the batteries used in the microgrid domain, we can more
accurately create a plan for their use. The maximum and minimum battery charge limits
are given by its capacity. To prolong battery life, it is possible to change the battery
charge and discharge limits settings. Sufyan et al. [57] and Prodan et al. [50] state that
battery life decreases with the number of charges and discharges. They define battery
life as the number of full charges and discharges until its capacity drops to 80% of its
original value. They also state that battery life is also affected by depth of discharge
(DOD), which is the opposite of its state of charge (SOC). Weniger et al. [70] mention
that in addition to the number of charges and discharges of the battery, its life is also
affected by its state of charge. The authors keep SOC batteries in the range of 20% to
80% of its original capacity. To charge the battery to more than 80%, it is necessary
to maintain a constant high voltage, which is harmful to the battery in the long run.
The limit for batteries is also the maximum amount of battery discharge per hour (e.g.,
5 kWh). The worst case of battery use is frequent full discharge cycles. It is optimal to
limit the battery charge from 80% to 20% of the original capacity.

Objective functions are identified based on similar domain knowledge. When plan-
ning microgrids, the reliability criterion is evaluated, which is usually measured using
parameters such as the ratio of forced outage rates (FOR), expected energy not served
(EENS) or loss of load probability (expectation) (LOLP (E)) [30]. For example, the
LOLP (E) is a criterion that measures how much time (hours) a given energy source
will not meet the requirements for supplied energy (i.e., some customers will not receive
energy/will be disconnected) during the total number of n hours (1) [23].

Yo Deficit load time
n

LOLP =

* 100% (1)

The LOLP of the system can be used as a limitation of the objective function when
the value of the LOLP should be lower than the allowable LOLP reliability index.

When optimizing the operation of the microgrid, the goal is to minimize the differ-
ence between the energy produced and the electricity consumed. In this case, economic
dispatch is used in the short term, and unit commitment in the medium term. For exam-
ple, in calculating the economic dispatch energy costs are minimized by determining
the optimal generator power output, Py, grid power Pg,;, and energy storage state of
charge SOC, at each time step i, such objective function is used (2) [42].

min Z;’ZO {Zizo F(Py); + F(Pgrid)l.] n ijo F(SOC)), )

There are n time steps i = 1,2, 3, ..., and g dispatchable generators and their cost
F(Py). F (Pg,id) is a time dependent price for either purchasing or selling power and
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F(SOC,), represents energy that remains stored in the s energy storage devices at the
end of the forecast horizon. In determining this objective function, knowledge of the
battery used to store electricity was utilized. Such inclusion in the objective function
ensures that solutions which fully deplete the storage are not always preferred. By setting
specific optimization goals, it is possible to determine many objective functions and their
constrains.

5 Conclusion

The goal of this chapter was to provide a competent view on the recent trends in stream
mining with special focus on its application in energy domain. Our team has several years
of experience in research of predictive modeling — we have explored many approaches
and performed a lot of experiments in searching for effective ways of forecasting power
load consumption and production.

The first part of the chapter is therefore devoted to selected methods and techniques
of stream forecasting. In our research, we payed a great deal of attention to ensemble
learning — a composite model, integrating different individual models, aiming to reduce
prediction errors. The potential of ensemble models is known for quite a long time;
however, we found a challenge in improving some of its features. The main reason to
use ensemble learning was its ability to quickly adapt to changes in the distribution of
predicted variable. We proposed an incremental ensemble model for electricity load fore-
casting based on stacking strategy [32]. We applied biologically inspired algorithms for
updating weights in the ensemble [4, 31]. Our interest was to improve the performance of
ensemble learning in the presence of different types of concept drift that naturally occur
in electricity load measurements. Besides the passively adapting ensemble model, we
studied an incremental approach with active adaptation [64, 65] and later an online learn-
ing approach [67], which were oriented on effective utilization of computing resources
within stream processing. Recently, we focused on application of biologically inspired
algorithms on hyperparameter tuning of power production forecasting models [58].

The natural continuation of research in the power load domain is to find effective
solutions of controlling the energy supply. Reliable consumption and production predic-
tions are inevitable preconditions of planning process for the next periods. For example,
we can schedule the effective usage of batteries to store energy produced by photovoltaics
using optimization methods.

In the new concept of electrical network, the term microgrid is becoming very popu-
lar. It represents a localized group of electrical sources and loads, that normally operates
within the central electrical network, but may also be able to disconnect and to function
autonomously. There are several areas of microgrid design, where advanced optimiza-
tion methods can improve the whole process: propose the optimal architecture (i.e. the
number and type of correct components), plan microgrid operation (prepare the opti-
mal amount of produced energy in order to supply expected necessary consumption),
establish microgrid control (planning, implementation and monitoring of activities of
electricity producers). These problems constitute the challenges for our future work.

Our work was closely associated with identification of knowledge, used in data
analysis processes. We considered both types of knowledge — expert and the domain one.
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Appointing the relevant know-how of the given area is the first important step before
its formalization and utilization. Then, the selection of possible relevant knowledge
representations can take place. Among other topics, this will be the subject of our further
exploration.

Acknowledgement. This work was partially supported by the Slovak Research and Development
Agency under the contract No. APVV-16-0213 for the project “Knowledge-based Approaches for
Intelligent Analysis of Big Data”; and the Research and Development Operational Programme for
the project “International Centre of Excellence for Research of Intelligent and Secure Information-
Communication Technologies and Systems — Phase II”, ITMS 313021W404, co-funded by the
ERDFE

References

1. Antonanzas, J., et al.: Review of photovoltaic power forecasting. Solar Energy 136, 78-111
(2016). https://doi.org/10.1016/j.solener.2016.06.069

2. Atique, S., et al.: Forecasting of total daily solar energy generation using ARIMA: a case study.
In: 2019 IEEE 9th Annual Computing and Communication Workshop and Conference, CCWC
2019, pp. 114-1109. Institute of Electrical and Electronics Engineers Inc. (2019). https://doi.
org/10.1109/CCWC.2019.8666481

3. Bechikh, S., et al. (eds.): Recent Advances in Evolutionary Multi-Objective Optimization.
Springer, Cham (2017). https://doi.org/10.1007/978-3-319-42978-6

4. Bou Ezzeddine, A., et al.: Using biologically inspired computing to effectively improve pre-
diction models. Int. J. Hybrid Intell. Syst. 13(2), 99-112 (2016). https://doi.org/10.3233/HIS-
160228

5. Box, G.E.P,etal.: Time Series Analysis: Forecasting and Control. Holden-Day, San Francisco
(1970)

6. Bracco, S., et al.: A mathematical model for the optimal operation of the University of
Genoa smart polygeneration microgrid: evaluation of technical, economic and environmental
performance indicators. Energy 64, 912-922 (2014). https://doi.org/10.1016/j.energy.2013.
10.039

7. Breiman, L.: Bagging predictors. Mach. Learn. 24(2), 123-140 (1996). https://doi.org/10.
1023/A:1018054314350

8. Breiman, L.: Random forests. Mach. Learn. 45(1), 5-32 (2001). https://doi.org/10.1023/A:
1010933404324

9. Brown, R.G.: Exponential Smoothing for Predicting Demand. Arthur D. Little Inc.,
Cambridge (1956)

10. Burger, E.M., Moura, S.J.: Building electricity load forecasting via stacking ensemble learning
method with moving horizon optimization (2015)

11. Charlton, N., Singleton, C.: A refined parametric model for short term load forecasting. Int.
J. Forecast. 30(2), 364-368 (2014). https://doi.org/10.1016/j.ijforecast.2013.07.003

12. Cho, J.H., et al.: A survey on modeling and optimizing multi-objective systems. IEEE
Commun. Surv. Tutor. 19(3), 1867-1901 (2017). https://doi.org/10.1109/COMST.2017.269
8366

13. Cleveland, R.B., et al.: STL: a seasonal-trend decomposition procedure based on LOESS. J.
Off. Stat. 6(1), 3-73 (1990)

14. Dai, D., et al.: Performance analysis and multi-objective optimization of a stirling engine
based on MOPSOCD. Int. J. Therm. Sci. 124, 399-406 (2018). https://doi.org/10.1016/].ijt
hermalsci.2017.10.030


https://doi.org/10.1016/j.solener.2016.06.069
https://doi.org/10.1109/CCWC.2019.8666481
https://doi.org/10.1007/978-3-319-42978-6
https://doi.org/10.3233/HIS-160228
https://doi.org/10.1016/j.energy.2013.10.039
https://doi.org/10.1023/A:1018054314350
https://doi.org/10.1023/A:1010933404324
https://doi.org/10.1016/j.ijforecast.2013.07.003
https://doi.org/10.1109/COMST.2017.2698366
https://doi.org/10.1016/j.ijthermalsci.2017.10.030

16.

17.
18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Intelligent Analysis of Data Streams 113

. Deb, K., et al.: Multi-objective optimization. In: Sengupta, R.N., et al. (eds.) Decision

Sciences, pp. 145-184. CRC Press, Boca Raton (2016). https://doi.org/10.1201/978131518
3176-4

Deihimi, A., Showkati, H.: Application of echo state networks in short-term electric load
forecasting. Energy 39(1), 327-340 (2012). https://doi.org/10.1016/j.energy.2012.01.007
Dhaenens, C., Jourdan, L.: Metaheuristics for Big Data. Wiley, Hoboken (2016)

Din, G.M.U., Marnerides, A.K.: Short term power load forecasting using deep neural net-
works. In: 2017 International Conference on Computing, Networking and Communications,
ICNC 2017, pp. 594-598. Institute of Electrical and Electronics Engineers Inc. (2017). https://
doi.org/10.1109/ICCNC.2017.7876196

Ditzler, G., et al.: Learning in nonstationary environments: a survey. IEEE Comput. Intell.
Mag. 10(4), 12-25 (2015). https://doi.org/10.1109/MCI1.2015.2471196

Divina, F, et al.: Stacking ensemble learning for short-term electricity consumption
forecasting. Energies 11(4), 949 (2018). https://doi.org/10.3390/en11040949

Drucker, H., et al.: Support vector regression machines. In: Jordan, M.L., Petsche, T. (eds.)
NIPS 1996 Proceedings of the 9th International Conference on Neural Information Processing
Systems, pp. 155-161. MIT Press, Cambridge (1996)

Elarbi, M., et al.: Multi-objective optimization: classical and evolutionary approaches. In:
Bechikh, S., et al. (eds.) Recent Advances in Evolutionary Multi-Objective Optimization.
Adaptation, Learning, and Optimization, vol. 20, pp. 1-30. Springer, Cham (2017). https://
doi.org/10.1007/978-3-319-42978-6_1

Eltamaly, A.M., Mohamed, M.A.: Optimal sizing and designing of hybrid renewable energy
systems in smart grid applications. In: Advances in Renewable Energies and Power Tech-
nologies, pp. 231-313. Elsevier (2018). https://doi.org/10.1016/B978-0-12-813185-5.000
11-5

Fakhrazari, A., Vakilzadian, H.: A survey on time series data mining. In: IEEE International
Conference on Electro Information Technology, pp. 476—481. IEEE Computer Society (2017).
https://doi.org/10.1109/EIT.2017.8053409

Feldman, G., et al.: Multi-objective simulation optimization on finite sets: optimal alloca-
tion via scalarization. In: 2015 Winter Simulation Conference (WSC), pp. 3610-3621. IEEE
(2015). https://doi.org/10.1109/WSC.2015.7408520

Friedman, J.H.: Greedy function approximation: a gradient boosting machine. Ann. Stat.
29(5), 1189-1232 (2001). https://doi.org/10.2307/2699986

Friedman, J.H.: Stochastic gradient boosting. Comput. Stat. Data Anal. 38(4), 367-378
(2002). https://doi.org/10.1016/S0167-9473(01)00065-2

Gama, J., etal.: A survey on concept drift adaptation. ACM Comput. Surv. 46(4), 1-37 (2014).
https://doi.org/10.1145/2523813

Gendreau, M., Potvin, J.-Y. (eds.): Handbook of Metaheuristics. Springer, Boston (2010).
https://doi.org/10.1007/978-1-4419-1665-5

Ghorbani, N., et al.: Exchange market algorithm for multi-objective economic emission dis-
patch and reliability. Procedia Comput. Sci. 120, 633-640 (2017). https://doi.org/10.1016/j.
procs.2017.11.289

Grmanova, G., etal.: Application of biologically inspired methods to improve adaptive ensem-
ble learning. In: Pillay, N., et al. (eds.) Advances in Nature and Biologically Inspired Comput-
ing (AISC), pp. 235-246. Springer, Cham (2016). https://doi.org/10.1007/978-3-319-27400-
321

Grmanovd, G., et al.: Incremental ensemble learning for electricity load forecasting. Acta
Polytechnica Hungarica 13(2), 97-117 (2016). https://doi.org/10.12700/APH.13.2.2016.2.6
Hambali, M., et al.: Electric power load forecast using decision tree algorithms. Comput. Inf.
Syst. Dev. Inform. Allied Res. J. 7(4), 2942 (2016)


https://doi.org/10.1201/9781315183176-4
https://doi.org/10.1016/j.energy.2012.01.007
https://doi.org/10.1109/ICCNC.2017.7876196
https://doi.org/10.1109/MCI.2015.2471196
https://doi.org/10.3390/en11040949
https://doi.org/10.1007/978-3-319-42978-6_1
https://doi.org/10.1016/B978-0-12-813185-5.00011-5
https://doi.org/10.1109/EIT.2017.8053409
https://doi.org/10.1109/WSC.2015.7408520
https://doi.org/10.2307/2699986
https://doi.org/10.1016/S0167-9473(01)00065-2
https://doi.org/10.1145/2523813
https://doi.org/10.1007/978-1-4419-1665-5
https://doi.org/10.1016/j.procs.2017.11.289
https://doi.org/10.1007/978-3-319-27400-3_21
https://doi.org/10.12700/APH.13.2.2016.2.6

114

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

V. Rozinajova et al.

Kazeminejad, M., et al.: A new short term load forecasting using multilayer perceptron.
In: 2nd International Conference on Information and Automation, ICIA 2006, pp. 284-288
(2006). https://doi.org/10.1109/ICINFA.2006.374131

Krawczyk, B., et al.: Ensemble learning for data stream analysis: a survey. Inf. Fusion 37,
132-156 (2017). https://doi.org/10.1016/j.inffus.2017.02.004

Li, Y., et al.: An ARMAX model for forecasting the power output of a grid connected pho-
tovoltaic system. Renew. Energy 66, 78-89 (2014). https://doi.org/10.1016/j.renene.2013.
11.067

Liang, J., et al.: Multimodal multiobjective optimization with differential evolution. Swarm
Evol. Comput. 44, 1028-1059 (2019). https://doi.org/10.1016/j.swevo.2018.10.016

Lu, J., et al.: Learning under concept drift: a review. IEEE Trans. Knowl. Data Eng. 31(12),
2346-2363 (2019). https://doi.org/10.1109/TKDE.2018.2876857

von Liicken, C., et al.: A survey on multi-objective evolutionary algorithms for many-objective
problems. Comput. Optim. Appl. 58, 707-756 (2014). https://doi.org/10.1007/s10589-014-
9644-1

Maldonado, S., et al.: Automatic time series analysis for electric load forecasting via support
vector regression. Appl. Soft Comput. J. 83, 105616 (2019). https://doi.org/10.1016/j.asoc.
2019.105616

Mansouri, V., Akbari, M.E.: Neural networks in electric load forecasting: a comprehensive
survey. J. Artif. Intell. Electr. Eng. 3(10), 37-50 (2014)

McLarty, D., et al.: Dynamic economic dispatch using complementary quadratic program-
ming. Energy 166, 755-764 (2019). https://doi.org/10.1016/j.energy.2018.10.087

Meng, L., et al.: Microgrid supervisory controllers and energy management systems: a liter-
ature review. Renew. Sustain. Energy Rev. 60, 1263-1273 (2016). https://doi.org/10.1016/j.
rser.2016.03.003

Mishra, N., Jain, Er.A.: Time series data analysis for forecasting — a literature review. Int. J.
Mod. Eng. Res. 4(7), 1-5 (2014)

Moradi, M.H., et al.: Improving operation constraints of microgrid using PHEVs and renew-
able energy sources. Renew. Energy 83, 543-552 (2015). https://doi.org/10.1016/j.renene.
2015.04.064

Navaz, A.N., etal.: Real-time data streaming algorithms and processing technologies: a survey.
In: 2019 International Conference on Computational Intelligence and Knowledge Economy
(ICCIKE), pp. 246-250. IEEE (2019). https://doi.org/10.1109/ICCIKE47802.2019.9004318
Neupane, B., et al.: Ensemble prediction model with expert selection for electricity price
forecasting. Energies 10(1), 77 (2017). https://doi.org/10.3390/en10010077

Papadopoulos, S., Karakatsanis, I.: Short-term electricity load forecasting using time series
and ensemble learning methods. In: 2015 IEEE Power and Energy Conference at Illinois,
PECI 2015. Institute of Electrical and Electronics Engineers Inc. (2015). https://doi.org/10.
1109/PECI.2015.7064913

Parhizi, S., et al.: State of the art in research on microgrids: a review. IEEE Access 3, 890-925
(2015). https://doi.org/10.1109/ACCESS.2015.2443119

Prodan, I., et al.: Fault tolerant predictive control design for reliable microgrid energy man-
agement under uncertainties. Energy 91, 20-34 (2015). https://doi.org/10.1016/j.energy.2015.
08.009

Ramirez-Gallego, S., et al.: A survey on data preprocessing for data stream mining: current
status and future directions. Neurocomputing 239, 39-57 (2017). https://doi.org/10.1016/j.
neucom.2017.01.078

Ruiz-Abellén, M., et al.: Load forecasting for a campus university using ensemble methods
based on regression trees. Energies 11(8), 2038 (2018). https://doi.org/10.3390/en11082038
Schapire, R.E.: The strength of weak learnability. Mach. Learn. 5(2), 197-227 (1990). https://
doi.org/10.1007/BF00116037


https://doi.org/10.1109/ICINFA.2006.374131
https://doi.org/10.1016/j.inffus.2017.02.004
https://doi.org/10.1016/j.renene.2013.11.067
https://doi.org/10.1016/j.swevo.2018.10.016
https://doi.org/10.1109/TKDE.2018.2876857
https://doi.org/10.1007/s10589-014-9644-1
https://doi.org/10.1016/j.asoc.2019.105616
https://doi.org/10.1016/j.energy.2018.10.087
https://doi.org/10.1016/j.rser.2016.03.003
https://doi.org/10.1016/j.renene.2015.04.064
https://doi.org/10.1109/ICCIKE47802.2019.9004318
https://doi.org/10.3390/en10010077
https://doi.org/10.1109/PECI.2015.7064913
https://doi.org/10.1109/ACCESS.2015.2443119
https://doi.org/10.1016/j.energy.2015.08.009
https://doi.org/10.1016/j.neucom.2017.01.078
https://doi.org/10.3390/en11082038
https://doi.org/10.1007/BF00116037

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

Intelligent Analysis of Data Streams 115

Serban, F., et al.: A survey of intelligent assistants for data analysis. ACM Comput. Surv.
45(3), 1-35 (2013). https://doi.org/10.1145/2480741.2480748

Sobri, S., et al.: Solar photovoltaic generation forecasting methods: a review. Energy Convers.
Manag. 156, 459-497 (2018). https://doi.org/10.1016/j.enconman.2017.11.019

Soni, U.S., Talwekar, R.H.: Control strategies in droop controller of microgrid: a survey. In:
Proceedings - 2018 International Conference on Smart Electric Drives and Power System,
ICSEDPS 2018, pp. 239-244. Institute of Electrical and Electronics Engineers Inc. (2018).
https://doi.org/10.1109/ICSEDPS.2018.8536054

Sufyan, M., et al.: Optimal sizing and energy scheduling of isolated microgrid considering the
battery lifetime degradation. PLoS ONE. 14(2), e0211642 (2019). https://doi.org/10.1371/jou
rnal.pone.0211642

Sumega, M., et al.: Prediction of photovoltaic power using nature-inspired computing. In:
Tan, Y., et al. (eds.) Advances in Swarm Intelligence, ICSI 2020. Lecture Notes in Computer
Science, vol. 12145, pp. 25-36. Springer, Cham (2020). https://doi.org/10.1007/978-3-030-
53956-6_3

Sun, T., et al.: Monthly electricity consumption forecasting method based on X12 and STL
decomposition model in an integrated energy system. Math. Probl. Eng. 2019, 1-6 (2019).
https://doi.org/10.1155/2019/9012543

Ben Taieb, S., Hyndman, R.J.: A gradient boosting approach to the Kaggle load forecasting
competition. Int. J. Forecast. 30(2), 382-394 (2014). https://doi.org/10.1016/j.ijforecast.2013.
07.005

Taylor, J.W.: An evaluation of methods for very short-term load forecasting using minute-by-
minute British data. Int. J. Forecast. 24(4), 645-658 (2008). https://doi.org/10.1016/j.ijfore
cast.2008.07.007

Taylor, J.W., McSharry, PE.: Short-term load forecasting methods: an evaluation based on
European data. IEEE Trans. Power Syst. 22(4), 2213-2219 (2007). https://doi.org/10.1109/
TPWRS.2007.907583

Trivedi, A., etal.: A survey of multiobjective evolutionary algorithms based on decomposition.
IEEE Trans. Evol. Comput. 21(3), 440-462 (2017). https://doi.org/10.1109/TEVC.2016.260
8507

Vrablecovd, P., et al.: Incremental adaptive time series prediction for power demand forecast-
ing. In: Tan, Y., et al. (eds.) Data Mining and Big Data. LNCS, pp. 83-92. Springer, Cham
(2017). https://doi.org/10.1007/978-3-319-61845-6_9

Vrablecovd, P., et al.: Incremental time series prediction using error-driven informed adap-
tation. In: Domeniconi, C., et al. (eds.) 2016 IEEE 16th International Conference on Data
Mining Workshops ICDMW), pp. 414-421. IEEE, Piscataway (2016). https://doi.org/10.
1109/ICDMW.2016.0065

Vrablecovd, P.: Predictive analytics on data streams. Inf. Sci. Technol. Bull. ACM Slovak.
Chapter 11(2), 10-18 (2019)

Vrablecovd, P., et al.: Smart grid load forecasting using online support vector regression.
Comput. Electr. Eng. 65, 102-117 (2018). https://doi.org/10.1016/J. COMPELECENG.2017.
07.006

Wang, P, et al.: Electric load forecasting with recency effect: a big data approach. Int. J.
Forecast. 32(3), 585-597 (2016). https://doi.org/10.1016/j.ijforecast.2015.09.006

Wang, X., et al.: A review of wind power forecasting models. Energy Procedia 12, 770-778
(2011). https://doi.org/10.1016/j.egypro.2011.10.103

Weniger, J., etal.: Sizing of residential PV battery systems. Energy Procedia 46, 78-87 (2014).
https://doi.org/10.1016/j.egypro.2014.01.160

Weron, R.: Modeling and Forecasting Electricity Loads and Prices: A Statistical Approach.
Wiley, Hoboken (2006)


https://doi.org/10.1145/2480741.2480748
https://doi.org/10.1016/j.enconman.2017.11.019
https://doi.org/10.1109/ICSEDPS.2018.8536054
https://doi.org/10.1371/journal.pone.0211642
https://doi.org/10.1007/978-3-030-53956-6_3
https://doi.org/10.1155/2019/9012543
https://doi.org/10.1016/j.ijforecast.2013.07.005
https://doi.org/10.1016/j.ijforecast.2008.07.007
https://doi.org/10.1109/TPWRS.2007.907583
https://doi.org/10.1109/TEVC.2016.2608507
https://doi.org/10.1007/978-3-319-61845-6_9
https://doi.org/10.1109/ICDMW.2016.0065
https://doi.org/10.1016/J.COMPELECENG.2017.07.006
https://doi.org/10.1016/j.ijforecast.2015.09.006
https://doi.org/10.1016/j.egypro.2011.10.103
https://doi.org/10.1016/j.egypro.2014.01.160

116

72.

73.

74.

75.

76.

7.

V. Rozinajova et al.

Williamson, D.P., Shmoys, D.B.: The Design of Approximation Algorithms. Cambridge
University Press, Cambridge (2011). https://doi.org/10.1017/CBO9780511921735

Yu, G., et al.: An a priori knee identification multi-objective evolutionary algorithm based
on o - dominance. In: Proceedings of the Genetic and Evolutionary Computation Confer-
ence Companion, pp. 241-242. ACM, New York (2019). https://doi.org/10.1145/3319619.
3321930

Yue, C., et al.: A multiobjective particle swarm optimizer using ring topology for solving
multimodal multiobjective problems. IEEE Trans. Evol. Comput. 22(5), 805-817 (2018).
https://doi.org/10.1109/TEVC.2017.2754271

Zhang, T., et al.: Scenarios in multi-objective optimisation of process parameters for sustain-
able machining. Procedia CIRP 26, 373-378 (2015). https://doi.org/10.1016/j.procir.2014.
07.186

Zhou, A., et al.: Multiobjective evolutionary algorithms: a survey of the state of the art. Swarm
and Evol. Comput. 1(1), 32-49 (2011). https://doi.org/10.1016/j.swevo0.2011.03.001

Zia, M.F,, et al.: Microgrids energy management systems: a critical review on methods,
solutions, and prospects. Appl. Energy 222, 1033-1055 (2018). https://doi.org/10.1016/J.
APENERGY.2018.04.103


https://doi.org/10.1017/CBO9780511921735
https://doi.org/10.1145/3319619.3321930
https://doi.org/10.1109/TEVC.2017.2754271
https://doi.org/10.1016/j.procir.2014.07.186
https://doi.org/10.1016/j.swevo.2011.03.001
https://doi.org/10.1016/J.APENERGY.2018.04.103

®

Check for
updates

Large Astronomical Time Series
Pre-processing for Classification Using
Artificial Neural Networks

David Andresic!®) | Petr Saloun?, and Bronislava Pecikova3

! VSB - Technical University of Ostrava, 17. listopadu 2172/15,
708 00 Ostrava-Poruba, Czech Republic
david.andresicQvsb.cz
2 Palacky University Olomouc, Krizkovskeho 511/8, 771 47 Olomouc, Czech Republic
petr.saloun@upol.cz
3 Slovak university of technology in Bratislava, Ilkovicova 2,
842 16 Bratislava, Slovakia
xsuchanovab@stuba. sk

Abstract. During last years, several successful algorithms emerged for
classification of time series from various areas of real world. But astro-
nomical time series (a.k.a. light curves containing usually flux or mag-
nitude on one axis and Julian date on the other axis) are a bit more
challenging to classify. As they come from multiple observational devices
and observatories (designed for e.g. variable stars detection, stellar sys-
tem analysis or extra-sollar planets discoveries) that are usually located
in outer space, they greatly vary in lengths, periods, noisiness and do not
have clear borders between classes. Finding periods in these time series
is therefore crucial for further research in this area. As these instruments
produces huge amount of data (even Petabytes per observing night), we
are facing big data issues and the analysis of the data requries an auto-
mated solution.

In this chapter, we depict these issues on two publicly available data
sets from BRITE and Kepler K2 projects and several well-performing
algorithms, such as Convolutional networks, Long Short-term Memory
and other Recurrent neural networks etc. We compare these approaches
with various data pre-processing methods including e.g. statistic mark-
ers, periodograms or Fourier transformation for feature extraction as well
as different means of data normalization and balancing. We also compare
the affect of various activation functions used in the classification model.
At the end, we present our own approach that includes the use of artifi-
cial neural networks (Multi-layer perceptron) enhanced by evolutionary
algorithm to find and learn the best performing classification model for
pre-processed light curves with extracted features. Our approach is able
to challenge results of related work that includes these data sets.

Keywords: Time series - Light curves - Artificial neural networks -
Multi-layer perceptron - Feature extraction - Classification - Big data -
Long short-term memory
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1 Introduction

Time series classification in astronomy can be useful in many areas. In this
chapter, we focus on so called light curves: flux or magnitude values measured
in some (often irregular) period of time. This can be used to detect variable
stars (of many physical classes), extra-solar planets or maybe (in future with
more powerful astronomical hardware) extra-solar moons orbiting planets, stellar
systems analysis and other physical phenomena.

Since these data comes from various automatized astronomical instruments
that produce huge amount of data (even petabytes per night [40]), we are facing
big data issues. To handle a classification of this amount of data, an automated
solution is crucial. In this chapter we present an overview of current algorithms
used for time series classification in general as well as different variations of
algorithms based on artificial neural network as a mean of machine learning to
test how they perform with astronomical light curves. We also propose a network
enhanced by evolutionary algorithm capable to challenge current top results on
similar data sets. We also compare the tested approaches with various feature
extraction techniques such as statistics markers or e.g. Fourier transformation.

1.1 Types of Stars Variability

In the Universe, most of stars are actually variable in their luminosity. Describing
physical reasons of this variability is beyond the scope of this chapter, so we offer
at least a brief overview of classes used in our training data:

— Delta Scuti - young pulsating stars that are similarly as cepheids used as a
so called standard candle to measure distances between galaxies.

— Detached Eclipsing Binary - when both companions in a binary star system
have no significant gravitational affect to each other.

— Semi-Detached/Contact Eclipsing Binary - when one of the companions in a
binary star system is affected by gravitational pull of the other one (but not
vice versa) which actually transfers its gas to itself (accretion).

— Gamma Dor - young pulsating stars with not very clear physical cause.

— RR Lyrae ab - pulsating stars typically with a half of mass of our Sun used
as standard candles.

— Other Periodic/Quasi-Periodic.

In our training data, other stars are labeled as noise. An example of how such
time series for these classes looks like is depicted on Fig.1. On x axis there is
always a time (usually some variation of Julian Date). On y axis there is usually
a flux defined as the total amount of energy that crosses a unit area per unit
time! (see Eq.1.1).

L
42

(1)

! According to COSMOS - The SAO Encyclopedia of Astronomy: http://astronomy.
swin.edu.au/cosmos/F /Flux.


http://astronomy.swin.edu.au/cosmos/F/Flux
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Where F is the flux at distance r, L is the luminosity of the source star and
r is the distance between Earth and the source star.
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Fig. 1. Example light curves from Kepler K2 data set. Left one from the pair is always
with a low confidence in class (under 50%), right ones have high confidence in class
(over 90%).
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2 State of the Art

Time series classification is a bit specific because the classifier works with sorted
data where even in the order of the data a significant markers for some class can
be hidden. Most literature on time series classification assumes following [1,23]:

— copious amounts of perfectly aligned atomic patterns can be obtained,
— the patterns are all of equal length,
— every item that we attempt to classify belongs to exactly one of our well-

defined classes.

For such time series, the classification using Nearest Neighbour algorithm
with the relatively expensive Dynamic Time Warping as a distance measure
function usually performs best as a machine learning approach [32]. But these
assumptions are challenging in astronomical time series since they greatly vary in
lengths, periods, noisiness and are without clear borders between classes. In [26]
authors also concludes that Long Short-Term Memory is another state-of-the-art
technique for this task.
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2.1 Time Series Classification Methods

During last years, several successful machine learning methods emerged for
time series classification. They are often bench-marked using UCR Time Series
Archive [12] made in 2002 by University of California. It is a set of data sets
from different domains that is continuously extended and today it contains 128
data sets. Over 1000 papers were published using this archive until now, but it
may not be so conclusive since it heavily depends on experiment configuration
details [5]. Nevertheless, authors in [14] concludes that on this data set COTE
and HIVE-COTE performs best (followed by ResNet and FCN).

Traditional and Other Machine Learning Methods. Although we focused
on artificial neural networks, we also come with a brief overview of current
methods and algorithms without them to summarize current state-of-the-art
approaches.

Dynamic Time Warping (DTW). This algorithm was introduced in 1978 [35]
for speech recognition. It defines a distance between two time series which is
a metric that can be used with K-nearest neighbor. Multiple variations of this
algorithm has emerged since then, but with only marginal improvement of its
original results [38]. The greatest advantage of DTW is that in opposite to a
traditional Euclidean distance metric it uses a mapping between two structurally
similar points which makes this metric independent [13]. It should therefore be
able to identify stars of the same variability class even in case when the stars
were not in the same time in the same phase. Another advantage should be the
ability to discover a similarity even with different dense of measurements (or
speed of change) which means that it could discover a similarity of time series of
two variable stars with different gaps between measurements (“sample rate”). It
also means that it should be able to discover a similarity even in case of different
periods. Authors in [5] compares similar methods of time series classification and
it turned out that they did not achieve significantly better results than DTW.

Since we have labeled data, we prefer a supervised learning, which is why
we did not consider this method. Beside its use as a metric in kNN, it could
also be useful for data pre-processing (e.g. for establishing an average distance
of variable/non-variable stars as a one of extracted attributes).

Back of SFA Symbols (BOSS). Introduced in 2015 by Patrick Schéfer [38]. The
algorithm is based on a comparison of patterns extracted from time series and
contains 3 steps:

1. separation of time series to blocks of same length (sliding windows),

2. transformation of each block using Symbolic Fourier Transformation (SFA),
(a) a discrete Fourier transform is applied to each block,
(b) then a symbolic representation of each block is created (SFA word),

3. a construction of BOSS histogram for identifying structural similarities in
time series.
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BOSS algorithm includes a noise reduction. It is also fast and successful in
classification. The author claims that it is able to supersede the best classification
algorithms of the time and that one of the modifications could reach the top
results on UCR data. But in experiments in [5] it performed a little bit worse.

Transformation of time series could be useful for us as well as a part of data
pre-processing. We could also use SFA words themselves or BOSS histograms as
inputs for artificial neural network.

Collective of Transform-Based Ensembles (COTE). First introduced in [4] where
authors designed a method that collects several time series classifiers in various
domains, related transformations to these domains and metrics that evaluates
individual classifiers outputs.

Authors in [4] claim that COTE reaches significantly higher accuracy than
other known algorithms (those based on artificial neural networks were not
covered). This statement can be supported by [5]. COTE was also a part of
experiments in [14] where it was compared with 7 other algorithms. Results are
depicted on Fig.2 and COTE took second place with statistically insignificant
difference from the winner.

8 7 6 5 4 3 2 1
NN-DTW-WW______l I HIVE-COTE
EE COTE
BOSS ResNet
ST PF

Fig. 2. Critical difference diagram showing pairwise statistical difference comparison
of state-of-the-art classifiers on the univariate UCR/UEA time series classification
archive. Source: [14].

Methods with Use of Artificial Neural Networks. Methods that utilizes
artificial neural networks were the main aim of this work. We bring a brief
overview of those that we considered as they are usually performing best for
time series from various areas. In [13] authors also proved that artificial neural
networks can superseed other time series classification algorithms. We can name
for example Convolutional network [28], Fully Convolutional Network [13,26],
Residual Network [26], Multi-scalable Convolutional Network [11,13] or Long
Short-term Memory (Recurrent) Network [13,26].

Multi-layer Perceptron. Consists of interconnected layers containing artificial
neurons. Neurons in two layers are connected by weighted connection. There
is no connetion between neurons of the same layer. The output of each neuron
consists of a sum of bias and weighted inputs processed by activation function. It
is trained by a traditional backpropagation algorithm. More detailed description
of MLP can be found in e.g. [33].
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In [11] authors attempts to find how each training parameter affects the clas-
sifier performance especially in variable stars classification. According to them,
the training speed has no significant affect on the accuracy, but size of inter-
nal layers has. They also experimented with layers from 4 to 18 neurons and it
turned out that those with 4 and 8 neurons performed best. But the main aim
of their work was to compare MLP, KNN, SVM and RF in a field of variable
stars classification. They attempted to establish a specific classifier for each class
and the final class was assigned as a combination of all classifiers outputs. From
these, MLP turned out to be somewhere in the middle.

In [5] authors compare algorithms for time series classification that emerged
after 2010. It also contains MLP and Naive Bayes (NB), logistic regression,
SVM with linear (SVML), quadratic kernel (SVMQ), random forest (RandF)
and rotation forest (RotF), 1-nearest neighbor with Euclidean distance (ED)
and WEKA C4.5 (C45). From these, MLP achieved better results than DTW,
RotF and RandF while it achieved worse results than BN, NB, C45 and logistic
regression.

Convolutional Network. Although first convolutional networks were designed for
image recognition [15,29,30], today they are commonly used in other domains
such as speech recognition and processing [6,42] or time series analysis [16].

A typical convolutional network consists of convolutional, pooling and fully-
connected layers (as depicted on Fig. 3). A convolutional layer consists of several
convolutional filters attempting to detect patterns (e.g. shapes, gradients or even
more complex structures like hairs in image processing domain). The filter is
implemented as a matrix used for multiplication of input image. Outputs of
convolutional layer are then acumulated in pooling layer made for simplification
of inputs by their dimensionality reduction. In the end of the network there is a
fully-connected network similar to MLP.

C1:feat C3:1. maps 16@10x10
: feature maps S4:1. maps 16@5x5
INPUT

32x32 6@28x28

S2:1. maps
6@14x14

|
| | Full condlection ‘ Gaussian connections
Convolutions pling Convolutions ing Full connection

Fig. 3. Convolutional neural network architecture. Source: [30].

In time series domain the convolution can take the place in application of
its filter on time series areas. The difference from image processing is that it is
applied to one-dimensional inputs. This operation can also be understood as a
non-linear transformation of the time series. For example in case of convolution

11 1 1

of time series by filter [, 7, 7, 7] we talk about moving average with window
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of 4. A visualization of convolutional network for time series classification is
depicted on Fig. 4.
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Fig. 4. Fully convolutional neural network architecture for time series classification.
Source: [14].

In case of traditional algorithms it is usually necessary to take care for intense
data pre-processing [28]. The great advantage of convolutional network is that it
requires only minimal modifications of input data for the classifier. This is due
to convolutional filters that do the pre-processing on their own. According to
[14] the CNN is the most used type of artificial neural network for time series
classification, most probably for its robustness a relatively good training speed
in comparison to MLP and RNN.

Fully Convolutional Network. The architecture of Fully Convolutional Network
(FCN) is similar to CNN. The only difference is that in the last layer, there is
(instead of fully connected layer) Global Average Pooling (GAP) layer and that
it does not contain local pooling layers so the time series length remains the same
during the processing by the entier network. Using GAP significantly reduces the
number of parameters for the network. GAP performs dimensionality reduction
of tensor with dimensions h x w x d to 1 x 1 x d by reducing each h x w matrix to
arithmetic average of all of its values. Please note that while in image recognition
we work with h,w > 1, in time series domain one of these parameters is equal
to 1 prior the reduction.

The advantage of FCN is that it does not require any significant data pre-
processing or features extraction [45] and it can even be used as a mean of
pre-processing [26].

FCN achieves great results in domain of semantic segmentation of images
[45] and also in field of time series classification [18,26]. The first use of FCN for
time series classification is described in [45]. Authors compared FCN, MLP and
ResNet with DTW, COTE, BOSS and several other algorithms. They used UCR
archive for comparison (with 44 data sets in that time). Data pre-processing con-
tained only z-normalization and for FCN and ResNet training the Adam Opti-
mizer was used. Four metrics were used to evaluate results: arithmetic average
of errors accross all datasets, geometric average of errors accross all data sets,
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number of data sets where the given algorithm performed with lowest error and
Mean Per-Class Error (MPCE):

1
MPCE = + > PCE, (2)

where PCE;, = i—’; where e is classification error on kth data set, ¢ is
number of classes in kth data set and K is number of data sets. FCN performed
best using these metrics (in 18 of 44 data sets in reached lowest classification
€rror).

Authors in [14] compared current time series classification algorithms. They
experimented with 5-layered FCN with ADAM optimizer with learning factor
0.001 and Entropy cost function. Details of parameters and results can be found
n [14], but we can conclude that FCN performs worse that ResNet and better
than other 7 classifiers.

FCN was also included in experiments in [41] although this work mostly aims
to recurrent neural networks in time series classification domain. FCN with MLP
were included into these experiments just to compare the accuracy. It turned out
that FCN performs much better than all recurent networks in these experiments
(simple recurent network and LSTM).

Residual Network. In general, adding more neurons and layers should increase
the approximation accuracy. The problem is that when the network architecture
grows, then the backpropagation algorithm faces the vanishing (or exploding)
gradient issues. This problem was identified in [20]. Removing this weakness was
the major aim of Residual network (ResNet) in order to allow effective network
training for deep learning [18]. Another great advantage is (similarly to CNN
and FCN) the need of very little data pre-processing [26].

ResNet performs very well in image recognition domain. In [18] authors
designed a contest winning network that on ImageNet data set [34] reached
only 3.5%. It also turned out that ResNet can be successfully applied to time
series classification. In [45] authors experimented with various types of networks
and data sets and ResNet achieved lowest classification error in 8 of 44 data
sets. In arithmetic average it took 4" place and in geometric average it took 5"
place (of 11 algorithms).

Elman’s Network. Elman’s network is one of the simplest recurrent neural net-
works (RNN — they store an information about their previous activations in
internal memory so the information can spread also among neurons in the same
layer; successfully used for sequence data processing [13]). The main difference
between MLP and Elman’s network is that Elman’s network is enhanced with
context layer that stores an information about activation of neurons from the
previous iteration. These activations then affect the output of the layer using
recurrent links. These links exist only between ith neuron of context layer and
ith neuron of internal layer and have weight equal to 1. The network is trained
using real-time recurrent learning method [46].
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In [41] authors attempts to use recurent neural networks in time series classi-
fication domain. They compare different neural networks using UCR Time Series
Archive [12]: MLP, FCN, LSTM and several other types of recurrent networks.
They divided recurrent networks into 2 groups: those with dense layer on the
output and those with recurrent layer. Their results for recurrent networks are
not very conclusive because they did not reach significantly higher accuracy than
random classifier. They conclude that according to Wilcoxon signed-rank test:

— replacing recurrent layer by LSTM layer leads to better accuracy,

— adding third layer leads to no significant improvement of accuracy,

— replacing dense layer by recurrent layer has no significant impact to the accu-
racy,

— increasing number of neurons in one-dimensional recurrent network from 128
to 256 leads to worse classification accuracy.

Long Short-term Memory. The main motivation to create LSTM [21] was to
be able effectively model dependencies in large time series and also to eliminate
problems with vanishing and exploding gradients [26]. The strength of LSTM
comes from regulation of spreading of the activation by gates. These gates regu-
late input, output and internal state of the LSTM cell. Each LSTM cell consists
of 3 gates: input, forget and output. The forget gate decides which information
will be removed from internal memory. Input gate filters cell inputs and output
gate decides what input values and values from internal layer will be sent to the
output of the cell.

LSTM was also a subject of experiments in [41] on UCR Time Series Archive
[12] where is achieves better accuracy than standard RNN, but worse than FCN.
Authors also conclude that increasing the number of neurons in layer from 128 to
256 had no significant affect on classification accuracy. Authors in [19] attempted
to classify astronomical time series using LSTM and other methods. Their exper-
iments were evaluated using Balanced Accuracy:

rrp , TN
L+

N
: 3)
Where TP is a count of correctly classified positive samples and T'N is a count
of correctly classified negative samples. P is a count of positive samples and N a
count of negative samples. Authors were surprised that LSTM performed bad in
their experiments using this metrics. They conclude that the Balanced Accuracy
for LSTM was only 52%.
It seems that noisy time series are quite a challenge for LSTM and RNN
in general. Possible solution can be inspired by [17], where the authors used a
conversion into a symbolic representation with a self-organizing map.

LSTM Fully Convolutional Neural Network. Introduced in [26] and designed to
extend FCNN by LSTM module. Authors state that their solution significantly
improves the performance of FCNN with only a small increase of the model. They
also state that their solution requires only minimal data pre-processing. They
also conclude that their method super-seeds other state-of-the-art methods.
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2.2 Other Related Work

In [36] authors performed multi-class classification (instead of our binary one)
for the data from original Kepler mission (“K1”) that are very similar to ours.
Their original results were similarly poor as ours and among others concludes
that LSTM is not suitable for Kepler data. They achieved best results with
feature extraction. The results are very similar to those described in [7] (again
experimented on original Kepler data).

There is also a Kaggle? competition aiming on original Kepler data, but
although it promises high accuracy, it uses highly unbalanced data set and
achieved results are therefore not very informative.

In [22] authors works with a totally different light curves data set, but con-
clude that feature extraction (in their case a set o 7 statistical markers) is a must-
have for astronomical time series. They also work purely with time series without
any additional meta-data describing the stars themselves. Based on just these
information, they conclude that it is not possible to perform good-performing
multi-class classification for most of the variability classes. Using Random For-
est, Decision Trees and kNN algorithm they reached up to 70% accuracy which
they suspect is caused by an imbalanced data set.

3 Data Sets

In this section we briefly describe data sets we used for experiments with various
classification algorithms. From publicly available, real-world data sets such as All
Sky Automated Survey for Supernovae (ASAS-SN), MACHO Project, Microvari-
ability € Oscillations of Stars (MOST) we eventually chose BRITE (enhanced
by variability data from GCVS catalogue) and NASA’s Kepler (mission K2) as
they provide data sets in a shape suitable for machine learning (ML).

Real light curves are quite challenging for ML classification. They are very
often noisy due to various physical reasons or due to contamination by other
signals. In [19] authors for example filtered out those light curves with a large
contamination from the neighboring stars or those with total measured flux or
a flux yield significantly lower than object’s total flux. The sampling rate varies
and especially in case of e.g. BRITE data set we can see that whole parts of the
time series are missing. Such sparseness is suspected to be one of the reasons
why classification using ML does not work very well [7]. Another suspect for
ML classification poor results is the density of the data [7], which is why we
selected in case of K2 data an original pre-processed data set with ‘smoothed’
light curves. This data set also removes incorrect values from the light curves
caused by instrumentation orientation change performed by on-board thrusters
fired during exposure time. This provides more consistent light curves, but on
the other hand it brings in another issue which is sparseness. Kepler data are
also a bit specific as they contain time series measured in 2 so called cadences

2 Mystery Planet (99.8%, CNN): https://www.kaggle.com/toregil /mystery-planet-99-
8-cnn.


https://www.kaggle.com/toregil/mystery-planet-99-8-cnn
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where each have a different sampling rate that affects the density of the data.
Some authors overcomes this by simply ignoring them [19]. As we can see, there
are many challenges, which is why there are very often used additional meta
data like those available in K2 FITS files that comes with photometric data and
physical properties of each measured star [7,19]. This - side by side with feature
extraction - is the usual ML framework for Kepler data set. In our work, we
focused only on raw light curves and labels established by a respected 3rd party
without these meta data.

3.1 BRITE

Data from BRITE project - a group of nanosattelites on lower orbit launched in
2013 and 2014. This data set is made of tabular ASCII files containing (among
others) Heliocentric Julian Date and Flux (ADU/s). There are 1119 light curves
within this data set. According to GVCS catalogue [37], 601 of them are of
variable stars, 279 not variable and 239 cannot be identified by cross-matching
in GCVS catalogue.

Beside the fact that variability data comes from a 3rd party archive, the
greatest disadvantage of this data set is its variability in sampling rate (in some
cases, intervals between samples are less than 1 ms on one side and approximately
60 days on the other side). Another disadvantage is that number of samples in
each light curve varies (some light curves have less than 10 measurements, while
others have tens of thousands of measurements). The average length of light
curve is 12642 of samples [1].

General Catalogue of Variable Stars (GCVS). GCVS [37] is a list of known
variable stars (it collects this knowledge from research in astronomy domain).
Its first version contained 10820 stars and was released in 1948. Since then it
was updated several times and today in contains 52011 variable stars (version
5.1 released in 2015). This catalogue allows a cross identification of stars based
on their IDs in various catalogues.

Since BRITE data set does not come with an information about star vari-
ability, we used this catalogue to add an information about variability by cross
matching its ID. By this we were able to obtain a label (7 classes of star vari-
ability) for 1119 light curves.

3.2 Kepler K2

NASA’s mission to search Earth-like extra-solar planets in our Galaxy. Data
from K2 mission that are subject of this work are publicly available [2,3] and well
documented [10,25]. In this work we are interested in Kepler K2 light curves con-
taining flux of individual objects in time. For these data, Kepler K2 also provides
official catalogue of confirmed variable objects that we can utilize. Based on sam-
pling frequency, we distinguish 2 cadency groups: long with 1765.5s (29.4 min)
and short with 58.89s. On each Thursday, more than 160000 objects with long
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cadency and 512 objects with short cadency were measured and archived. The
minimal length of measurement was 1/4 of year for long cadency and 1month
for short cadency (with exception of Q4 where module 3 objects were lost due to
hardware failure). Light curve file is in a form of time series where all undefined
values are represented as NaN (not a number). As a result, we can obtain about
40000 light curves with length up to 1300 measurements [1].

As mentioned before, we used original, but corrected K2 data that excludes
observations during thruster firings [44]. The resulting data are more smooth
and without irrelevant samples (although with some sparseness). The difference
between raw and corrected data is depicted on Fig. 5.
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Fig. 5. An example of the uncorrected fluxes from K2 (blue) and the corrected K2SFF
version (orange). Source: [44]. (Color figure online)

Similarity with Kepler “K1” Data. Kepler mission “K2” followed the orig-
inal NASA’s Kepler mission with the same purpose after the instrument stabi-
lization failure. For this reason, these data sets are very close to each other in
terms of the content. Original Kepler data also contains light curves containing
flux values with two cadences: long with 29.4 min and short with 58.89 s sampling
frequency.

Currently, more research seems to be done on original (“K1”) Kepler data,
but due to the data similarity, we include their results in our work as well. In [19]
authors performed multi-class classification but with poor results (balanced accu-
racy 52%). They confirm that LSTM does not perform very well for Kepler data
(they discuss that it was either due to the limited positive sample size within
our data or the sparseness and/or noisiness of real data) and they achieved best
results with use of significant attributes extraction (with a balanced accuracy
74.7%). This conclusion was basically confirmed by experiments performed in
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[7] where authors performed also multi-class classification of 150000 objects into
14 variable star classes reaching up to 65-70% accuracy. Authors also mention
previous research on Kepler data achieving up to 55% accuracy.

4 Artificial Neural Networks Approaches

We decided to compare several methods of time series classification that utilizes
artificial neural networks. Our primary goal is to find the best method that will
classify time series (light curves) at least binary in a sense of object variability:
the light curve contains some period (and is therefore of variable object) or
whether there is no period found (an object is not variable) [1] as much as the
data will allow us. We started with following approaches:

multi-layer perceptron classification with own activation function,

— recurrent neural network of type LSTM,

— multi-layer perceptron with own activation function in combination with time
series pre-processing using Fourier transformation,

— recurrent neural network of type LSTM in combination with time series pre-
processing using Fourier transformation,

— multi-layer perceptron classification with own activation function in combi-
nation with some method of significant attribute extraction,

— recurrent neural network of type LSTM in combination with some method of
significant attribute extraction (a.k.a. feature extraction),

— convolutional neural network with sigmoid activation function,

— other, not so successfull (in terms of our results) artificial neural networks

such as fully-convolutional neural networks, MCDCNN and ResNet.

After these we attempted to evolutionary engineer ANN specifically for our
binary classification task and establish a framework that can match the classifi-
cation accuracy of related work.

4.1 Data Pre-processing

We pre-processed both BRITE and Kepler K2 data sets and transformed the
raw data (light curves with flux) into a common form digestible by the ANN:

— Balancing data sets so it contains same number of variables and not variables.

— Cutting light curves in order to equal their length.

— Mix the data.

— Generate periodogram.

— Perform Fourier transformation.

— Significant attributes extraction in order to reduce dimensionality of time
series data (different techniques).

— Data normalization into interval relevant to selected activation function.

— Splitting the data set to training and test set.

Concrete details of these pre-processing approaches can be found later in
description of individual experiments as we experimented with various settings.
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Significant Attributes Extraction and Visualization. During our experi-
ments described later we discovered that both original data sets may not provide
clear examples of time series of variable and non-variable stars. This led to a
poor accuracy and we were therefore looking for a way how to distinguish these
time series by means of significant attributes extraction. We tested the usability
of extracted attributes by visualization using Sammon mapping [36]. Sammon
mapping attempts to find a low-dimensionality representation of objects in high-
dimensional space with as much respect to their original geometric distances as
possible. We used it to convert extracted significant attributes to 2D and visual-
ize, hoping to see clear clusters with variable and non-variable time series. Such
set of attributes could be then used for further classification using ANN.

5 Experiments and Results

As we achieved poor initial results with BRITE data set (as described in Sect. 5.1,
not all experiments covers it. We were looking at results with 10 following acti-
vation functions: exponential, sigmoid, hyperbolic tangent, relu, elu, selu, soft
plus, softsign, harp sigmoid, linear. Experiments were performed with artificial
neural network containing 3 hidden layers: 16 neurons in input, 34 neurons in
first hidden, 16 in second hidden and 64 in third hidden layer [1].

5.1 BRITE Data Set

We had started with a more problematic BRITE data set. We attempted to
classify time series by several ways, but eventually with poor results.

Multi-layer Perceptron. The sigmoid activation function was used in the
output layer. Training was stopped after 3000 epochs. The learning rate was set
to 0.005. For each activation function we trained the MLP 10-times and based
on validation data we selected the best model. Its accuracy was then tested on
testing data. Results can be seen in Table1.

Bad results are probably caused by a small data set. Only 538 light curves
came out from pre-processing, these were then divided to a training and test set
in 70:30 ratio, 10% of training set was used for validation. For the training, only
338 light curves remained. Another issue was the irregular interval between indi-
vidual measurements within the time series. Based on these results and results
with LSTM, we decided to continue only with Kepler K2 data set.

Long Short-Term Memory. In this case, the process was a bit different. We
used 900 raw time series (as LSTM is supposed to handle it) cross-matched with
GCVS catalogue. We divided them into training and test set in 70:30 ratio. Each
time series had up to 66500 measurements (“feature vector”). Shorter time series
were padded with —1 to this length and all data normalized. With these settings,
we achieved the accuracy 60%.
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Table 1. Results of MLP classification for BRITE data set.

Act. function | Precision | Recall | Accuracy
Exponential |0 N/A ]0.64
Sigmoid 0 N/A 0.64
Hyperb. tan | 0.03 0.18 |0.59
Relu 0 0.60 |0.64
Elu 0 N/A | 0.64
Selu 0 N/A ]0.64
Soft plus 0 N/A 0.64
Soft sign 0 0 0.62
Harp sigmoid | 0 N/A ]0.64
Linear 0 0 0.61

5.2 Kepler K2 Data Set

After attempts with BRITE data set, we switched to a more promising Kepler
K2 data set. Configuration was same as in case of BRITE.

Multi-layer Perceptron. The results with the same configuration as in case of
BRITE can be seen in Table 2. Unfortunately, there is just minimal improvement.
The best activation function turned out to be Selu that achieved accuracy 0.66.
Recall is also interesting metric because it is not such an issue if some non-
variable object is classified as variable but it is important to minimize the number
of undetected variables. From this point of view, the Elu function performed best.
Accuracy and loss function of best models is depicted on Fig.6 and 7.

Table 2. Results of MLP classification for Kepler K2 data set.

Act. function Precision | Recall | Accuracy
Sigmoid 0.98 0.53 1 0.56
Hyperbolic tangent | 0.72 0.61 |0.64
Relu 0.67 0.60 |0.61
Elu 0.64 0.63 |0.63
Selu 0.78 0.62 | 0.66
Soft plus 0.82 0.58 |0.62
Soft sign 0.64 0.58 10.60
Harp sigmoid 0.98 0.49 ]0.48
Linear 0.73 0.61 |0.63
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Fig. 6. Results of MLP training with Elu activation function on K2 data set. Source: [1].
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Fig. 7. Results of MLP training with Selu activation function on K2 data set. Source: [1].

Then we attempted to improve the accuracy by generating so-called peri-
odograms created by conventional statistical analysis. The classifier then
attempted to classify these periodograms instead of light curves. Results can be
seen in Table 3 and shows no significant improvement of accuracy. Nevertheless,
hyperbolic tangens performed best. We also attempted to establish some cus-
tom non-linear activation functions listed in Table 4 to see if activation functions
can have any significant impact on classification accuracy (raw light curves were
used). As last experiment with MLP, we attempted to use our own activation func-
tions with Kepler K2 light curves processed by Fourier transformation. Results are
listed in Table 5. We achieved similar results with Cosine transformation.

Convolutional Network. We decided to compare CNN with MLP. All data
from K2 data set were normalized by min-max normalization, we run 5000 epochs
with learning rate 0.005 and following network configuration: two convolutional
layers with sigmoid act. function, window size of 7 and 6 (or 12) filters, each
followed by pooling layer and with output layer with sigmoid activation function.
Results are in Table 6 and on Fig.8. We can see no significant improvement.
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Table 3. MLP classification for K2 data converted to periodograms.

Act. function Precision | Recall | Accuracy
Sigmoid 1.00 0.49 0.49
Hyperbolic tangent | 0.51 0.71 |0.66
Relu 0.54 0.70 |0.65
Elu 0.63 0.65 |0.65
Selu 0.65 0.61 |0.62
Soft plus 0.80 0.61 0.65
Soft sign 0.56 0.67 |0.64
Harp sigmoid 0.00 0.00 0.50
Linear 0.61 0.65 |0.64

Table 4. MLP classification for K2 data using own act. functions.

Act. function | Precision | Recall | Accuracy
tanh(0.1*x) |0 0 0.45
tanh(0.3*x) |0.05 0.53 |0.45
tanh(0.5%x) | 0.52 0.66 | 0.59
tanh (x) 0.72 0.68 |0.66
tanh(1.5%x) |0.68 0.68 |0.65
tanh(2*x) | 0.71 0.67 |0.65

Table 5. MLP classification for K2, own act. functions, FT.

Act. function | Precision | Recall | Accuracy
tanh(1.1*x) |0.68 0.64 |0.64

tanh(1.4*x) |0.75 0.65 |0.67
tanh(1.5*x) |0.74 0.65 |0.66
tanh(1.7*x) | 0.68 0.61 | 0.61
tanh(2*x) 0.72 0.63 |0.63
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Table 6. Results of CNN classification for Kepler K2 data with different count of light
curves and measurements in each time series (cutted to this length).

Light curves | Length | Precision | Acc. | Recall
500 800 0.65 0.65 | 0.65
7502 1300 0.65 0.64 | 0.64
500 400 0.64 0.62 | 0.63
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Fig. 8. CNN experiment loss function chart during training phase (from left: eperiment

#1, #2, #3) [1].

Other Artifical Neural Networks. We have been experimenting with sev-
eral other ANNs including ResNet, Fully-convolutional network, MCDCNN and
other configurations of MLP and CNN with even less success than was described
above. Their results are therefore omitted from this paper.

Other Significant Attributes Extraction Methods. As mentioned before,
we attempted to extract most significant attributes from K2 data set in order to
distinguish variable and non-variable objects. To verify this, Sammon projection
was used (see Fig.9 and 10). The experiment confirmed that the original data
does not contain clusters and we need to focus on domain-specific details of the
data.

MLP: Improvement of Accuracy. We eventually focused on the most-
promising MLP with use of feature extraction and certain domain knowledge.
We used Kepler K2 variability metadata that also provides a confidence level of
each class label (in a form of probabilistic distribution over all possible classes).
The histogram of such label confidence is depicted on Fig.11. For the training
purposes, we fine-selected only those time series that has confidence level over
80% and thus are more “clean” for the feature extraction (in other cases there
is a significant probability of a bad label) — an experimentally established set of
statistical markers (calculated using tsfresh® framework):

— Absolute sum of changes of the time series x: 2?2—11 |Tip1 — x4

3 tsfresh: https://tsfresh.readthedocs.io.
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Fig.9. Sammon projection, random init.: 500 epochs, different time series length
(1200-1225 measurements), extracted attributes or just FT or min-max norm [1].
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Fig. 10. Sammon mapping: 500 epochs, time series length: 1200-1225. Attr.: stand.
dev., variance, min, max, mean, sum val., median, abs. sum of changes, agg. autocorr.,
arithmetic coeff., binned entropy, energy ratio, agg. FFT val., first loc. of min/max,
mult. max values, index mass quant., linear trend etc. Or processed by FT or min-max

normalization [1].
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— Aggregated auto-correlation: foqq = (R(1),...,R(m)) for m = maz(n,
mazlag) where n is the length of the time series X, mazlag is the maximal
number of lags to consider, fu44 is mean, variance and standard deviation in
our case and R(I) is the autocorrelation for lag I: R(l) = m ?Z_ll (X —
) (X4 — p) with o2 being variance and g mean.

— Change quantiles with lower quantile being 0.5, higher quantile being 0.7,
using absolute differences and variance as the aggregation function applied
to a corridor established by quantiles.

— CID - an efficient complexity-invariant distance for time series x attempt-
ing to estimate its complexity specified by more peaks, valleys etc. [8]:

\/Zn 2 (s — wi41)2.

— Count above/below mean returning the number of values in time series x that
are above/below its mean.

— Energy ratio by chunks - sum of squares of chunk ¢ out of N chunks expressed
as a ratio with the sum of squares over the Whole series (we used 10 chunks).

— Fast Fourier coefficients Ay = Z:;_:lo ame 2™ for k = 0,...,n — 1 where
Ay, is the kth Fourier (complex) coefficient, n is the length of the time series
and a,, is the mth value of time series. We used first 3 Fourier coeflicients:
their real, imaginary, absolute and angle value.

— Aggregated Fast Fourier Transformation - spectral centroid (mean), variance,
skew, and kurtosis of the absolute fourier transform spectrum.

— (O3 measuring non-linearity in time series x [39] by computing

ﬁzag Z?;()Zlag w?—i—?lag * Titlag - T; where we used lag = 350.

— Mean walue of a central approximation of the second derivative:
1 E? 11 é Zito — 2x;11 + x;) where n is the length of time series .

— Partial autocorrelation at lag k = 2 of time series x [9].

— Quantile ¢ = 0.5.

— Range count of observed values within the interval [0, 100).

— Ratio beyond ro - ratio of values that are more than r - o(x) away from the
mean of time series x where ¢ is standard deviation a » = 100 in our case.

— Ratio of count of unique values to count of all values of the give time series.

— Skewness.

— Power spectrum of the different frequencies of the given time series.

— Standard deviation.

— Variance.

On Fig. 12 we depict our pre-processed data set. Visualization in 3D was
done using non-linear projection called t-SNE [31]. We can see that variable and
non-variable stars are now much more distinguishable. In the bottom part where
most of non-variable stars are located, we can see a significant number variable
stars as well which suggests that there will be a need of rather higher number
of layers and neurons in them in order to “bend” the space around them and
separate them in high-dimensional space.

We also introduced batch normalization [24] for each hidden layer. The best
experimentally found performing network contained 3 dense layers (64, 128 and
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Fig. 11. Histogram of class probabilities (label confidence) for Kepler K2 data. We

performed our best experiments with light curves having class probability over 80%
and 97% so we can see how representative our sample of data was.
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Fig. 12. Best describing extracted features (see the list above) for most reliable (in a
sense of class confidence) time series. We can see clear clusters of variable and non-
variable stars.
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256 neurons) and reached accuracy over 70%. To push the accuracy even further,
we introduced an evolutionary algorithm called Particle Swarm Optimization
(PSO) [27] - a traditional optimization algorithm that is able to cover the whole
space of possible solutions on its random agents initialization - to optimize the
MLP hyper-parameters by minimization of the classification error (1 - accuracy).
We optimized the following hyper-parameters:

— Decimal places of extracted statistical markers
e Encoded as rounded integer value.
Normalization type (min/max, mean)
e Encoded as rounded value of 0 or 1.
— Learning rate
e From the interval of 0 to 1.
MLP network structure (number of hidden layers and neurons).
e Up to 10 hidden layers having different combinations of 8, 16, 32, 64, 128,
256, 512 and 1024 neurons.
e 43757 possible structures in total.
e Encoded as rounded integer value that represents one of layers combina-
tions.

The whole process is depicted on Fig. 13 and learning took 5days on modern
CUDA-enabled machine (AMD Ryzen 7 2700 with 8 cores/16 threads, 32 GB
RAM, nVidia GeForce RTX 2070 8 GB, SSD drive). By this, we achieved accu-
racy 98.55% on test data set using following hyper-parameters established by
PSO:

Decimal places of extracted statistical markers: 7 (not so significant).

— Normalization type (min/max, mean): mean.

Learning rate: 0.1196596.

— MLP network structure (number of hidden layers and neurons): 8, 16, 16, 32,
32, 32,1024, 1024, 1024 (this actually corresponds to what we expected based
on Fig.12).

Achieved by 814 light curves in balanced training set.

On Fig. 14 we can see the convergence of PSO algorithm. Each point repre-
sents a position of agent in 4-dimensional space (each dimension represents one
optimized MLP hyper-parameter). The reduction to 2D was done using PCA
algorithm. As we can see PSO required just couple of iterations (about 20 or
30) to find the correct area of possible best solutions and then just spent the
remaining iterations looking for best performing MLP model within this area. We
suspect that further reducing of the area might be difficult due to the stochastic
nature of MLP. On Fig. 15 depicting the progress of accuracy and hyperparam-
eters of corresponding best fitting MLP models we can see that one of the best
fitting models was found within these first tens of PSO iterations. We can also
see that high accuracy comes with high count of hidden layers and decimal places
while the learning rate remains very low (small changes of internal states of MLP
during the training iterations). Each model that reached high accuracy also had
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Fig.13. PSO over MLP. We start with feeding PSO with initial swarm parameters
and limits for MLP parameters that are optimized by PSO. In each iteration of PSO,
n agents runs MLP classification with optimized parameters producing the MLP clas-
sification error. Based on this error, corrections to MLP parameters of the given agent
are made for the next iteration.

Decimal places, normalization type. leaming rate, hidden layers structure
Agent nwith its MLP param eters

[ Runs in iterations

MLP network

similar structure of hidden layers starting from 8 neurons at the beginning layers
and ending with 1024 neurons among last layers.

We successfully reproduced the experiment with basically same results and
accuracy. It seems that 98.55% accuracy is the current top for our approach
to binary classification of Kepler K2 light curves. We are also aware of a bias
introduced by optimizing against test accuracy, which is why we watched close
the validation accuracy as well as precision and recall where all these metrics were
over 90% too. We also tested our approach with data having label with lower
confidence (over 80%) and achieved 82.59% accuracy after only 15 iterations
(according to Fig. 14 and Fig. 15 there is only minimal improvement possible as
PSO finds good models very fast). The confusion matrix is depicted in Table 7.

Table 7. Confusion matrix for our experiment with MLP optimized by PSO algorithm
for light curves with class probability (label confidence) of 97%.

Actual class

Variable | Non-variable
Predicted class | Variable 73 1
Non-variable | 3 61

Results Summary. Similarly to [19] we achieved poor results with LSTM and
best results using feature extraction. Although in [19] and [7] authors worked
with original Kepler mission data and multi-class classification (instead of our
binary one), we were able to reach higher accuracy on a very similar data Kepler
K2 data set and binary classification. It seems that the key lies in data pre-
processing and selection of correct training data as the confidence level for the
label data is often deeply under 50%. Comparison with Kaggle competition
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Fig. 14. PSO agents convergence (per tens of iterations from top left to bottom right).

== Accuracy == Leamingrate = Hidden layerscount == Decimal places (rounded)
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Fig. 15. Best fitting MLP models over PSO iterations and their hyper-parameters. We
can see that model with reasonably high accuracy was found during first iterations.
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results is also problematic not just for the fact that it also uses the original
Kepler mission data, but also for using a highly imbalanced data set.

6 Conclusions

Astronomical time series (a.k.a. light curves) are very specific in comparison to
other ones - they are noisy, variable in length and observational intervals and
with overlapping classes. Traditional methods for their classification seems to
not perform very well with them. Significant attributes extraction that includes
various statistical markers and FFT coeflicients seems to be necessary to achieve
good results and the classification accuracy can be highly improved by optimiz-
ing the hyper-parameters with evolutionary algorithm. It also seems that suc-
cessful classification model must contain a high number of hidden layers (“deep
learning” ), low training interval (in case of MLP that is also a good choice for
classification based on extracted features) and data with high precision. Also a
structure of hidden layers seems to have an impact on classification accuracy as
we observed small number of neurons in layers at the beginning of the network
and high number of neurons among the last layers of the network.

Our approach is time consuming, but good classifiers can be found very
quickly during first iterations and then they are just fine-tuned. In the end it
can reach high accuracy confirmed by validation and test set to prevent over-
fitting. So far we are not aware of a related work reaching similar accuracy on
Kepler data set. Similar work usually performs multi-class classification with
help of photometric metadata as additional features while we rely just on the
time series themselves (although we select only those with high confidence in
label). No other work using Kepler data that we are aware of also mentions
what kind of or how much data they used (that is, whether the data set was
balanced, what was the number of samples used or what was the minimum or
mean of the label confidence).

We expect that by introducing photometric meta-data we can lower the con-
fidence in label while keeping similar accuracy in the future. We would also like
to confirm this approach on different astronomical data sets and possibly on
multi-class classification (as samples of individual classes may differ too much
from each other to be united as one ‘variable’ class). The speed is also challeng-
ing although we can see that good classifiers are found quite quickly. We are
aware of papers that attempts to speed up the convergence of hyperparameters
optimization using e.g. Decision trees or Bayesian optimization. A nice overview
of optimizing (deep) neural networks also offers e.g. [43]. Other possibility for
binary classification could be for example a solution inspired by anomaly detec-
tion where the anomaly could be anything but noise (where the noise simply
masks a non-variable star and everything else would be considered variable).
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Abstract. The world of industrial automation went through digital
transformation in the last decades. This process brought myriads of soft-
ware tools and systems that are usually incompatible, frequently due
to the usage of different information and data models. The globalized
market and development of e-commerce brought the trend of shorter
product life-cycle, the need for prompt reactions to market needs, higher
degree of product customization and higher degree of production automa-
tion. The industry responded with a new production paradigm: Industry
4.0. One of the key concepts of Industry 4.0 is the seamless integra-
tion of various information resources providing a ubiquitous knowledge-
management system. The information integration is tightly connected
to the interoperability of various applications and systems. The inter-
operability is usually achieved by information exchange. In this paper,
the requirements for information models from the application perspec-
tive are presented and discussed. Next, the overview of possible formats
for information exchange and standards and approaches for information
modelling is provided. The formats for information exchange and way
of information modelling are crucial for the resulting capabilities of the
overall environment. The aim of this paper is to discuss and illustrate
information exchange and modelling and to emphasize the importance
and implications of this challenge.

Keywords: Industrial automation + Information exchange -
Information modelling - Semantics

1 Introduction

The industrial automation domain has been influenced by the massive adoption
of information and communication technologies in recent years, and this trend
is represented by the 4'" industrial revolution (Industry 4.0) [15]. Industry 4.0
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vision depends on digitization and virtualization of all automation levels in the
factory from the field level to the enterprise level. Massive digitization and vir-
tualization (including, for example, the exploitation of virtual twins) require
connecting information from various areas as well as domains, e.g., informa-
tion integration and exchange from overall product life-cycle, exploitation of
simulations, integration of information about production processes, hardware
capabilities and properties, as well as information from the supply chain.

The integration of such heterogeneous environments is essential for enabling
the vision of Industry 4.0. In a nutshell, the integration resides in proper interpre-
tation and understanding of information models within a given context as well
as securing information exchange to enable faultless (from a conceptual point
of view) communication. This task may be very challenging because of seman-
tic and semiotic heterogeneity [13] and depends directly on formalism used for
expressing information models.

Obviously, if the information model is not explicitly specified and is
“encoded” within control algorithm of application, then the integration and
proper understanding of information produced by the application is complicated.
This situation is common when attempting to integrate usual legacy systems
which store only data without any explicit specification of data meaning.

Furthermore, not only data definition but also the data related interpretation
is often hard-coded and distributed across overall control algorithm, and thus
any maintenance and change management is very difficult and sometimes close
to impossible. On the other hand, explicitly specified information models or at
least description of data (e.g., in the form of metadata) improve possible systems
integration or interoperability. An example of this effort is the Model-Driven
Architecture introduced in the last decade of the last century.

The information models and their interactions with surrounding systems are
tightly connected to information exchange and formats which are exploited for
the exchange. The formats differ by the expressivity they provide and by capa-
bilities of how the format is “self-describing”.

This paper is organized as follows: first, the requirements for information
models are described. Next, the overview of the information exchange and infor-
mation modeling is introduced and discussed. Finally, the applicability of dif-
ferent formats for creating the information model is demonstrated on simple
use-case.

2 Requirements on Information Modelling
and Information Exchange

Industry 4.0 paradigm, as briefly described above, assumes increasing digitiza-
tion of all automation levels within a factory. One of the crucial and the most
challenging goal is to allow different parts and levels of the system (machines,
applications) to communicate and perform actions without the supervision of a
human. To achieve this, particular components must be able to
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— easily exchange information,
— interpret and analyze provided information, and
— retrieve information required for them to perform actions.

The basis for the tasks mentioned above is provided by the information model
of the system. An information model may be defined as a specification of a
given conceptualization, i.e., represents relevant concepts, their relations, and
attributes. At the same time, the information model is designed by a human,
and it also serves as a format for providing information to a human. Therefore,
one of the characteristics of an information model could be its understand-
ability by a user. Moreover, the model should be easy to modify or extend to
facilitate information models reusability. Furthermore, models should also reflect
the latest trends in manufacturing of Industry 4.0 such as flexible manufactur-
ing and provide means for product-driven manufacturing [19]. All these features
thus form requirements on the information model, its format and design as well
as a set of supportive tools.

Understandability of Information Models — The ability of the systems
to interpret or understand the information model depends mainly on the lan-
guage/format used for the creation of the model. Particular languages/formats
differ in their provided semantic expressivity as well as supportive tools, for
example, means for querying, etc. The sufficient expressivity depends on appli-
cation needs, e.g., ability to express restrictions, cardinality, ranges, etc.

Change Management of Information Models — The requirement for easy
change management determines mainly the design of the information model.
Regarding this feature, the very advantageous approach is to design the infor-
mation model in an object-oriented way. In such an approach, the information is
divided into smaller blocks or objects. Complex systems can be then described
by relating and nesting lower-level information objects. This aspect is very close
to modularity of information model.

Consistency Management of Information Models — To facilitate change
management of the information model, it is necessary to ensure consistency of
the modifications with respect to both data/file format as well as a logical format
of the information model. The former task may be provided by schema validation
tools. These tools are used to ensure syntactical and terminological homogeneity.
The latter task (consistency maintenance while making modifications, regarding
the logical format of the information model) may be provided by reasoning
tools. Reasoning checks that the modifications do not violate any axiom of the
information model.

Reasoning tools may also be used to infer new (hidden) knowledge based on
existing knowledge. This gives the user (both human and machine/application)
the capability of analysing the model and using implicit knowledge (knowledge
not explicitly stated in the model by the designer) for further tasks.
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Querying of Information Models — In the case of information models,
where information is not clearly specified in not easy user-readable form even
distributed across several locations, it is difficult to acquire required information
from the system. In other words, it is not straightforward to retrieve a specific
piece of information needed by a human or the machine to perform some action.
For this reason, it is beneficial if the information model may be queried using
some querying language, and if a tool or software library implementation is
available to perform such querying.

Identification of Elements Within Information Models — As already
mentioned, information sharing is important for the integration of various infor-
mation models to form the interoperable system. The obstacle for faultless inte-
gration may be non-unique identification of elements of models. In some models,
identification is related to a given local model, and in languages such as OWL,
identification is unique because of the exploitation of URIs'. In some formats,
GUIDs? can be recommended, but may not be always required.

Thus, the requirements on information models may be summarized (but not
limited) as follows:

— Understandability of Information Models,

— Change Management of Information Models,

— Consistency Management of Information Models,

— Querying of Information Models,

— Identification of Elements within Information Models.

3 Information Models and Formats for Information
Exchange

Information models are essential for every application. They maintain the most
valuable things — information as well as their relations and limitations. In gen-
eral, two types of information models may be distinguished

— Non-explicit (“hard-coded”) information models are common to be
used in prevalent part of applications. The non-explicit information model is
represented by a logical structure of a control algorithm which utilizes rele-
vant variables to achieve demanded objectives of the algorithm. If all of the
required information and data for an application are implicitly hard-coded
within a control code of an application, then it may be very efficient regard-
ing time complexity of the control algorithm, but it is unsuitable regarding
interoperability of applications.

— Explicitly specified information models represent explicit specification
of given conceptualizations [11]. The explicitly specified information models
stand aside of given control algorithm and required information for algorithm

! URI—https://cs.wikipedia.org/wiki/Uniform_Resource_Identifier.
2 GUID—Globally Unique Identifier.
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operation may be obtained with the help of querying the given information
model.

Except for a type of selected formalism for information model, the applica-
tion is also influenced by exploited format for information exchange because it
limits possible interactions with a given neighbourhood. In other words, every
application operates with respect to a given conceptualization, which is specified
within a related information model, and application neighbourhood which rep-
resents a given context (in many cases). Thus, information exchange is strongly
related with information models of applications, i.e., a format for the exchange
has to be able to ensure communication between all of the models.

In the following section, information modelling formats for information
exchange are described.

3.1 Information Modeling

Information models represent backbones of every system, and their formalism
influences their capabilities as well as behaviour. An information model may be
incorporated directly into the application algorithm or maybe explicitly specified
and stand separated from the application algorithm. Separated or “hard-coded”
information models may be considered as a specification of a conceptualization
relevant to a given domain or context.

In the past, information models were not specified explicitly within the
applications coded in procedural programming languages. The model of such
an application was directly hard-coded in a given algorithm. This approach is
often effective; however, every change, reusability, or even sharing of this type
of information model was difficult and sometimes close to impossible.

The process of design of explicitly specified information models is shown in
Fig. 1. There are many various approaches how to design information models.
According to [12], the process of information modelling consists of 6 steps —
scenario identification, informal competency questions (denoting problem which
should be solved). Next steps are creation of terminology and formal competency
questions specification. The last step is the definition of axioms.

The development of the information model is motivated by a specific scenario.
Prior to the information model design it is also necessary to define problems or
questions that the information model should be able to solve or answer (informal
competency questions step). The next step comprises definition of the terminol-
ogy, i.e., definition of objects, attributes and relations needed to describe the
problem or questions within the information model. Next step defines the for-
mal competency questions, i.e., translates the informal competency questions
using the terminology defined in the previous step. This step determines which
axioms should be included in the ontology. Finally the axioms are defined in the
information model. The axioms provide meaning to the terms (objects) specified
in the information model, i.e., define relations to other objects, constraints on
the object, etc.
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Informal Formal

Scenario competency Terminology competency
questions questions

A
Axioms

Fig. 1. Process of information modelling

In come cases, there may already exist an information model describing part
of the target domain. In such case the recommended approach is to build the
new information model upon the existing one. This approach facilitates reusabil-
ity and shareability of the new model for other applications or users that may
already have experience with the existing model.

3.2 Formats for Information Exchange

There are many various formats for information exchange applicable to vari-
ous application domains. Originally plain text or proprietary binary files were
used for information exchange between applications. Over time, more elaborated
methods and formats appeared including CSV [24], XML [4], JSON [7], JSON-
LD [25], RDF [18], and more. Choice of particular format depends on intended
application. Different formats may be considered when exchanging pure data or
parts of the information model itself, in some applications speed of the trans-
fer may be critical aspect so that verbosity of given format must be taken into
account.

Various formats may be categorized according to many criteria. The most
fundamental criteria is the structure of the format. On one side there are unstruc-
tured formats such as plain text or binary files. There are no rules how such file
should be composed. Structured formats define rules on valid composition or
structure of the file. Structure of the file is determined using some reserved char-
acters, keywords, tags, or indentation. One of the simpler structured formats is
for example CSV (Comma Separated Values) which only prescribes the values of
different variables on single line to be separated by commas. The formats such
as plain text or CSV are rather suitable for exchange of pure data (e.g., time
series of recordings).

There are other advanced structured formats which allow to define more
complex data structure or objects. Data in these formats are split into elements
which may be nested into each other. Some examples of commonly used formats
are XML (eXtensible Markup Language)®, JSON (JavaScript Object Notation),
or YAML (YAML Ain’t Markup Language). The advantage is that these formats

3 https://www.w3.org/standards/xml.
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are relatively easy to process by the machine and understandable by humans.
Due to the object-like nature they can be also easily modified or extended.

Some formats, including XML, JSON, are supplemented with so called
schemas, which define valid structure and content of given document, includ-
ing for example definition of allowed datatypes, nesting of elements, their order,
etc. This feature is very beneficial regarding the change management and con-
sistency management requirements on the information model.

Based on the generic formats for information exchange, many various
company-specific formats have been designed and developed. However, these
formats are suitable for information exchange only with respect to a limited set
of applications or systems and their expressivity is limited by this set of applica-
tions, and their information models. Their utilization in a general heterogeneous
environment is relatively hard or impossible.

One example of such format from the manufacturing domain is PLM XML
created by Siemens PLM to facilitate an exchange of product lifecycle data.
Another example of the industry specific format is the AutomationML [6]. It
is the emerging IEC 62714-based standard intended for facilitation of uniform
data exchange between engineering tools. It uses XML for serialization. Automa-
tionML is a data exchange format which incorporates different standards such
as:

— CAEX [9] for topology — hierarchical structure of properties and relations
of objects.

— COLLADA [1] for geometry (graphical attributes and 3D information) and
kinematics.

— PLCopen XML [8] for the control application of the plant.

3.3 Formats for Information Modelling

Besides the formats for information/data exchange there are standards designed
specifically for the purpose of information modelling. Within the context of man-
ufacturing domain the most common are OPC UA standard and ontologies.

OPC Unified Architecture (OPC UA) standard [20]. In general, OPC UA
is a secure and open mechanism for exchanging data between servers and clients
in industrial automation as well as for information modelling. OPC UA stan-
dard tries to overcome the main obstacle of its predecessor (OPC Data Access
together with OPC Historical Data Access and OPC Alarm&Events) — COM*
dependency of OPC. Therefore, the OPC UA was designed for the replacement of
all existing COM-based specification to be platform-independent with extensible
modelling capabilities.

OPC UA is built on two main components [22] — transport mechanisms
and data modelling. The transport component offers the possibility to commu-
nicate via optimized binary TCP protocol for high-performance intranet com-
munication and the next possibility to communicate via Web Services. The data

* https://www.microsoft.com/com/default.mspx.
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modelling component represents rules and building blocks for the creation and
exposing information model. It also defines, for example, base types for building
a type hierarchy.

In other words, OPC UA information modelling framework has completed
object-oriented capabilities. The information model itself is unambiguously
described, and the meaning of information is machine-understandable with the
help of shared contextual information, i.e., objects have specified properties as
well as relations to other objects. Unfortunately, OPC UA currently lacks a more
strict self-describing explicit definition of its entities, i.e., explicitly define asser-
tions or axioms on entities and references in addition to the implicitly defined
their mathematical properties [2]. Furthermore, currently it lacks means for the
unique identification across more information models, and therefore the entities
may be used confusingly.

Furthermore, OPC UA does not provide any universal syntax for modelling
an information model. In general, every SDK or stack implementation offers
a different way on how to model the information model. The information to
exchange is uniformed by OPC UA Stack to work across different OPC UA
stack implementation.

Ontologies are exploited for description and serialization of a given concep-
tualization (a mental image of some domain). Specifically, the term ontology
may be defined using the well-known definition from Thomas Gruber [11] — an
ontology is “explicit specification of a shared conceptualization.”

The cornerstones of semantic web technologies are Resource Description
Framework (RDF), Resource Description Framework Schema (RDFS), and Web
Ontology Language (OWL). RDF is a framework for describing resources, where
resources may be anything, e.g., various physical or abstract concepts. Resources
are described using statements with the structure of a triple — (subject, pred-
icate, object). RDFS provides a semantic extension of RDF — mechanisms
for describing groups of related resources and the relationships between these
resources. RDF'S is written in RDF using an extended set of keywords. In other
words, RDF defines mainly a general syntax of statements (triples), and RDFS
adds a semantics. Web Ontology Language (OWL) is a Semantic Web standard
intended to represent complex knowledge about resources. OWL enables richer
semantic models by defining additional keywords to express complex features
of ontology elements including for example relations between classes and indi-
viduals (e.g., disjoint classes, equal individuals), attributes of properties (e.g.,
transitive, symmetric properties) and their cardinality (e.g., minimum, maxi-
mum, exact) or class property restrictions (e.g., all values from).

OWL is a description logic based language designed so that it is possible to
do a reasoning by a computer programs either to verify the consistency of that
knowledge or to make implicit knowledge explicit.

Ontologies have been proven to be suitable tool for facilitating various tasks
within the manufacturing domain, including for example product lifecycle man-
agemenet [5], service discovery [14], analysing of change influences in manu-
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facturing systems [10], etc. Various ontologies for the manufacturing domain
have been proposed, e.g., Manufacturing Core Concept Ontology [27], Manu-
facturing’s Semantics Ontology [21], Adaptive holonic control architecture for
distributed manufacturing system ontology [3] or AutomationML Ontology [17].

4 Demonstration

In this section, we discuss the applicability of the OPC UA and OWL formats
and standards for creating information models. For this purpose, we assume a
simple use case of designing an information model for the description of industrial

robots. Figure 2 displays example of such information model implemented using
OPC UA.

HasS umge[ ; HasTXEeDefinrcigi HasComponent HasPayload

Component Type RobotType

PayloadType

Dual Arm Type

2 , )
iiwaGripperType iiwaArmType KukaliwaType

[+ .
liwaGripper1 Payload_i1

Fig. 2. Graphical representation of sample robot information model expressed in OPC
UA standard.

This model defines basic class hierarchy and relations between classes,
instances of classes and relations between the instances. In OPC UA classes are
represented using the Object Type nodes and individuals are represented using the
Object nodes. The relation HasSubtype is used to define class hierarchy and the
relation HasTypeDefinition to assign individual to given class. The relation Has-
Component is used to describe the structure of the robot. These three relations
are native OPC UA references defined in the ReferenceType node class. In this
example, the model describes some characteristics of the robot (payload) and
relates these characteristics to the robot class/individual using the HasPayload
relation.

OPC UA provides rather basic semantics suitable mainly to define class hier-
archies and is-a relationships as displayed in Fig.2. OWL language implements
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much richer semantics and allows to define, for example, class restrictions, rela-
tions between classes and individuals, the cardinality of properties and their
attributes, domain and range. Using these constructs, the simple robot informa-
tion model from Fig. 2 can be significantly enriched.

For instance, class restrictions may be used to define the meaning of a par-
ticular class, i.e., specify the conditions given object must fulfil to be considered
as an instance of the class. For example, the classes of single-arm and dual-arm
robots could be defined as subclasses of robots that have one/two arms using
the cardinality restriction (e.g., HasComponent exactly 2 ArmType for dual-
arm robot class). Similarly, the restriction could be put, for example, on the
1iwaGripperType class to define what the characteristics of gripper used for iiwa
robot are. Moreover, OWL allows describing other relations between classes.
For example, the two subclasses of the RobotType class or two subclasses of the
ComponentType could be labeled as disjoint classes.

Furthermore, OWL allows to define extra characteristics of object properties
to express that given property is functional, transitive, symmetric, etc. In this
example, the property HasComponent could be considered to be transitive, and
the property HasPayload could be considered to be functional to indicate that
each robot can only have one payload specification. Domain and range of proper-
ties may also be specified to indicate that given property can only be related to a
particular object/subject class. In this example, the domain and the range could
be used to indicate that the HasPayload property relates only objects of type
RobotType to objects of type PayloadType, or that the property HasComponent
always points on objects of type ComponentType.

Extended semantic expressivity of the OWL language allows describing com-
plex systems beyond the level of specifying class/instance relations and simple
class hierarchies. Using OWL, it is possible to express class definitions, limi-
tations of objects, etc. This extended expressivity naturally provides extended
reasoning capability on the OWL information model. As described above, the
reasoning is important way facilitating consistency management of the informa-
tion model as it helps to check that no axioms are violated when modifying or
extending the information model.

Furthermore, the advantage of OWL is that various supporting tools are
available. For example, different reasoners with different capabilities may be used
on the OWL model. On the other hand, there are no reasoners available for the
OPC UA model. This limitation can be formally circumvented by transforming
the OPC UA model into ontology description and applying the ontology reasoner
as demonstrated in [2]. Furthermore, there are several query languages for OWL
models, e.g., SPARQL or SQWRL. The query languages may be used to retrieve
information from the model and perform tasks such as semantic matchmaking,
i.e., to search objects that satisfy given conditions. This can be used, for example,
to find resources (e.g., grippers/robots) suitable to perform operations based on
prescribed specifications as demonstrated in [14].

From this simple example, it is obvious that OWL is semantically richer than
OPC UA. The lack of the better expressivity of OPC UA is described in [23].
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However, the richer expressivity of OWL has several drawbacks. The most signif-
icant drawback is the performance issue because of processing more information
compared to OPC UA. Furthermore, a possible obstacle for the massive exploita-
tion of OWL together with reasoning within the industrial automation domain
may be caused by Open Word Assumption [26], which could be difficult to handle
by many developers and engineers.

5 Discussion and Conclusions

In this paper, some of the essential requirements of applications and systems
on the information modelling regarding Industry 4.0 paradigm are presented.
The fulfilment of the requirements heavily depends on the utilized formalism
of a given information model as well as on communication format for informa-
tion exchange. Thus, the overview of the requirements is followed by a brief
overview of the selected significant formats for information exchange, together
with standards and approaches for information modelling.

The formats for information exchange affect how expressively information is
shared between the systems. The format has to be accepted across the overall
ecosystem of integrated and interoperable systems and frameworks. Many of
available formats may exploit a related schema which is able to apply a set of
rules to which a given document must conform in order to be considered “valid”
according to that schema.

A selected formalism and approach for the information modelling affect many
characteristics of a given system, e.g., interoperability capabilities of the system,
its performance, means for reasoning in the model, querying the model, change
management capabilities, etc. All of these characteristics represent requirements
on the system and have to be assessed according to a given deployment. Further-
more, these requirements have to be taken into consideration during the design
phase of the system architecture by a developer or a system engineer.

In the overview of standards for information modelling, a relational database
schema [16] is missing because there are a few systems which are schema driven.
However, it is worth noticing the relational database schema because it is impor-
tant for information sharing, i.e., various applications may utilize the same rela-
tional database and thus enable or facilitate information sharing. On the other
hand, the meaning of information may be different across these applications, and
it could be the cause of semantic heterogeneity.

In this relatively brief overview of available formats and standards, it is not
possible to cover all of their specific properties and characteristics. For example,
OPC UA information model provides a way how to explicitly specify concep-
tualization and use the model within the application for its control. However,
this specification is (in many of available OPC UA stack and SDK implementa-
tions) distributed across the overall implementation of the OPC UA server, and
thus sharing or reusability of the model is relatively difficult. The information
model or its address space may be easily shared only by OPC UA communication
between OPC UA clients and servers.
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The aim of this paper is not to prove or show that one of the formats or stan-
dards is the best and should be used in every system and application. The aim
is to give a short introduction of requirements of systems on information mod-
elling and exchange formats to a reader. The knowledge engineer or developer
has to find out the trade-off between rich expressiveness of the given system and
system performance, and this selection every time depends on a given context.
Furthermore, the skills of users and operators have to be also taken into consid-
eration. Thus, if the developer demands rich expressiveness of the information
model formalism and easy system interoperability together with its reusability,
then standards such as OWL should be chosen for the information model. On the
other hand, if the developer requires high-performance of the system regardless,
for example, to its bad reusability and change management, then the developer
will choose or develop some proprietary format or architecture.
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The exploration of structures, mappings and tools which allow us to analyze the
data in various forms is a very actual and challenging task in a knowledge based
approach towards digital intelligence society. In this way, the first attempts to
interpret the lattice theory as concretely as possible and to promote the better
communication between lattice theorists and potential users of lattice theory
represent the inception for data analysis taking into account the binary relations
on the objects and attributes sets [1]. Since the concept hierarchies play an
important role here, the term of formal concept analysis was introduced for this
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Abstract. The exploration of structures, mappings and tools which
allow us to analyze the data in various forms is a very actual and chal-
lenging task in a knowledge based approach towards digital intelligence
society. The main objectives of our chapter are to describe the compu-
tational methods for generation of attribute implications in the field of
formal concept analysis and to illustrate the process of attribute explo-
ration for special types of object-attributes tables. Moreover, we pro-
posed the own test for measuring of pupils’ computational thinking in
several consecutive stages and collected data of 29,461 pupils regarding
the national testing of pupils. We applied the partial attribute implica-
tions in formal concept analysis in order the analyze these real data of
pupils’ computational thinking.
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reasoning. Briefly, formal concept analysis scrutinizes an object-attribute block
of relational data in bivalent form.

The mathematical models of machine learning and data analysis have been
studied in terms of formal concept analysis. Kuznetsov [2] presented the relation
of the model of machine learning from positive and negative examples (JSM-
learning) to the well-known domains in data analysis and artificial intelligence:
implications in formal concept analysis, search for functional dependencies in
databases, decision trees, data mining and knowledge discovery.

Formal concept analysis is also an effective tool in data mining methods based
on results from applied algebra, fuzzy logic, aggregation operators, or conceptual
structures [3-5]. Actual research in the field of formal conceptual analysis is
focused, for example, on reducing the number of clusters, factorizing matrices
[6], or generating attribute implications [7]. One of the outputs of this method of
data analysis are concepts (two-component clusters), which are formed by pairs
of closed sets of objects and attributes [3]. We proposed several generalizations
of these methods and applied them to different data sets [8-11].

In our research, we proposed a formal framework for research on formal
concept analysis of higher order [9], which we applied in modeling highly het-
erogeneous tabular data of conference participants’ preferences. We examined
formal concept analysis using category theory in terms of relationships between
fuzzy formal contexts. Our results point to the equivalence of categories of for-
mal contexts and L-Chu correspondences and completely union L-ordered sets
and isotonic Galois connections [12,13]. Our efforts led to categorical research in
the field of the mentioned heterogeneous extension of formal concept analysis,
which led to the results described in the articles [14] concerning *-autonomous
categories and the related Chu construction. The mentioned concepts of category
theory are important tools, for example, in the description of quantum systems
or information flow in distributed systems [15].

The applications of formal concept analysis which focus on the text retrieval
and text mining were published in the monograph [16]. The state of art of for-
mal concept analysis and its applications in linguistics, lexical databases, rule
mining (iceberg concept lattice), knowledge management, software engineering,
object-engineering, software development and data analysis are covered in the
special LNAT 3626 Volume devoted to Formal concept analysis — Foundations and
Applications and edited by Berhard Ganter, Gerd Stumme and Rudolf Wille in
2005 [17]. An extensive overview of applications of formal concept analysis in the
various application domains including software mining, web analytic, medicine,
biology and chemistry data is given by [18]. Particularly, we mention the concep-
tual difficulties in the education of mathematics explored by [19], the techniques
for analyzing and improving integrated care pathways [20], finding a set of repre-
sentative symptoms for the disease [21] or evaluation of questionnaires presented
in [22,23].

In [24], formal concept analysis is applied as a tool for image processing and
detection of inaccuracies. Recently, the morphological image and signal process-
ing from the viewpoint of L-fuzzy formal concept analysis are explicitly presented
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n [25]. The main results offer the possibility to interpret the binary images as
the classical formal concepts and open digital signals as L-fuzzy formal concepts.
Many other applications can be found in the literature, nevertheless there are
still novel challenges for researchers.

The implications Z — W over set of attributes A, whereby Z and W are
the subsets of A have been studied thoroughly in computer science and applied
mathematics. In formal concept analysis, the implications Z — W over set of
attributes A are called attribute implications [26]. In object-attribute tables,
we can interpret these formulas by the statement that each object having all
attributes from Z has also all attributes from W. From the Guigues-Duquenne
basis for attribute implications of a formal context, we can generate all implica-
tions valid in a formal context. The most important property of this basis is that
it has minimal size from all possible sets of attribute implications generating all
attribute implications that are valid in a formal context [27-30].

The attribute implications have some connection to the problem of mining
association rules which was introduced by Agrawal et al [31]. If we consider
association rules in a formal context, then we can define the support as the
number of objects which contain attributes from the premise. The confidence
defines which percentage of objects that contain attributes from the premise of
association rule also contain the attributes from the conclusion of the association
rule. If confidence equals one, we can call it exact association rule in a formal
context and it corresponds to the attribute implication valid in a formal context.
Otherwise, we can call it partial attribute implication valid in a formal context
or approximate association rule in a formal context [32-34].

The attribute implications and the process of classical attribute exploration
are introduced in this chapter in order to their exploitation in our applications.
The partial attribute implications which are connected to association rules are
applied in this work for measuring of pupils’ computational thinking.

This chapter is organized as follows. In Sect. 2, we present the computational
methods for generation of attribute implications in the field of formal concept
analysis. We illustrate the process of attribute exploration for special types of
object-attributes tables in Sect. 3. The application of the partial attribute impli-
cations in formal concept analysis to analyze the real data from national testing
of pupils regarding the computational thinking is thoroughly described in Sect. 4.
We proposed the own test for measuring of pupils’ computational thinking in
several consecutive stages. The conclusions and several potential areas of further
research conclude this chapter.

2 Attribute Exploration and Partial Attribute
Implications

In this section, we define the structure of attribute implications basis [3,16,27]
and describe the method of classical attribute exploration in formal concept
analysis [28-30]. We introduce the necessary definitions and results which we in
Sect. 3 and Sect. 4 devoted to our own examples and applications. We conclude
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this section by determining the attribute implications which can be generated
from the concept lattices with reduced labeling.

Definition 1. Let A be a non-empty set of attributes, Z, W)Y C A and Y C
P(A). An attribute implication over A is an expression Z — W. An attribute
implication Z — W over A is valid in a set Y if Z CY implies W CY (or
equivalently if Z 'Y or W CY ). An attribute implication Z — W over A is
valid in Y if Z — W is valid in a set'Y for everyY € ).

We will illustrate the definition on the set of attributes A = {i, ii, iii} through-
out this section. The attribute implication {ii} — {i} over A = {i, ii, iii} is valid
in Y = {0,{i}, {iii}, {i, i}, {i,iii}, {i,ii,iii} }. In the propositional calculus, the
attribute implication can be seen as the cumulative clause consisting of Horn
clauses, which means the disjunction of attributes with at most one unnegated
attribute.

The attribute implications can be fruitfully applied also in the view of formal
concept analysis. It requires the definitions of central notions of a formal context
and concept-forming operators.

Definition 2. Let B and A be the nonempty sets and let R C B X A be a relation
between B and A. A triple (B, A, R) is called a formal context, the elements of set
B are called objects, the elements of set A are called attributes and the relation
R is called incidence relation.

The illustration of the one possible formal context for three objects, three
attributes and incidence relation R is shown in Fig. 1.

C X

Fig. 1. A formal context ({a,b,c}, {1,ii,iii}, R)

Definition 3. Let (B, A, R) be a formal context and X € P(B), Y € P(A).
Then the maps /- P(B) — P(A) and ,/: P(A) — P(B) defined by

J(X)=X"={yc A: (Vo€ X)(z,y) € R}

and
/S Y)=Y ={zeB:(VyeY)x,y) c R}

are called concept-forming operators (also called derivation operators or polars)
of a given formal context.
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{a,b,c}
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Fig. 2. Polar " between (P(B), C) and (P(4),D)

Figure 2 illustrates the concept-forming operators applied for a formal context
described in Fig. 1.

Now, we can define the notion of attribute implications in the terms of formal
context with the help of concept-forming operators.

Definition 4. Let (B, A, R) be a formal context, ZZ W C A and Y C P(A). An
attribute implication Z — W over A is valid in (B, A, R) if Z — W is valid in
Y={{z}" 2 € B}.

Consider a formal context in Fig. 1. Then the attribute implication {ii} — {i}
over the set A = {i,ii,iii} is valid in (B, A, R), because {ii} — {i} is valid in
Y = {{i}, {i, ii}, {iii} }. The attribute implication {i,ii} — {iii} over A = {i, ii, iii}
is not valid in (B, A, R), since {i,ii} — {iii} is not valid in {i,ii} for x = b.

The natural requirement is to obtain the set of all attribute implications in
a formal context. The notions of a model and a theory over the set of attributes
are necessary for such consideration.

Definition 5. Let Ty be an arbitrary set of attribute implications over the set
A. Then Ty is called a theory over A. Let Y, Z, W C A. A set'Y is called a
model of theory Ta if every attribute implication from T4 is valid in Y. The
set of all models of a theory Ta is denoted by Mod(Ta). Let Z — W be the
attribute implication and let Z — W be valid in every model Y from Mod(Ty).
Then we say that Z — W follows semantically from a theory Ta and denote by
TaEZ—-W.

Let A = {i,ii,iii} and let a theory T4 = {{ii} — {i}, {i,iii} — {ii}}. The set
of all models of this theory is Mod(T4) = {0, {i}, {iii}, {i,1i}, {i, 1i,iii} }. Consider
the attribute implications {ii,iii} — {i} and {i} — {ii}. It holds that T4 |

i, iii} — {i}, but Ta B {i} — {ii} because {i} — {ii} is not valid in {i} €
Mod(TA). To confirm that Ty = Z — W, we need to explore if Z — W is
valid in every Y € Mod(T4). We present a simplification of this process in the
following.

Lemma 1. Mod(T4) is a closure system on A.

Proof. Since Z,W C A, then from a definition we have that every Z — W is
valid in A. Therefore, all Z — W from Ty is valid in A and A € Mod(Ty). Let
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Y; € Mod(T4) for every i € I. We want to prove that (), ; Y; € Mod(T4). Let
Z — W € Ta, then we want to prove that Z C (,.;Y; implies W C ,; ;.
From Z C ﬂieIYi we have that Z C Y for every 7 € I, but this implies that
W CY; for every ¢ € I, since we suppose that Y; € Mod(T4). Then it holds that

W C ;er Yi and we have ()., Y; € Mod(T}y). H

Moreover, it can be proved that clyioq(r,) is a closure operator on A. It means
that in order to check T4 = Z — W, it is sufficient to verify only if Z — W is
valid in ClMOd(TA)(Z) = ﬂ{Y S MOd(TA) 27 - Y}

Consider A = {i,ii,iii} and theory T4 = {{ii} — {i}, {i,iii} — {ii}}. Then
Mod(T4) = {0,{i},{iii},{i,ii}, {i,ii,iii}}. Let {ii,ili} — {i} be the attribute

tary deduction rules and many other derivable rules from logic to find attribute
implications which semantically follows from the given theory, but it requires
the more detailed results about the soundness and completeness.

Definition 6. Let T4 be the set of attribute implications and Z — W € Tjy.
Then Ty is called a non-redundant set of attribute implications if for every Z —

W € Ty holds TA\{Z - W} £ Z —W.

If we consider the attribute implications valid in a given formal context, the
following definition of the complete and non-redundant set of attribute implica-
tions can be given.

Definition 7. Let (B, A, R) be a formal context and let T4 be a set of attribute
implications over A. Then Ty is called complete set of attribute implications in
(B, A, R) if for an arbitrary Z — W holds that Z — W is valid in (B, A, R)
if and only if Ta = Z — W. The complete and non-redundant set of attribute
implications in (B, A, R) is called a basis of (B, A, R).

The main question here is how to test completeness of the set of attribute
implications T4 in a formal context and how to find a complete non-redundant
set, i. e. basis. The answer to the first question includes testing if the set of all
models of T4 equals to the set of all intents of a given formal context. If follows
from Definition 4, Lemma 1 and it considers a formal context (Mod(T4), A, 3).

- i {iii}

X {i,ii}

{i,ii,iii}

Fig. 3. The set of all intents
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The set of all intents of the formal context (B, A, R) (Fig. 3) equals to the set
Mod({ii} — {i,ii}}, {{i,iii} — {i,ii,iii}) = {0, {i}, {iii}, {i, i}, {i, ii, 1ii}}, hence
the set {{ii} — {i}, {i,iii} — {ii}} is a complete set of attribute implications in
(B, A, R).

The second question requires the notion of pseudointent defined recursively
as follows.

Definition 8. Let (B, A, R) be a formal context andY,Z C A. Then Z is called
a pseudointent of (B, A, R) if Z C Z< 7 and Y~ C Z for every pseudointent
Y such thatY C Z.

The set T4 = {Z — Z< 7 : Z is a pseudointent of (B, A, R)} is a basis of
(B, A, R). For the detailed proofs, see [3,27].

Z Vie ZCcol/ vy Cg
0 [} no no
{i} {i} no no
i | {iii) {i,ii} 1o 1o
a | x {1,ii,ii} {1,ii,iii} no no
x {i,iii} {i,ii,iii} yes yes
x| {ii} {i,ii} yes yes
(i, i (i, i} yes 1o
{iii} {iii} no no

Fig. 4. Testing of being pseudointent in lexicographical order

As we can see in Fig.4, {ii} and {i,iii} are pseudointents of the given

Remind that the attribute implication Z — Z</ isvalidin Y C Aif Z Z Y or
Z<7 CY.But 277 CY implies (Z<7 \ Z) C Y, since (27 \ Z) C 2.
On the other hand, let (Z< "\ Z) CY.If Z C Y, then (Z< 7\ Z) CY implies
777 CY.Theset Ta = {Z — (Z<\Z) : Z is a pseudointent of (B, A, R)} is
also complete and non-redundant set called Guigues-Duquenne basis of (B, A, R)
and one can prove that this basis is the smallest one from the all complete set of
attribute implications valid in a formal context (B, A, R), see for instance [27].

The validity of attribute implication Z — W in a formal context can be
alternatively checked by Z<~ C W+  that comes from the natural requirement
that all objects having all attributes from Z have all attributes from W. It can
be formally rewritten to W C Z<"" (compare with Definition 4). The validity of
attribute implication in (B, A, R) one can denote by (B, A,R) = Z — W. We
denote the set of all attribute implications over A by Imp(A), the set of all valid
attribute implications in (B, A, R) by T(p 4 ry and finally, Guigues-Duquenne
basis of (B, A, R) denote by Th(p 4 ry. We have described the way how to find
the minimal set of attribute implications in a formal context which is complete
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and non-redundant. From the previous reasoning and our running example, we
have that Th(p, 4.y = {{ii} — {i}, {i,iii} — {ii}}.

In the following, we describe the process of attribute exploration in a formal
context, which uses a domain expert.

Definition 9. Let A be the set of attributes, Z,7Z', W, W' C A and Y € P(A).
A domain expert on A is a function e : Imp(A) — P(A) U{V'} such that

- either e(Z — W) =Y, whereby Z — W is not valid in' Y
—ore(Z — W) ={V}, whereby for all Z/ — W' such that e(Z' — W') =Y
holds Y € Mod({Z — W}).

The set {Z — W :e(Z — W) ={V'}} is denoted by T..

In the first case, a user put a counterexample for a given attribute implication.
The second case corresponds to the confirmation of the attribute implication by
user. Let A = {i, 1i,iii} and let ey, es be two domain experts on A (Fig. 5, Fig. 6)
such that

a) the first domain expert agrees to all the attribute implication over A, i.e.
e1(Z - W)={v}forall Z—W € Imp(4),

b) the second domain expert agrees to all the attribute implication over A except
for {ii} — {i,ii}, more concretely es({ii} — {i,ii}) = {ii} and ex(Z — W) =
{v}forall Z — W eImp(A)\ {{ii} — {i,ii}}.

The algorithm for attribute exploration in a formal context can be described
as follows.

Definition 10. Let (B, A, R) be a formal context, let e be a domain expert on
AandletT4 CT, C T(B,A,R)-

Find the greatest model of T4 (in lexicographical order) and denote as Z.

If Z is not pseudointent of (B, A, R), follow Step 5.

Ife(Z — 777y ={V}, then Ta = TaU{Z — (27 \ Z)}, follow Step 1.
Ife(Z — 72<7)=Y, then B=BU{z} and {x}” =Y, follow Step 1.
Find the greatest model of Ta smaller than Z (in lexicographical order), denote
this model as Z and follow Step 2.

Grds fo do ~

We obviously take T4 = () at the beginning. With Step 3, we add the new
attribute implication into the set T4 and the models of T4 are recalculated. With
Step 4, a new object into a formal context is added, T4 does not change, but we
switch again to the greatest model of T4, because Z<"~ has to be recalculated.
Note that all attribute implications in T4 remain valid in (B, A, R), because
of second part of Definition9. If the greatest model of T4 smaller than Z in
lexicographical order does not exist in Step 5, we terminate. One can prove that
T4 after termination forms Guigues-Duquenne basis of (B, A, R). However, note
that set B and relation R can be extended during the calculation. We can omit
the computing of models of T4, if we compute directly the set of all pseudointents
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Ty Z pseudointent 7 — g7 ey
0 {iii} no
{i,iii} no
,,,,,,,,,,,,,,,,,,,,,,,, Qip ___ves  _______{up— i} conmfirms
{{ii} — {i}} {iii} no
{i,iii} ~ yes {i,iii} — {i,ii,iii} confirms

{{ii} — (i} i} - i)y iy w0

{i,il,ili} mno

{i,ii} no
{i} no
0 no

Fig. 5. Attribute exploration of expert e; in (B, A, R)

Ta Z pseudointent 7 — 7 ey
0 {iii} no
{ii,iii} mno
B Gy yes o fipofiiip counterex. {ii}
0 {iii} no
,,,,,,,,,,,,,,,,,,,,,,,, Qiaiy _ yes ________{ii} — {Libiii}  confirms
{{iiii} — {i}} {ii}  no
{ii} no
,,,,,,,,,,,,,,,,,,,,,,,, (uaiip _yes ________{uiii} = {iiiii} _ confirms
{iii} no

{{itiii} — {i}, {iii} — {ii}}  {ii} no

{i,il,ili} mno

{i,ii} no
{i} no
1] no

Fig. 6. Attribute exploration of expert ez in (B, A, R)

of (B, A, R) instead of models of T4. The illustration of attribute exploration
process of two domain experts from running example is shown in Fig.5 and
Fig. 6.

Interesting modifications and alternative approaches to the attribute explo-
ration can be found in [28-30] and at the present time, the process of conceptual
exploration is investigated by Ganter, Obiedkov, Rudolph and Stumme.

Finally, we present the lemma in order to describe the generation of the
attribute implications valid in a formal context from the concept lattice with
reduced labeling.

Lemma 2. Let (B, A, R) be a formal context and Z,W C A. Then Z — W is
valid in (B, A, R) if and only if inf{a(z) : z € Z} < inf{a(w) : w € W}, whereby
aly) = {y}" Ay}) for everyy € A.
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0 - 0
{i} - 0.}
{ii} — 0, {i}, {ii}, {i,ii}

: {iii} — 0, {iii}

) i {iii} = 0, {i}, {ii}, {i,ii}

i G} — 0, {3}, {ii}, {iid}, {4}, (i), {iii), {i,i,ii)
(i} — 0, {i}, {ii), {aid}, {4}, {ii), {i,ii}, {i,i,ii}
(i} — 0, {3}, {ii}, {aid}, {4}, {i,1), {ii,ii), {ii,ii}

Fig. 7. The attribute implications valid in (B, A, R) from a concept lattice with reduced
labeling

Proof. Tt holds Z — W is valid in (B, A, R) if and only if Z<~ C W< if and only
if (27,27 = (W<, W~ if and only if inf{a(z) : z € Z} < inf{a(w) : w €
wWt. O

All the attribute implications from Fig.7 (conclusions of attribute implica-
tions are separated by commas, in total 37) follow semantically from Th g 4 ry =
{ii} — {i}, {i,iii} — {ii}}.

The attribute implications in formal concept analysis is connected with asso-
ciation rules proposed by Agrawal et al. [31]. If we will consider association rules
in a formal context, then one can define the support as the number of objects
which contain attributes from the premise. The confidence one can define as the
percentage of objects that contain attributes from the premise of association rule
also contain the attributes from the conclusion of the association rule. If confi-
dence equals one, it corresponds to the attribute implication valid in a formal
context and we can call it as exact association rule. Otherwise, we will call it
partial attribute implication valid in a formal context or approximate association

rule [32-34].

Definition 11. Let (B, A, R) be a formal context, Z,W C A and ZNW = (. An
association rule Z — W over A in a formal context (B, A, R) is an implication
Z — W over A. The support of an association rule Z — W over A in a formal
context (B, A, R) can be defined as

support(Z — W) =|Z<|.

The confidence of an association rule Z — W over A in a formal context

(B, A, R) can be defined as

[(Zuw)”]
Bl
If confidence(Z — W) = 1, the association rule Z — W over A in a formal

context (B, A, R) is also called the exact association rule (and it corresponds to
the attribute implication in a formal context).

confidence(Z — W) =
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If confidence(Z — W) < 1, the association rule Z — W over A in a formal
context (B, A, R) is also called the approzimate association rule in a formal
context (or it is called the partial attribute implication in a formal context).

We will apply the notion of partial attribute implication for measuring of
pupils’ computational thinking in Sect. 4.

3 Example of Attribute Exploration

In formal concept analysis, the mappings act on different types of structures,
e.g. chains, partially ordered sets, complete lattices, Boolean lattices, distance
lattices and other structures. We remind the definitions of the several structures
used in this section:

Definition 12. A binary relation R that is reflexive, antisymmetric, transitive
18 called a partial order. A partial order will be denoted as <. An example for a
partial order < is a relation <. A set P equipped with a partial order =< is called
a partially ordered set (or shortly poset).

Definition 13. A partially ordered set (P, =) is called a complete lattice (shortly
denoted as L) if every subset S of P has the greatest lower bound (called the
infimum or join) and the least upper bound (called the supremum or join). The
elements inf S and sup S can be alternatively characterized by

(Vp e P)((Vs € S)s 2 p — inf S < p)

and
(Vpe P)((Vs € S)p < s — p <supS).

For dealing with indexed eleme@ts one can also use notation \;.; or \/,c; for
mfimum and supremum, respectively.

Partially ordered sets and complete lattices are the well known general-
izations of linearly ordered sets (also called totally ordered sets or chains, for
instance the set of natural numbers equipped with < ordering). Posets and com-
plete lattices can concern with incomparable elements and may be illustrated by
Hasse diagram. We enclose Fig. 8 that intercepts the differences between these
structures.

d f f
. d e d e
b b c b c
a a a

1) (IL.) (TIL.)

Fig. 8. Finite chain, poset and complete lattice
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Every chain is a poset and every finite chain is a complete lattice. Every
complete lattice is a poset. In contrary, it does not hold that every poset is a
complete lattice, since the supremum of subset {b, ¢} of poset (II.) does not exist.
Taking into account the infinite chains, the infinite set of all integers has not a
supremum and the infinite subset of rational numbers ¢ such that ¢ < 3 has
neither supremum nor infimum.

From a theoretical point of view, the distributive lattices are the most thor-
oughly studied in the literature.

Definition 14. A complete lattice L is called distributive if for every x,y,z € L

inf{z,sup{y, z}} = sup{inf{z, y}, inf{z, 2}}

or equivalently

sup{z, inf{y, z}} = inf{sup{x, y},sup{x, 2} }.

The complete lattice (II1.) from Fig. 8 is distributive, the complete lattices
(I.) and (II.) are not distributive — take their elements ¢, d, e. The powerset of
an arbitrary set equipped with a partial order of subset relation is an important
and special case of a complete lattice.

Remark 1. Let X be a set and P(X) be the powerset of X. Then (P(X),C) is
a complete lattice with A\,.; A; = (;c; Ai and \/;c; Ai = U;c; Ai such that
A; € P(X) for i € I. (The existence of all such unions and intersections in P(X)
guarantees the existence of supremum and infimum.)

{a,b,c}

{a,b} é% {b,c}
e
%

0

Fig. 9. Complete lattice of a powerset of X = {a, b, c}

In an arbitrary complete lattice L, the existence of inf () guarantees the great-
est element 17, in L and sup () guarantees the least element Oy in L. The well
known complete lattices are complete Boolean lattices which can be also viewed
as a Boolean algebra with the operations of supremum, infimum and comple-
ment.

Definition 15. A complete lattice L is called complemented if each element x
has a complement ©' such that inf{z, 2’} = 01, and sup{z,a’'} = 15. A complete
Boolean lattice is a complete lattice that is complemented and distributive.
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chain poset |comp.lat| dist_lat | Bool lat
X X X X
@ ;
@ X X X
@ X X X X

Fig. 10. A formal context before the attribute exploration

Note that the complete lattice of powerset X from the Fig.9 is a complete
Boolean lattice.

Since the process of attribute exploration provides a possibility to ask about
the validity of attribute implications, we illustrate the example of attribute
exploration on the special object-attribute table. As objects consider the specific
examples of partially ordered sets and for the attributes take their membership
to the general types of partially ordered sets. At the beginning, we take four
specific examples and their properties as shown in Fig. 10.

In Sect.3, we have shown that the concept lattice corresponding to the
explored formal context can be figured also with a reduced labeling, especially
with a reduced labeling of attributes only (Fig.11).

poset
comp_lat, dist_lat

Bool_lat chain

Fig. 11. Concept lattice with reduced labeling of attributes

We can read the attribute implications from this concept lattice. For instance,
we can see that the type of Boolean lattices implies the type of complete lattices.
Another attribute implication expresses that the type of chains implies the type
of complete lattices. However, some counterexample to this attribute implication
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No.| question answer | given counterexample
1. | {poset,Boollat} — {complat,distlat}? [yes | ]
2 {poset,dist_lat} — {comp_lat}? yes
3 {poset,comp_lat} — {dist_lat}? no {poset,comp_lat}
4. | {chain,poset} — {comp_lat,dist_lat}? no {chain, poset}
5 {chain,poset,comp_lat} — {dist_lat}? yes
6 0 — {poset}? yes

Fig. 12. A table of attribute exploration

chain poset |comp_lat| dist_lat | Bool lat

Fig. 13. A formal context after the attribute exploration

can be found, it means that Fig. 10 does not contain all possible cases. To correct
this, we can control the validity of attribute implications from Fig. 10 by the
process of attribute exploration presented in Sect. 3.

If we take the formal context from Fig. 10, the Guigues-Duquenne basis
includes six attribute implications. Therefore, the six questions and answers in
Fig. 12 are possible.

By the process of attribute exploration (Fig.12), we have found two coun-
terexamples which allow us to classify the various types of structures even more
precise. If we take the counterexamples of attribute implications answered by
no (this means No. 3, 4), we can append the new rows in our original formal
context as shown in Fig. 13.

And finally, the concept lattice can be recalculated after an addition of the
first counterexample (left part of Fig. 14) and after an appending of the second
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poset poset

comp_lat comp_lat

chain
dist_lat dist_lat

Bool_lat chain Bool_ lat

Fig. 14. Concept lattices after the first and the second counterexample

counterexample (right part of Fig.14). The second concept lattice shows the
natural expectation that not every chain is a complete lattice and also that not
every complete lattice is a distributive lattice (which was not included in the
input formal context from Fig. 10).

4 Measuring of Pupils’ Computational Thinking

In this section, we focus on measuring the level of pupils’ computational thinking,
which according to [35] can be described as all about solving problems effectively
— with or without using of the computer. Computational thinking is a complex
ability made up of several concepts. Several major educational companies (e.g.
Computer Science Teachers Association, International Society for Technology
in Education, Computing at School) have designed their own frameworks for
computational thinking concepts. For our research purposes, we have adopted
six concepts proposed by Computing at School [35], namely:

1. Logic — predict, analyze (logically draw conclusions from observations and
experiments, analyze a system/program and predict its behavior).

2. Algorithms — create steps and rules (compile activity procedures for an
executor (algorithms, programs, scenarios, storyboards) and also use, mod-
ify, improve the created procedures (algorithms, programs, scenarios, story-
boards).

3. Decomposition — division into parts (divide the problem into easier sub-
problems, the solution of which will be usable in solving the original problem).

4. Pattern search — recognize and use similarities (recognize and determine the
same/similar parts/properties/rules in the system and use the found patterns
in different activities/problem solving).

5. Abstraction — choose the essential, disregard the less substantial (determine
which details/elements/properties/relationships of the system are essential in
a given situation and which we can neglect).

6. Evaluation — making decisions (determine relevant evaluation criteria and
evaluate project/program/algorithm according to them).
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For measuring of computational thinking we have developed own test. At the
beginning of the development of the computational thinking test, we set several
requirements, which include mainly: independence from specific subject matter,
coverage for all age groups of pupils (ages 11-19), administrability of the test
within one lesson and the possibility of machine evaluation of the test solution.
The computational thinking test is a test of a pupil’s relative performance (norm-
referenced test). We evaluate the pupil’s success within his category (age, type
of school) and express it with a percentile.

We developed the own test for measuring of computational thinking in several
consecutive stages. From a bank of 30 candidate assignments, we compiled a
printed beta version of the test with 2 closed and 10 open assignments, which
was administered in November 2017 with a group of 26 pupils of the extended
study of computer science. Subsequently, we created a pilot version of the test
with 8 closed and 3 open items, which we administered to 702 participants of
the target group in December 2017 to January 2018. Finally, we created the final
version of the test with 10 closed and 2 open items and 4 attitude questions. We
administered the final test from March 2018 to June 2020.

We present the characteristics of objects in our data set in Table 1.

Table 1. Characteristics of objects in data set

Characteristic Count
Pupils with pre-test 29,461
Pupils with pre-test only 20,343
Pupils with post-test 9,118
Pupils with pre- and post-test 9,118
Pupils with pre- and post-test studying at least one special study material | 1,357
Pupils with pre- and post-test passing at least one Python study material 142

Within the data set, we explored 56 attributes regarding the pupils with
pre-test and post-test. In total, 39 attributes were analyzed for pupils with
pre-test only. Nominal attributes include gender, organization subjective assess-
ment of programming interest by pupils, subjective assessment of programming
importance by pupils, subjective assessment of programming difficulty by pupils,
gender, organization. For each of 17 types of special study materials, we have
analyzed the number of studied materials between the pre-test and post-test.
Moreover, the attribute of the number of rounds in the PALMA junior program-
ming competition (https://di.ics.upjs.sk/palmaj/) is available. The summary
results of pre-test and post-tests are given in percentages. In addition, the par-
tial results in 6 concepts proposed by Computing at School [35] for pre-test and
post-test are given in percentages. Other attributes include e.g. the number of
valid answers, the number of answers “I do not know”, the number of missing
answers, or the total duration of the test for both pre-test and post-tests.
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We applied our own implementations of algorithms in formal concept analysis
and Concept Explorer software tool. Moreover, we have used also the implemen-
tations in software tools FCART, Lattice Miner or FcaStone in order to explore
the advantages and disadvantages of various sources.

We observed the increase in the percentage values in all components of the
post-test compared to the pretest, also in the number of valid answers. On the
contrary, the number of answers “I don’t know”, the missing answers and the
total filling time in the post-test was shortened compared to the pretest. A total
of 5586 out of 9118 pupils improved their result in the final test (61.3%). Out of
the total number of 9118 pupils who passed the final test, 1209 pupils studied
at least one of the special study materials between pre-test and post-test. From
the pupils who studied at least one study material, 793 pupils (65.6%) improved
their post-test and 416 worsened (34.4%).

Table 2. Partial attribute implications of 29,461 pupils with pre-test

Partial attribute implications Support | Confidence
{interesting, difficult} — {important} | 9,447 0.77
{interesting} — {important} 13,633 |0.75
{important} — {difficult} 14,024 |0.73

Regarding all pupils with pre-test, we have generated the partial attribute
implications on a set of three attributes: programming is interesting (1 — yes, 0 —
no or do not know), programming is important (1 — yes, 0 — no or do not know),
programming is difficult (1 — yes, 0 — no or do not know). The results are shown
in Table 2.

For the pupils without post-test, we have generated the partial attribute
implications on a set of four attributes: programming is not interesting, pro-
gramming is not important, programming is not difficult, and the total score
less than 50%. The results are shown in Table 3.

Table 3. Partial attribute implications of 9,118 pupils without post-test

Partial attribute implications Support | Confidence
{not inter.,not import., not diffic.} — {score < 50%} | 1,669 0.83
{not important} — {score < 50%} 6,976 0.75
{not difficult} — {score < 50%} 6,370 0.72

Regarding the pupils who passed the pre-test and post-test, we analyzed the
gender, summary improvement, improvement in 6 concepts (algor, eval, abstract,
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decomp, pattern, logic) and studying some of the study materials between pre-
test and post-test. We found the partial attribute implications which are shown

in Table 4.

Table 4. Partial attribute implications of 9,118 pupils with pre-test and post-test

Partial attribute implications Support | Confidence
{algor, eval, abstract, decomp} — {improvement} |1,156 1

{boy, algor, eval, decomp} — {improvement } 1,029 0.99
{algor, eval} — {improvement} 2,893 0.96

{eval} — {improvement} 5,155 0.85
{algor, eval, materials} — {improvement} 459 0.96

{boy, algor, abstract, materials} — {improvement} | 152 0.96

For the pupils who passed the pre-test and post-test and have studied at
least one special study material between pre-test and post-test, we analyzed
the gender, summary improvement, and 16 types of study materials (Scratch,
BBC micro:bit, 3D print, Video, Lego, Coding, Geolocation, Ethical aspects, E-
mail, Risks of ICT, Python, Information safety, Artificial intelligence, Raspberry,
Applnventor, Presentation) and participation at PALMA junior programming
competition. In Table 5, we present several partial attribute implications for this

group of pupils.

Table 5. Partial attribute implications of 1,357 pupils with pre-test, post-test and

studying special materials between pre-test and post-test

Partial attribute implications Support | Confidence
{Scratch, Geolocation} — {boy} 22 0.91
{Lego} — {improvement} 55 0.8

{BBC micro:bit} — {improvement} | 160 0.77
{PALMA junior} — {improvement} | 43 0.74
{Scratch} — {improvement} 218 0.74
{Python} — {improvement} 142 0.62

Finally, we have explored 142 pupils with pre-test, post-test and studying
special Python study materials between pre-test and post-test. We analyzed
gender, age (1 — more than 17 years), the improvement, the time of post-test (1
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— more than 25min), the number of study materials (1 — more than 3 materi-
als), programming is interesting (1 — yes), programming is important (1 — yes),
programming is difficult (1 — yes), norm summary improvement more than 20%

1 if % > 0.2). In Table 6, we present several partial attribute

implications for this group of pupils.

Table 6. Partial attribute implications of 142 pupils with pre-test, post-test and study-
ing special Python materials between pre-test and post-test

Partial attribute implications Support | Confidence
{age, materials, interest, improvement} — {norm0.2} | 35 0.91
{age} — {importance} 111 0.82
{age, time, improvement} — {norm0.2} 40 0.78
{boy, interest} — {improvement} 41 0.73
{time, interest} — {improvement} 45 0.71

5 Conclusion

We presented the computational methods for generation of attribute implications
in the field of formal concept analysis and illustrated the process of attribute
exploration for special types of object-attributes tables. We proposed the own
test for measuring of pupils’ computational thinking in several consecutive stages
and applied the partial attribute implications in formal concept analysis on the
results of national testing of pupils in the field of computer thinking.

We have found that 83% of pupils who considered programming as not inter-
esting, not important and not difficult, obtained the total scores in pre-test less
than 50%. In contrary, improvements in algorithmic, evaluation, abstract and
decomposition concepts imply the total improvement. We explored the types of
study materials between pre-test and post-test, which imply the total improve-
ment. Regarding the special Python materials between pre-test and post-test, the
attributes including age more than 17 years, studying more than three Python
study materials, interest in programming and total improvement implied the
norm total improvement more than 20%.

We are convinced that the area of attribute implications plays an important
role in the research of both theoreticians and practitioners and thus, the research
from a broader perspective is still beneficial. In our research, we have prepared
the first prospects in some other areas, which we do not introduce in this paper.
However, they serve the promising fields of our future examination, hereby we
remind for example the theory of rough sets and the approximation operators,
the factorization of a formal context and ternary relations, aggregations on the
bounded lattices or multilattices, interval and reciprocal relations in a formal
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context, the cooperative game theory with players and their alternatives, knowl-
edge space theory, or category theory.
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Abstract. Current relational database systems are forming the main part of the
intelligent information and support system. Data inside are secured, protected by
the relational integrity covered by the transactions. Access and management are
done by the relational algebra. Significant aspects expressing the quality and per-
formance are the data access techniques themselves. The index is one of the key
features ensuring data retrieval performance, however, from the other operations
point of view, it brings additional costs. If the suitable index for the query is
not present, the whole table must be scanned sequentially resulting in poor per-
formance. If the data fragmentation is present, the problem is even deeper. This
paper aims to propose its own techniques based on relevant block identification
objects stored in private or shared memory areas. It uses rebalancing methods
on the extent granularity. If the tables are to be joined and both indexes are not
present, usually, the Hash join method is used. The technique of two-dimensional
index mapper is discussed in the paper, as well.

Keywords: Database performance - Data access - Indexing - Fragmentation

1 Introduction

Data management forms a significant part of the information processing. Current infor-
mation systems need reliable, secure, and performance effective solutions for dealing
with complex data. The main advantage of the relational paradigm in comparison with
other architectures, currently mostly based on non-relational form, is its structure and
integrity covered by the transactions. The relational database paradigm is based on the
relations consisting of the attributes covered by the integrity rules. Between individ-
ual relations (entities), relationships can be identified. Each relation is stored in one
tablespace. Data themselves are formed in the shape of individual blocks associated
with just one tablespace. They can be, however, spread across multiple files on the disc
storage [1, 2].

The database system consists of the instance on the one side and database on the
second. The instance is delimited either by the memory structures, but by the background
processes supervising the memory and transferring data, as well. In the nomount startup
step, the instance is defined. Its parameter characteristics can be found in the parameter
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file of the system (pfile), however, most of them have a default value, except for the
database name. When the user executes and request, it is processed by the background
processes and data are manipulated in the instance memory. Thus, data must be loaded
from the physical storage for the evaluation and consecutive processing, forming the
result set. By mounting the database during the startup, controlfile describing database
structure is loaded and data headers are interconnected with the instance. Finally, after
opening the database, all data from the database are accessible. For the user process on
the client-side, the server process on the server is created. If dedicated server mode is
used, 1:1 mapping is defined. For the manipulation operations (DML — Insert, Update,
Delete and Select), it is inevitable to ensure a transparent, reliable, and performance
effective process of loading data supervised by background processes, mostly based on
the defined server process for the client. Between the database and instance, data flow
can be identified. Persistently, data are stored in the physical storage (database), for the
processing, data tuples are loaded. Its performance is a crucial part of the whole database
processing.

This paper aims to provide a robust solution for dealing and accessing data. Data
rows (tuples) can be obtained by scanning the whole table ecosystem, by scanning all the
blocks associated with the table (Table Access Full Method — TAF). On the second side
of the corridor, there are indexes for direct data location. As a consequence, if the suit-
able index is present, it will be used by the assumption, that the time consumption will be
significantly lowered in comparison with the whole table scanning. The final decision is
up to the database optimizer evaluating the statistics and required data conditions. How-
ever, what if there is no suitable index present in the system? Currently, the whole table
is scanned sequentially (TAF), block by block, which is not so perfect promptly. Namely,
each block must be transferred from the disc storage into the memory, where it is parsed,
evaluated by extracting relevant rows forming result set. Such activity is, however, very
expensive. In the ideal (but mostly theoretical) environment, each block is full, thus the
number of blocks for the table is optimal. In that case, loading is straightforward and with-
out index, there is no room for improvement. Vice versa, data are dynamic, new tuples are
loaded, historical data with no actual information are removed, existing rows are updated
consequencing in defining data fragmentations over the blocks [2, 6, 13]. Although there
are techniques for shrinking the data blocks [7], vacuuming empty blocks, and attempts
for removing block fragments, in practice, there are not used very often [7]. The reason is
mostly based on two factors. First of all, there is an assumption, that the data blocks will
be necessary for the near future as the result of dynamic data changes [8]. The second
aspect is based on the resource consumption [10].

As introduced in this section, data fragmentation and tuple distribution across the
data blocks can be the huge performance problem and the bottleneck of the whole system.
This paper aims to deal with the performance from the data access point of view. Effective
data locating process is a key factor influencing performance [9]. We summarize existing
approaches and highlight our proposed techniques to improve performance and limit the
fragmentation in the block and extent granularity [10].

This structure is as follows: Sect. 2 deals with the database system architecture and
instance management and physical storage. Index access techniques are described in
Sect. 3 consequencing in proposing own Master index architecture and access models
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defined in Sect. 4. In those sections, we deal with the relational algebra operations
selection and projection. In the next part, we are treating the table joining methods.
Section 5 defines the state of the art in this field, whereas in Sect. 6, our proposed solution
for effective table joining is proposed. It is based on the two factors — performance
effectivity of the data access followed by the joining operation itself. In Sect. 7, we
summarize the reached results in the evaluation environment and executed experiments.

2 Database System Architecture, Instance

The database system is a complex environment consisting of the database instance and
physical storage operated by the database. In this section, we will describe the core
principles and structure of the database instance. We will mostly highlight structures
playing a role in our proposed solution improving data access operation performance.

Database instance can be characterized by background processes managing database
and individual operations required either from the user side, but as the autonomous
operations of the database system management, as well. Figure 1 shows the core model
of the DBS Oracle architecture. The user process on the client-side is the connection
initiator. It contacts the database listener on the defined port, which serves the client
connection to the server process on the server-side provided by the Process Monitor
background process. If the interconnection is done, communication between client and
server can be straightforward. As evident from Fig. 1, each server process has its own
allocated memory region. It is created automatically with the creation of the server
process itself in the non-sharable memory. It is used to process SQL statements and
to cover the logon and other session information. SQL statement management region
is mostly used for cursor management, local variables storage, sorts, etc. Unlike PGA
(Private Global Area), there is SGA (Shared Global Area), which is allocated during the
database system no-mounting process and it is shared across the whole instance and all
connections. It is defined by the following memory structures, the first three (A, B, C)
are mandatory, the rest are optional.

- ?\
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user process
O O Q background processes
i i i permanent storage

Fig. 1. Database system architecture
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A - Buffer cache

The buffer cache is a working area for the SQL statements. Users cannot operate the
physical database, it is done by the background processes and individual data operations
are always done in the memory and consecutively copied to the physical storage. Thus,
if any data portion is to be changed (updated, deleted, inserted), it is done in the memory
blocks secured by the transaction logs, therefore no change can be lost, at all. Similarly,
if there is a request to obtain data from the database, in the primary phase, particular
data must be copied to the memory for the evaluation. Data stored in the database are
defined in the block structure, its size is mostly 8 KB (default), but can differ based on
the definition during the database system installation. Afterward, it cannot be changed
at all.

Individual blocks in the memory Buffer cache can be either clean (consisting of the
data, however, the block content is the same as the image in the physical database),
dirty (data in the memory do not conform the image in the database, there is at least
one bit changed) or empty (never used). Empty and clean buffer block can be used for
new data anytime, unlike dirty buffer block, which must be copied and applied in the
database before rewritten. The loading process is a process of transferring data using the
I/O operations from the database to the instance memory and vice versa. It is the most
demanding process and it mostly influences the performance of the query processing
and also reflects system-wide performance and throughput. In our proposed solution,
we deal with the whole loading and locating process to ensure a reliable solution with
minimal resource and time consumption necessity. The aim is always to limit the amount
of data transferred.

B - Log Buffer

The crucial part ensuring consistency and transaction management is covered by the Log
buffer. It is a small, short term staging area used for storing transaction change vectors
before they are written to the Redo log disc storage files. It guarantees no data can be lost.
It is associated with the Undo segment in the physical storage. It aims to allow object
image reconstruction, as it existed at the starting point of the transaction. When queries
are defined, the aim is to locate particular relevant data from the database as effectively,
as possible. It is, in principle correct assumption, however, such block and tuples inside
do not need to reflect the current version based on the SCN (System Change Number)
delimiting transaction start time point and need to be reconstructed. Therefore, in [19],
there is a logical pointer layer to the historical images in the temporal environment.
Transaction transparency and local recovery process improvements are managed in [10,
22,25].

Each change vector (before and after data image) must be created and stored in
the Log buffer before any change to the data can occur. It is mostly ensured by two
protocols — direct [8, 14] and two-phase [13, 17]. In direct protocol mode, each change
is preceded by the logging as the atomic operation, whereas in the two-phase protocol,
all data manipulation is logged in the first phase, then, all changes are applied to the data
blocks in the database. One way or another, data must be always logged before the change
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itself. The log buffer is therefore rightly considered as the performance bottleneck of the
system [9, 13]. Storing log data to the database storage is just one side of the problem,
which can be partially improved by the parallelism among transactions [28]. The second
aspect is just the image composition covering the database and the particular change
vector image [4].

C - Shared pool

The shared pool is the most complex structure consisting of many sub-elements. From
the evaluation and query processing point of view, the most important structure is the
Library cache. It is the memory area for the recently executed code in the parsed form
— by converting user requests to the executable form by describing individual data access
techniques, joining, etc. If the query is already parsed, the database optimizer instructs
the execution processes to use such form. If not, the optimizer must choose the best
execution plan based on the statistics and heuristical approaches. Other structures are
Data Dictionary Cache storing recently used object definitions, PL/SQL area for storing
PL/SQL code. Result cache memory structure can store data produced by the query. If
executed multiple times, it is not necessary to obtain data from the database, but if
available, they can be located in the memory directly. The database system ensures, that
the Result cache memory structure is reliable — any change on the data invalidates the
stored results, thus it is ensured, that correct data are always produced.

Optional structures include Large pool, Java pool, and Streams pool relevant for the
used architecture [8].

2.1 Background Processes

Background processes are part of the system resources managing instance and the
database. They play an important role in the process of creating and opening an instance,
as well as in supervising the existing system. System Monitor main task is associated
with the mount and opening process but has several housekeeping tasks of the open
instance. Process Monitor launches, manages, and deallocates server processes and
detects any problems with sessions. When dealing with the performance, the Database
Writer process is inevitable. The user process, nor the server process, can manipulate
the data directly. Database Writer is the process, which is responsible for the writing
dirty blocks of the instance memory into the database. Whereas the transfer consists of
the expensive I/O operation, the system prefers to minimize the amount of block writ-
ing. We reflect such requirements and propose our techniques to minimize data about to
be transferred. Note, that data can be fragmented among the database storage, thus the
requirement is relevant and significant. In principle, data are written to the disc only if
there are no empty blocks in the memory Buffer cache to serve new data, although some
small data portion is written each three seconds by default [8]. Thus, in this manner, if
the whole database and support structures can be placed in the memory, an almost opti-
mal solution can be reached. Unfortunately, current databases are mostly too large to fit
the memory size [8]. Moreover, if no block is written to the disc, restore and recovering
processes after instance failure would last too much significantly overlapping the service
level agreement (SLA).
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Log Writer operates Log buffer and physical log files in the database. It must always
precede transaction approval (commit) to ensure durability.

In addition to these processes, there is a whole spectrum of background processes
covering the Checkpoint process, Manageability Monitor, Memory Manager, Archiver,
etc. [8, 26].

2.2 Physical Structures

Three file structure types are making up the Oracle database (controlfile, data files, and
log files). Controlfile is aroot element consisting of the pointers to the database structures
—individual data and log files, as well as many parameters forming a database. It stores
critical information declaring integrity, if the instance fails, like SCN, timestamps, etc.
[31]. Change vectors are stored in the Online redo log file category. The data repository
is created by the data files encapsulated in the tablespaces [27]. Each tablespace consists
of the parameter specifying data block size, most often 8 KB block is used. DB_BLOCK
initialization parameter specifies the structure among the tablespace, specification of the
Buffer cache structure is influenced by such parameter, as well. Evaluation of the data
block size to the I/O operation performance can be found in [24]. The tablespace can be
formed by multiple files covering multiple data objects. Vice versa, each data file can
be located and covered just by one tablespace.

3 Indexes

Query evaluation and retrieval is a complex staged process. Current database systems
define the execution of the SQL statement by these phases — parse, bind, execute, and
fetch. Before the processing itself, the system evaluates, whether the query has not been
processed, yet. If we have prepared and stored the execution plan, the database optimizer
instructs us to load it from the memory Library cache and use it. The task of the parse
is to get the best possible access plan to obtain data, it is based on the indexes, mostly
B-+tree formats [23]. In the bind phase, variables are expanded into literals. Afterward,
the execution phase is started by loading data blocks into the memory Buffer cache. In
the parse and execute phase, our solution optimization can be identified. Loaded data
blocks are parsed and particular data are extracted. They can be, however, non-actual
reflecting the begin point of the SQL statement evaluation. If so, Log buffer comes into
play. The undo image is built to the defined timepoint, respectively SCN. The fetch phase
operates the result set composition and providing it to the client.

When dealing with the data tuples, the most important part of the evaluation and
processing is based on selecting the access method. In principle, there are two options.
If the suitable index is present in the system, based on the conditions of the statement, it
will be used [21]. Regardless of the index type, it will be used to obtain data completely (if
the whole result set can be composed of that — all attributes necessary for the processing
is part of the index) or it will be used for the data located inside the database. On the
leaf layer of the index, there is a pointer to the data called ROWID consisting of 10 bytes
specifying data file, data block, and position inside the block, where the data row resists
[3]. Thus, the evaluation is defined by two stages — index usage and data location, if
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necessary. The most significant aspects of the optimizer decision making are database
object statistics and index suitability, which is expressed by the attributes forming it,
as well as the order of attributes. As a consequence, mostly in the dynamic complex
system, many times, the whole table has to be scanned (by TAF method). It means,
that each block associated with the table is evaluated separately, sequentially block by
block. From the physical perspective, each block has to be transferred to the memory
Buffer cache and evaluated there. The granularity of the transfer is the block itself, which
can be filled partially or even totally empty. As a result, the processing is too time and
resource-demanding. Adding a new index does not solve the problem. If the queries are
dynamic and vary significantly, it is not possible to define all possibilities. Moreover, it
has additional demands on disc storage, memory, and performance, as well. To ensure
the correctness of the result, it must be ensured, that the index is always up date, meaning,
that any change on the data performed by the destructive DML (Insert, Update, Delete)
must be applied to each index. Therefore, it is clear, that adding new indexes does not
bring the desired power to the system. One of the solutions is based on autonomous
index management based on the workload. Autoindexing [8, 13] is the technique for
evaluating the total additional costs of adding and removing index based on the queries,
as well as data changes weight. The disadvantage of this approach is the fact that it is
a reactive form managing change, thus at first, a new impulse must be created for the
reassessment of indexes, and only then the rebalancing itself can occur. This means that
in the initial stages it is still necessary to use the 7AF access method scanning all data
blocks associated with the table sequentially. Our proposed solution aims to fill the gap
and limit the necessity to use the TAF method.

In non-relational databases, the principles and contribution of indexes are a bit dif-
ferent. They often highlight the consistency optimizing for high throughput of the write
operations. Therefore the results can be stale until the index incrementally rebuilds
newly added documents [16, 29]. In RavenDB, data outputs do not need to reflect the
up-to-date image, although it is possible to force the system to wait for non-stale results
explicitly. Other systems, like PostgreSQL or MongoDB, are aware of consistency, which
can have, unfortunately, a strong impact on performance [11]. In a relational database,
the optimizer selects the best suitable method for obtaining data. In principle, it can be
done either by using index or data blocks are scanned sequentially. In contrast to the
RavenDB, all data queries must use an index interface to locate data, there is no other
way. It offers two modes — static indexes and auto index mode, which generates index,
whenever the requirement does not pass the existing static index [29]. In non-relational
databases, various formats and structures can be identified, like explicitly written in C#
or JavaScript (RavenDB), JISON (MongoDB), etc. [5, 15]. The rebuilding index is done
in two phases — a new index is built and after the construction, the original structure is
removed. Such a principle would not be suitable for the relational form if a strong data
stream can be identified. Moreover, it is impossible to use the index, which does not
reflect all changes. As evident, if the attribute holds a NULL value, a particular tuple is
not stored in the relational index resulting in the necessity for sequential scanning. Thus,
from the security point of view, all approved transaction changes must be immediately
present in the relational index.
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4 Removing the Impact of TAF

4.1 State of the Art

Our main contribution is to lower the usage of the TAF method to the minimum. If
the block fragmentation is present, the problem is even deeper. The first solution was
introduced in [20, 23]. Itis based on the fact, that each index referencing all data tuples can
be used as the data locator. In the leaf layer of the index, there is a pointer layer consisting
of the ROWIDs. In this case, however, the system uses just the block identification
extracted from the ROWID. Thus, the particular block was loaded into the memory
based on the block identification and afterward, it was completely scanned to locate any
data tuple inside. It provided a significant performance benefit [20, 21]. To summarize
the impacts, we propose these results extended by the new technique defined in this
paper. The solution defined in 2020 was based on the Master index, which was selected
as the best suitable index holding all data references. It procedures either the total size
of the index, its depth, as well as costs of the loading index into the memory. Thus,
Master index selection was done always in a dynamic manner based on the current
situation inside the system, whereas some index can be already present in the memory
Buffer cache. In that case, in principle, it is better to use it, although the size is higher in
comparison with other indexes, on the other hand, the loading process into the memory
can be skipped — particular data are already there. Similarly, the index can be partially
loaded into memory. All these characteristics are maintained by the Master index process
as the extension of the database query optimizer [21].

The limitation of the above approach is based on the leaf layer. If the block consists
of several rows, a particular block will be listed in the leaf layer multiple times, whereas
block identification is just the part of the ROWID. In this section, we highlight two
techniques for improving performance. First of all, when fragmentation of the block is
present, it can many times happen, that the row is not in the block, we assume. ROWID
on the leaf layer points to the row, where it should persist. It is, in principle, correct.
However, just in the ideal conditions. If the multiple Update statements occur in one data
row, many times, it consequences in shifting the row into another data block, whereas the
original size is not suitable — row size is extended and the result data cannot fit the original
position. The problem causes migrating rows into different data blocks [20]. Whereas
there is no pointer from the physical data to the referencing indexes, it is not possible
to mark the ROWID change in the indexes — it would be too demanding checking all
developed indexes and evaluate the relevance of the change for it by traversing the index
to the leaf layer [23]. Therefore, in the original block and position of the original row,
the new pointer is added to another block, where the data are present. Figure 2 shows the
principles. Notice, that the row can be migrated multiple times. In that case, therefore the
block A has to be loaded based on the index ROWID. Unfortunately, the data themselves
are not present there, there is just another ROWID pointer to the different block (B), which
must be loaded and evaluated, too. Based on the model shown in Fig. 2, three blocks
must be loaded before the data are located, which is not optimal. If the index pointed to
the direct position of the row, it would be necessary to use just one I/O disc operation,
in comparison with three ones. On the other hand, it is not useful to rebalance the index
each time. Although this would increase data retrieval performance, the reconstruction
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of the index itself, and the cost of performing it would very shortly erase the expected
improvement significantly [23].
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The second problem is, that the index consists of the position of the row inside the
block, however, such information does not bring the benefit for the data location without
index condition management itself and the block identifier must be extracted for each
value followed by the identification of the duplicate value. In current solutions [23], the
block is accessed only once and processed completely. The task is to remove the impact
of the full memory Buffer cache by limiting the transfer of the empty blocks from the
database. Note, that this information cannot be obtained directly without block loading
into the memory for the evaluation. If the workload is high, to load data into the memory,
free space must be identified, thus many blocks from the memory are to be loaded to the
database before [10]. Limitation of the number of blocks to be processed and evaluated
can, therefore, for sure, improve performance.

4.2 Own Proposed Solution — Flower Index on Block Granularity

Analysis of the system performance and data access impacts is key for ensuring perfor-
mance, by identifying too demanding parts of the processing. As evident, to ensure the
performance by limiting TAF method usage, we need to restrict the ROWID values into
the individual block referencing.

Our contribution aims in three developed methods. All of them are covered by the
Flower index approach on the block granularity. The first solution (MODEL 1) is based
on the original B+tree index, however, on the leaf layer, there is no ROWID, but just
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block identifiers (BLOCKID) is present. As a result, there is no necessity to extract
block information from each ROWID. Moreover, the total size demands of the index are
lowered, as well. The original ROWID value consists of the 10 bytes:

the data object number (/-32 bits),

data file identifier, in which the row resides (33—44 bits),

data block in the data file, where the row is located (45—-64 bits),
position of the row inside the block (65-80 bits).

For the BLOCKID value, we require only 4 bytes consisting of the data file iden-
tifier and data block definition. The architecture and management are shown in Fig. 3.
Extracted block definition value (BLOCKID) is temporary (during the whole statement
evaluation) stored in the PGA (added structure block_storage). Each extracted value is
checked against this structure to evaluate, whether such block has been already processed
(it is already present in the block_storage) or not. If not, the whole block is located in
the physical database, transferred into the memory Buffer cache, where it is parsed and
evaluated totally. After the individual block processing, a particular BLOCKID value
is added to the block_storage in a sorted manner. In the first stages of the research, the
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block_storage structure was stored in the sorted linked list. Nowadays, a binary tree is
used. The evaluation management and dataflow in the diagram are shown in Fig. 3.

The limitation of the proposed solution is the location of the block_storage structure.
Itis built for each statement and located in the PGA, invalidated after the query processing
itself. Whereas it does not reflect any data change (new Insert, Update or Delete), it cannot
be used multiple times, even in the same session reflecting the same table. Whereas the
block_storage structure granularity is the whole table, if it reflected data changes, it would
be possible to use it multiple times. Note, that after the processing itself, it consists of
a list of all blocks consisting of at least one data tuple inside for the particular table.
Therefore, in the second proposed solution (MODEL 2), we separate the block_storage
structure and locate it in the shared memory (SGA) named shared_table_block_storage
(STBS). In this case, it has two improved properties. It is sharable among the whole
instance for each user and session referencing the same data object. Moreover, it is proof
of any change, which is automatically incorporated into the structure.

4.3 Physical Implementation of the Shared_table_block_storage Structure

STBS structure is shared and located in the instance memory. In ideal conditions, it can
always be located in the memory and there is no necessity to free the memory to serve
another data block. If not, it is transferred to the temporary tablespace, from which it can
be reallocated. Physical storage depends on the user selection provided by the parameter
store_block_definition value, which can hold either value True or False. By default, it is
not stored durable, thus the default value is False. In this case, if the instance is shut down,
particular memory is freed and data are removed. After the instance is again available,
the STBS structure is built during the first table reference and maintained automatically.
Vice versa, if the value is set to True, before the instance closing, the memory structure
STBS is checkpointed and copied into the physical database in the compressed format.
During its instance opening, a particular structure is copied into the memory again and
maintained there (original database space is then freed). The advantage of this approach
is the fact that at the first request for the use of this structure it is already prepared in the
memory. The data flow diagram of the approach is in Fig. 4.

The database structure allocation unit is not the block itself, but the set of blocks
forming the extent covered by the position of the last associated block to the table —
High Water Mark (HWM) position pointer [21]. Individual blocks inside the extent are
interconnected, extents themselves are interconnected using the linked list, as well. The
third proposed model (MODEL 3) uses its own index structure, however, there are no
references to the rows, nor blocks. It is defined by the B+tree linking extents. These
extents are managed by the added instance process Extent_balancer. This process aims
to reallocate data across the extent —individual blocks are filled from the top, by executing
Update, respectively Delete statement, Extent_balancer process ensures, that there is no
gap between data — it cannot happen that there is an empty block followed by a block
containing data. Thanks to that, if the database optimizer by loading process identifies
an empty block, processing continues with the following extent, because it is ensured
that there can be no more data in the given extent.

Improvement of the model 3 is delimited by the physical structure, in which the
Extent_balancer does not move data physically to ensure sorting blocks based on the
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amount of data, but rebalancing is done just by the shifting pointers to the individual
blocks (MODEL 4). The structure of the extent is divided into six separate structures
denoted by the flags specifying the amount of data inside. These properties are stored in
the extent header:

empty block - data amount 0%.

data amount in the range of (0, 25)%,
data amount in the range of <25, 50)%,
data amount in the range of <50, 75)%,
data amount in the range of <75, 100)%,
full block — data amount 100%.

4.4 Rebalancer

Fragmentation is a complex problem of the current database system if the attribute data
type size is not fixed. Undefined values cause changes in the size of the data record.
As already described, in model 3, there is a rebalancing strategy to shift full blocks to
the top for sooner evaluation and processing. If the value to be found is unique, it is
also a higher probability to locate it in the fuller block than a block containing only one
record. There is, however, another strategy dealing with the block itself. There can be a
problem with the data fragmentation inside the block itself. Rebalancing and free space
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merging on the block granularity is not done automatically. First of all, it would require
additional sources for each operation. Block occupation percentage is calculated and
stored based on the definition, either in the data dictionary or on the block level [13,
14]. If it is clear, that the new row fits the block, only in that case, we structuralize and
rebalance the block. It is more efficient to shift the data across the block in comparison
with allocating a new block. It should be emphasized, that the rebalancing at the data
block level causes migrated rows. The record is no longer in the original data position,
but it is moved to another place within the same block. Thus, the ROWID value will not
be accurate, but a pointer to another position in the given block will be present. The fact,
that the whole block must always be loaded into the memory in its entire form ensures
no performance reduction at all.

Migrated row from the defined index structures point of view causes a significant
problem. Original ROWID value points to the block, where the data are not present,
only another pointer is there to locate the different position. In the ideal condition, it
points to the same block, but in another position. Mostly, however, it points to another
block, which has to be loaded into the memory. This negative aspect applies just to the
indexes, our proposed location models are prone to it. Therefore, as the extension of our
solution, if the migrated row is present and processed by the index, a new position value
replaces the original one inside the index to remove the impact of the migrated row. It
is ensured by the added instance parameter migration_manage set to value True. If the
value is set to False, in that case, migrated rows are still present, but the index does not
reflect the change by replacing the pointing value. Such value (False) should be used in
environments, where many data changes occur consequencing in shifting data in often
rate. In that case, it would not bring you the benefit, whereas before new index usage, a
particular data row would be moved and new migration is present.

5 JOIN - Linking Data Across the Tables

When tables are to be joined, the join operator algorithm must be selected to implement
logical joins between two sets of data. The existing system scenario is based on available
indexes, up-to-date statistics, and the number of estimated rows in each data set [7]. In this
section, we highlight four existing approaches covering the most significant principles
— nested loop, merge join, hash match, and adaptive join [8, 12]. The nested loop is the
simplest operation, for each record from the outer input (smaller table), matching rows
from the inner output are matched. It is done by using the index approach - index seek
method. The complexity of the query is O(N *log(M)), where the N and M are cardinality
estimation of the tables. Merge join is currently the most efficient way to join two large
data sets, whereas both input operators are executed only once. It requires indexes on
both tables and uses the property, that both of them are index sorted. The complexity
costs of the processing are O(M + N). Hash match is used, if the previous types cannot
be used (table is not indexed based on the join key). It uses the hash function [12], which
takes one or more values and converts them to a single symbolic value. A Hash table
is a data structure that divides all rows into equal-size buckets, where each bucket is
represented by a hash table [18]. The system chooses the smaller of the two inputs to
serve as the build input and will be the one to build a hash table in the memory, if available.
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Otherwise, it is stored in the physical disc with all consequences on performance. If the
hash table is built, the system gets the data from the larger table, compares them to the
hash table using the hash function, and return any matched rows. As long as the smaller
table is very small, this algorithm can be very efficient. But if both tables are very large,
this can be a very costly execution plan.

The last method is a combination of already mentioned types and does not rely so
much on the statistics, but proposes multiple scenarios. The selection of the access path
is defined by the estimated number of rows produced from the previous step. Thanks to
that, it can swap between the Hash join and the Nested loop dynamically.

6 Table Joining — Mapping Index

All the above techniques rely on the existence of the unique index for the join key at
least on one table. In dynamic systems, however, such a prerequisite may be broken.
Generally, tables can be joined in any manner. One way or another, it is clear, that for the
connection, every single record must be accessed, evaluated, and processed. The direct
access can be replaced by the index checking, if suitable and available. If not, there is
no other choice, the whole table must be scanned. Similarly, if the index is too old not
reflecting the current situation — index nodes are never deallocated consequencing in the
continual growth and cost growth. Our proposed access techniques described in Sect. 5
can be used for joining, as well. There is, however, one extra solution for joining the
primary key values, respectively its candidate to the foreign key in a strict manner. In
existing complex information systems, tables are usually large consisting of not only
current valid data, but the whole evolution of the states over time, thus the Nested loop
technique is not performance effective. If both tables have mechanisms for direct sorting,
the index is used to control the connection. If so, the processing provides particular data
pointers (ROWID), by which the whole row of the table, respectively requested attributes
that can be loaded. Thus, the index scan method category is used. If the key for the foreign
key is not present (as the result of the additional performance demands for destructive
DML — Insert, Update and Delete), Hash join has to be used, mapping the whole table
join key into buckets to the memory. If the sufficient memory size is not available, disc
swapping is present resulting in poor performance. In the next paragraph, we propose
our own solution characterized by the mapping index.

If the foreign key index is not present, it is clear, that the performance will suffer.
Therefore, we define the composite two-table index mapping join key from the master
table (table delimited by the join key as the primary key) to the secondary (foreign key
join key). The main part consists of the B+tree index based on the primary key. On the
leaf layer of the index, there is not the only pointer to the data, but another structure
serving join key mapping. The name of the structure is Mapper and its aim is to provide
pointers to the foreign key table data directly. At the main level, there are directives and
references to the main table, the Mapper refers to the records from the second table,
defined by the linked list of ROWID_FK. Figure 5 shows the architecture of the mapping
index. Bold text with the gray background is the Mapper object. The interconnection can
be done automatically, no existing method has to be used, whereas the join operation
is directly implemented in the mapper index. Each relationship between the tables is
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delimited by the fype (identifying, non-identifying), cardinality (1:1, 1:N), and mem-
bership (mandatory, optional). Relationship type does not influence the structure of the
mapping index. Cardinality delimits the number of elements in the Mapper structure. It
is protected by the mapper_limit parameter. If no limitation is used, the value “~/” is
used. Optional membership is specified by the value 0 for the mapper_limit. In that case,
a new virtual index node in the main structure is added expressing the non-connected
values of the Mapper. Physically, it is positioned in the top right of the B+tree, so these
records are processed at the end. A virtual node is optional if mandatory relationship
type is used, it is not present, whereas it would be always empty.
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7 Performance Evaluations

For the computational study and cost analysis, the relational platform of the database
system Oracle 19c Enterprise release 19.3.0.0.0 — 64 bit Production was used. Comput-
ing server parameters are processor Intel Xeon E5620; 2.4 GHz (8 cores), 48 GB DDR
1333 MHz operation memory. For the evaluation, a table containing 10 attributes orig-
inated from the sensor environment was used, delimited by the composite primary key
consisting of two attributes — sensor identifier and time measurement occurrence. The
cardinality of the table was 1 million rows. The size of the individual rows was dynamic
ranging from 98 bytes to 145 bytes, average size demands were 129 bytes. The second



196 M. Kvet and K. Matiasko

table has a similar structure, but the spatial extension is added. For the evaluation, no
explicit index definition was used. The master index was always based on the primary
key.

For the evaluation, these models were used. Each experiment was performed 10
times; the results show the average values:

e MODEL TAF highlights the existing architecture by scanning all data table blocks
sequentially, whereas no suitable index is present.

e MODEL INDEX is a referential model providing the most optimal solution if the
completely suitable index would be present. Such a model is used for evaluating
benefits and additional costs in comparison with other models.

¢ MODEL MASTER is based on the selecting primary key index as the master for data
locating. Note, that just one index created implicitly by the primary key is present in
the table.

e MODEL 1 characteristics delimit the primary key index, by which the block identifiers
are extracted and stored in the private session area (PGA).

e MODEL 2 characteristics delimit the primary key index, by which the block identifiers
are extracted and stored independently in the shared global area (SGA).

e MODEL 3 extends the data block management by sorting and balancing blocks on
the extent granularity.

e MODEL 4 uses extent management, as well. Block shifting reflects pointer consoli-
dation.

e MODEL 5 is used in the Join operations characterized by the Mapper.

Models 1-5 were described in the previous chapters as the contribution.

7.1 Select Statement Performance

The results of the Select statement performance is shown in Fig. 6. It was specified to
obtain 10% of data based on either time interval (5 experiments) and sensor specification
(5 experiments). Values in the graph in Fig. 6 express the improvement of the processing
time in percentage. For the evaluation, on one side The image of the performance speci-
fication can be delimited by two characteristics of the environment. On the one side, it is
the TAF method, by which no index is used forcing the system to scan all blocks regard-
less of the fullness and fragmentation and on the other side, there is the specification of
the most suitable index for the defined query. The proposed methods and models aim to
get as close as possible to the index solution. The referential model for the processing
is TAF reaching 100%. In the environment, 50% fragmentation is used. If there were
not free space at all, processing time demands can be lowered up to the 70% value. The
model index requires 10.9% of the processing time, which reflects 89.1% improvement
(based on the assumption, that there is no data migration). The master index is used to
locate data if a not suitable index is present. Whereas the condition is not based on the
whole primary key definition (time range), the primary key index is not optimal. The
processing required 17.3% of the processing time, which saved 82.7% of the processing
time, in comparison with MODEL INDEX (reference 100%), there is 58.7% increased
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demands. MODEL 1 uses block definition composition in the PGA. It requires 17.3%
of the processing time range. In comparison with MODEL INDEX, the slowdown is
39.4%. 1t is limited by the usage of non-shareable memory, the block identifiers are
not updated and after the processing, the structure cannot be used repeatedly. MODEL
2 shifts the block definition management into the shareable memory section (SGA). On
the one hand, it can be used by several sessions, moreover, it is not necessary to rebuild it
every time. Besides, individual data changes are reflected in it. Reflecting on the reached
result, the processing time requirement was lowered to 13.4%, which reflects the 86.5%
improvement for TAF. In comparison with MODEL 1, there is 13.4% improvement,
whereas it can be shared. If the structure is stored physically in the database (delim-
ited by the store_block_definition parameter), performance demands are lowered to the
value of 12.8%. Model 3 extends the management by the extent of consolidation sorting.
There is a pointer in each extent, after which no data can be present. Thanks to that, these
blocks do not need to be loaded and evaluated, at all. MODEL 3 reaches 12.5% of the
total processing time demands of TAF. It reflects the improvement of 87.5% for TAF,
in comparison with MODEL 2, there is improvement ranging to 7.2%. MODEL 4 uses
consolidation specified by the pointer linking. In that case, processing time demands are
12.0%.
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Fig. 6. Processing time performance — Select statement

7.2 Destructive DML Statement Performance

It is evident, that the Select statements benefit, if the index, respectively other effective
solutions accessing data, is present. On the other hand, it is not effective to develop many
indexes, whereas other DML statements are negatively influenced — all changes must be
applied to all indexes before the operation itself. In this section, performance impacts
are present. Each data object (1000 objects are present) was updated 1000 times. Note,
that invalidating object means, that it is removed from the table (Delete). Vice versa, if
the value is later present, transforming the object into a valid state is represented by the
Insert statement. In this experiment, the invalidation and validation rate is using /00. In
the graph, additional demands to the processing are expressed in percentage. Similarly,
to the previous evaluation, experiments were performed 10 times, results in Fig. 7 show
the average values. The TAF method does not use any index, so no additional demands
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are present. The optimal index definition increases the demands using 6.2%. The primary
key definition is a bit lowered (4.3%), whereas it is used for ensuring integrity and data
location for the update, as well. The additional index itself demands are 1.9%. MODEL 1
does not reflect changes performed, it is stored in PGA, therefore no additional demands
are present. Other models have a very similar increase in processing time demands
ranging from 5.9% (MODEL 2) to 6.2% (MODEL 4).
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Fig. 7. Processing time performance — Destructive DML statements

7.3 Size Demands

The performance of the system is, however, not delimited just by the processing time. It is
inevitable to monitor also other resources, mostly expresses as the costs of the additional
size demands. For these purposes, we evaluate the storage capacity necessary for the
objects. When using just the primary index, size demands are increased to 114.7%. An
optimal index for the query stores all required values inside the index itself, thus no
physical loading is necessary. In that case, storage demands are increased to 173.9%, the
additional index requires an additional 59.2%, the original primary key index represents
14.7%. If the block index object is stored in the file system, 18.6% of additional capacity
is required. Management on the extent granularity sorts just the data to shift data to the
top-level blocks for sooner loading. As evident from Fig. 8, it does not have additional
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Fig. 8. Size demands
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storage demands, respectively it is minimal improvement. Fig. 8 shows the results of the
physical size demands monitoring.

In the above Fig. 8, there is also the specification of the size demands for the MODEL
5, which uses B+tree for the primary key index extended by the foreign key reference
in the second table using the Mapper. The additional size demands are 25.5%, which
expresses 73.5% increase in comparison with just one definition of the primary key.
Note, that if two separate indexes were used, the demands would be 32.7%. Table 1
shows the results. Values represent the additional demands in percentage.

Table 1. Size demands for table join operators

Index Size demands [%]
Primary key index 14.7

Separate indexes for the 32.7

primary key and foreign key

Mapper 25.5

The size and structure of the database do not have a significant impact on the perfor-
mance and proposed solutions are robust. Moreover, defined techniques can, in compar-
ison with existing applications, benefit, if the data fragmentation across the data blocks
is present.

7.4 Table Joining Performance

The relational paradigm is defined by the tables interconnected via individual relation-
ships. If data need to be obtained from several tables, data must be joined together.
Mapping rows can be done using various join methods described in Sect. 5. The best
solution is provided by the Merge join if indexes on both sites (primary and foreign
keys are present). If none of the indexes is present, data must be sorted in the first phase
requiring a significant amount of processing time and resource consuming. The refer-
ential model is index provided requiring 40.4% of processing time in comparison with
the TAF method (100%). Individual models for data projection and selection can be
used in this case, as well. MODEL 1 requires 76.3%, whereas the block pointers are
built dynamically during the execution. If the solution is shifted into the shared memory
(MODEL 2) reflecting changes, processing requires 48.2%. In comparison with Merge
join (100% reference), there are 8.2% increased demands caused by the necessity to
remove duplicates from the block list in the memory. Extent management (MODEL 3
and MODEL 4) solves the problem only in a slight manner and does not provide relevant
improvement. The results are in Fig. 9.

The proposed solution using the Mapper object provides the best performance. It is
caused by the direct pointer to the other table references. There is no necessity to merge
data and compare values of the PK and FK, all the interconnection is directly located
in the index Mapper. On the main structure, a list of individual PK values is defined in
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Fig. 9. Processing time performance — JOIN

the B+tree structure. FK references are present on the leaf layer for each element. It is
managed automatically if any data change occurs.

8 Conclusions

Relational database systems are still powerful solutions for managing data in the infor-
mation systems. Its main advantage is relational algebra support [30] and transaction
covering ensuring reliability, consistency, and durability by passing all integrity rules.
Nowadays, it is evident, that the number of data to be managed is significantly growing
every year. Data evolve reflecting individual Update operations. Historical data with poor
information value are removed, vice versa new data images are inserted dynamically. As
a result, data fragmentation is present either in the data files, as well as indexes do not
provide optimal performance due to many nodes, which are not deallocated. The aim of
the database management from the user point of view is to ensure performance, get the
data as soon as possible. If the index is present, a robust solution is provided. However,
index management requires data change application for each destructive operation. Thus,
it is not possible to develop all suitable indexes. If there is a huge number of different
queries to be executed, many times, a particular table must be fully scanned using the
Table Access Full method (TAF). This paper consists of the existing system analysis
covered by the database system architecture — background processes and instance mem-
ory structures. Each time data are to be obtained, data blocks must be transferred into
the memory for the processing if they are not present there yet. If the data fragmentation
is present, the final performance is not relevant, whereas even empty blocks must be
loaded. For data selection and projection, several new models are proposed. Unlike the
standard index approaches, the proposed solutions use block locator instead of row loca-
tors. Thanks to that, the whole block is processed after the loading. Solution objects can
be located either in the private area of the server session process, however, if the model
is shared among the whole instance and changes are reflected, significant performance
improvements can be reached.

In the final part, principles of data joining across the data tables are defined as
proposing the Mapper between master and child table. The core part is formed by the
B-+tree index supervised by the reference list in the leaf layer.
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Future research in this field will be oriented to the block granularity itself and data

distribution across the tablespace partitions. Thanks to that, the size of the block can
vary based on the data. Moreover, each partition can be optimized separately by defining
storage parameters, structures, and index approaches, as well.
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